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ABSTRACT

Internet worms have been the major Internet threats may disclose important information and can bring about faults
of computer systems, which spread with the fastest speed among malicious codes. Simultaneously spreading multiple
worms and its variants are revealing the limitation of conventional responses based on single worms. In order to defend
them effectively, it is necessary to study how multiple worms propagate and what factors affect worm spreading. In this
paper, we improve the existed single worm spreading models and try to describe the correct spreads of multiple worms.
Thus we analyze the spreading effects of multiple worms and its variants by various experiments.
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Fig. 1 The observed results of Code Red worm and
the estimation by modeling
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Table. 1 Notations used in this paper

Notation Explanation

N Total number of vulnerable hosts

w, The x-th variant of the worm W/

S (t) Number of susceptible hosts at time ¢

1 (t) | Number of hosts infected with worm W, attime ¢
R (t) Number of recovered hosts at time ¢

B, (t Infection rate of W, attime ¢

) Recovery rate of W, at time ¢
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Fig. 2 The new SIR spread model of a worm
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Fig. 3 The new SIR spread model of multiple worms
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Fig. 4 The spread of multiple worms
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Fig. 5 The spread of worm variants
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Fig. 6 The spread of multiple worms and worm variants
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Fig. 8 The simultaneous spread of multiple worms and
worm variants
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