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Abstract The recent health care is growing rapidly want to receive offers users a variety of medical services,
can be exploited easily exposed to a third party information on the role of the patient's hospital staff (doctors,
nurses, pharmacists, etc.) depending on the patient clearly may have to be classified. In this paper, in order to
ensure safe use by third parties in the health care environment, classify the attributes of patient information and
patient privacy protection technique using hierarchical multi-property rights proposed to classify information
according to the role of patient hospital officials The. Hospital patients and to prevent the proposed method is
represented by a mathematical model, the information (the data consumer, time, sensor, an object, duty, and the
delegation circumstances, and so on) the privacy attribute of a patient from being exploited illegally patient
information from a third party the prevention of the leakage of the privacy information of the patient in
synchronization with the attribute information between the parties.
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(Table 1) Notation

Notation Definition
SC Service Center
U " patient
; Personal Information of Patient
P, " Hospital Manager
ID;, [DJ Unique Identifier of U, and Z,
ak; Access key of Patient
sk; Secret key of Patient
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