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Abstract 
 

Quaternions have been commonly employed in color image processing, but when the existing 
pure quaternion representation for color images is used in perceptual hashing, it would 
degrade the robustness performance since it is sensitive to image manipulations. To improve 
the robustness in color image perceptual hashing, in this paper a full quaternion representation 
for color images is proposed by introducing the local image luminance variances. Based on 
this new representation, a novel Full Quaternion Discrete Cosine Transform (FQDCT)-based 
hashing is proposed, in which the Quaternion Discrete Cosine Transform (QDCT) is applied to 
the pseudo-randomly selected regions of the novel full quaternion image to construct two 
feature matrices. A new hash value in binary is generated from these two matrices. Our 
experimental results have validated the robustness improvement brought by the proposed full 
quaternion representation and demonstrated that better performance can be achieved in the 
proposed FQDCT-based hashing than that in other notable quaternion-based hashing schemes 
in terms of robustness and discriminability. 
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1. Introduction 

Illegal copy and distribution of digital images over the Internet have become increasingly 
easily as the Internet and multimedia technologies develop, and therefore the demand for 
image authentication is growing. Perceptual image hashing is a solution to deal with these 
issues, in which the content of digital images can be identified by the comparison of their hash 
values [1]-[4]. Unlike cryptographic hashing where one bit of change in the input will lead to a 
totally different hash value [5], the perceptual image hashing is robust to resist 
content-preserving manipulations. Additionally, the perceptual image hashing generates 
different hash values for distinct images and provides the capability of discriminability.  

Recently, some perceptual hashing schemes for color images are developed. In the literature 
[6], the histogram of the color vector angles in the inscribed circle is calculated and 
compressed by one-dimensional DCT to get a hash value composed of the first n AC 
coefficients. This method is resilient to rotation, but it disregards information outside the 
inscribed circle. A hashing approach concatenating the invariant moments of each component 
of the HSI and YCbCr color spaces to be the hash value is given in the literature [7]. In the 
literature [8] local color features are extracted by calculating the block means and variances 
from each component of the HSI and YCbCr spaces, but the hash value obtained by 
concatenating the Euclidian distances between the block features and a reference feature 
cannot resist rotation operations well. In the perceptual hashing schemes proposed in the 
literatures [9] and [10], the input color image is represented as a pure quaternion matrix by 
representing the RGB components as the three imaginary parts of the pure quaternions. In the 
literature [9], the non-overlapping blocks of the pure quaternion matrix are transformed by 
Quaternion Fourier Transform (QFT) and a hash value in binary is generated by comparing the 
block mean frequency energies with the global mean frequency energy. In the literature [10] 
intermediate features are extracted by applying Quaternion Singular Value Decomposition 
(QSVD) to the pseudo-randomly selected regions of the pure quaternion matrix, and then the 
QSVD is applied to these features to construct the final hash value. However, the robustness 
performance of these two quaternion-based hashing schemes needs to be enhanced.   

Quaternion introduced by Haminlton [11] is a generalization of complex number which 
consists of one real part and three imaginary parts. The classical pure quaternion 
representation for color images presented by Sangwine et al. [12] offers a sound way to 
simultaneously deal with three color channels and is employed in color image analysis 
[13]-[15], registration [16], watermarking [17] and perceptual hashing [9][10]. However, 
since this pure quaternion representation is sensitive to image manipulations, it would degrade 
the robustness when it is used in color image perceptual hashing. The motivation of our 
research work is to improve the robustness and our contributions are two-folds. First, a new 
full quaternion representation for color images is proposed, in which each color pixel is 
represented as a full quaternion by setting the local luminance variance as the real part and the 
RGB values as the three imaginary parts respectively. Second, based on this new 
representation and Quaternion Discrete Cosine Transform (QDCT), a Full Quaternion 
Discrete Cosine Transform (FQDCT)-based hashing is proposed by applying QDCT to the 
pseudo-randomly selected regions of the novel full quaternion image. Two quaternion feature 
matrices are constructed by exploiting the QDCT coefficients and a hash value in binary is 
computed from these two feature matrices. In our experiments, the effect of the proposed full 
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quaternion representation is verified and performance evaluation of the proposed 
FQDCT-based hashing is carried out. 

The rest of this paper is organized as follows. Section 2 describes the proposed full 
quaternion representation for color images. Section 3 details the proposed FQDCT-based 
hashing. Experimental results and analysis are shown in Section 4 and the conclusions are 
given in Section 5. 

2. The Proposed Full Quaternion Representation for Color Images 

2.1 Basic Knowledge of Quaternions 
A quaternion q  is made up of four components in a hypercomplex form as: 
 r i j kq q q i q j q k= + ⋅ + ⋅ + ⋅   (1) 
where , , ,r i j kq q q q R∈  and , ,i j k  satisfy the following relations: 

 2 2 2 1, , ,i j k ij ji k jk kj i ki ik j= = = − = − = = − = = − =   (2) 
Eq. (2) reveals that the multiplication of quaternions is not commutative. A quaternion can 

also be considered as the sum of a scalar and a vector part: 
 ( ) ( )q s q v q= +   (3) 
where ( ) rs q q=  and ( ) i j kv q q i q j q k= ⋅ + ⋅ + ⋅ . q  can be defined as a pure quaternion if 

( ) 0s q = , otherwise q  is called a full quaternion. 

2.2 The Proposed Full Quaternion Representation for Color Images 
The classical pure quaternion representation for color images [12] represents each color pixel 
as a pure quaternion and can be described as: 
 ( , ) ( , ) ( , ) ( , )pure R G Bf x y f x y i f x y j f x y k= ⋅ + ⋅ + ⋅   (4) 
where ( , )x y  is the pixel coordinate and ( , )Rf x y , ( , )Gf x y , ( , )Bf x y  are the RGB values of 
the pixel, respectively. 

Based on this representation, a color image can be represented intuitively as a 
two-dimensional pure quaternion matrix, which provides the ability to preserve the 
inter-relations among the color channels [9][10][13]-[17]. However, this pure quaternion 
representation is sensitive to the changes of the RGB components of the image, even though 
the visual content of the image is preserved. When it is used in color image perceptual hashing, 
the robustness performance will be weakened when features are extracted from this pure 
quaternion matrix. Moreover, setting the real parts of the quaternions to zero does not make 
full use of the nature of quaternions. 

Local statistical characteristic values have the ability to describe image structures and are 
not sensitive to content-preserving manipulations, therefore in our proposed full quaternion 
representations for color images, local statistical characteristic values are introduced as the 
real parts to enhance the robustness. In this paper, local luminance variances are adopted due 
to their outstanding robustness and computational efficiency. Suppose that the size of the input 
image has been normalized to S×S. By dividing the luminance layer into non-overlapping L×L 
blocks, where S is an integral multiple of L, the local luminance variance V(blk) of each block 
blk can be calculated as follows: 

 
2

2
2

1

1( ) ( )
L

l
i

V blk y blk
L =

= −∑   (5) 
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where ly  ( 21 l L≤ ≤ ) is the luminance value of each pixel in the block and blk  is gotten by: 

 
2

2
1

1 L

l
i

blk y
L =

= ∑   (6) 

For a pixel in the block blk, the real part of its full quaternion representation can be defined 
as: 
 ( , ) ( )Vf x y V blk=   (7) 
Pixels in the same block will have the same real parts. Then, each color pixel can be 
represented as a full quaternion as: 
 ( , ) ( , ) ( , ) ( , ) ( , )full V R G Bf x y f x y f x y i f x y j f x y k= + ⋅ + ⋅ + ⋅    (8) 
Thus the full quaternion representation for color images is gotten and each color image can be 
represented as a full quaternion matrix using this novel representation method.  

3. The Proposed FQDCT-based Hashing 
In this section, a novel perceptual image hashing based on the proposed full quaternion 
representation and QDCT, termed as the FQDCT-based hashing, is proposed, and its block 
diagram is shown in Fig. 1. 
 

Preprocessing
Full 

quaternion 
representation

Feature matrices
construction by 

using QDCT

Hash value 
computationInput image Hash value in binary

 
Fig. 1. Block diagram of the FQDCT-based hashing 

 
In the preprocessing, the input color image is first resized to S×S to ensure that the generated 

hash value is of fixed length and is robust against image scaling operations. Then the resized 
image is blurred by a Gaussian low-pass filter to remove insignificant noise without 
endangering the image content. After preprocessing, the color image is represented as a full 
quaternion matrix by using the full quaternion representation proposed in Section 2. Two new 
quaternion feature matrices are constructed by using QDCT and a hash value in binary is 
calculated from these two feature matrices. The feature matrices construction and the hash 
value computation modules are detailed below. 

3.1 Feature Matrices Construction by Using QDCT 
In this module, a secret key K is used to pseudo-randomly select N blocks of size M×M from 
the full quaternion matrix for security consideration [18]. Then QDCT [19] is applied to each 
selected block to obtain the features of the image. Similar to the traditional DCT, QDCT has a 
strong energy compaction property and the low-frequency QDCT coefficients contain most of 
the signal information. Due to the non-commutative multiplication property of quaternions, 
QDCT has both left-hand and right-hand forms, but the difference between using these two 
forms is very small. Therefore without loss of generality, the left-hand QDCT [19] is adopted 
in this paper. 

Let nB  ( 1 n N≤ ≤ ) be the thn  selected block, its left-hand QDCT matrix nQ  can be 
calculated by: 

1 1

0 0
( , ) ( ) ( ) ( , ) ( , , , )

M M

n q n
x y

Q p s p s u B x y N p s x yα α
− −

= =

= ⋅ ⋅∑∑                           (9) 
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where 0 1p M≤ ≤ −  and 0 1s M≤ ≤ − . qu  can be any pure quaternion which satisfies 
2 1qu = − , and in this paper it is given by: 

                                                                     ( ) / 3qu i j k= + +                                                      (10) 
( )pα , ( )sα  and ( , , , )N p s x y  are defined as: 

1 0
( )

2 0

for p
Mp

for p
M

α


== 

 ≠

 , 

1 0
( )

2 0

for s
Ms

for s
M

α


== 

 ≠

 

 (2 1) (2 1)( , , , ) cos[ ]cos[ ]
2 2
x p y sN p s x y
M M

p p+ +
=   (11) 

The coefficients in the first row and column of each nQ  are used to construct two 
quaternion feature matrices because these coefficients don’t change much under 
content-preserving manipulations. Let ( , )nQ r c  denote the element in the ( 1)thr +  row and 
( 1)thc +  column of nQ , where 0 1r M≤ ≤ −  and 0 1c M≤ ≤ − . For the first row of nQ , t  
coefficients ( 1t M≤ − ) from the second to the ( 1)tht +  element are used to form a vector nd  
as: 
 T[ (0,1), (0,2),..., (0, )]n n n nd Q Q Q t=   (12) 
For the N  blocks a quaternion feature matrix D  is available by taking nd  as the thn  column 
as follows: 
 1 2[ , ,..., ]ND d d d=   (13) 

Similarly, the second to the ( 1)tht +  element of the first column of nQ  are exploited to 
generate a vector ne  as: 
 T[ (1,0), (2,0),..., ( ,0)]n n n ne Q Q Q t=   (14) 
Accordingly, another quaternion feature matrix E is obtained as below: 
 1 2[ , ,..., ]NE e e e=   (15) 

3.2 Hash Value Computation 
To enhance the robustness, data normalization is applied to the two quaternion feature 
matrices. Suppose 1 2[ , ,..., ]Nz z z z=  is a row of matrix D or E . z  is normalized to 'z  by 
using: 

 ' 1,2,...,n
n

zz for n Nµ
σ
−

= =   (16) 

where nz  and '
nz  are the thn  elements of z  and 'z  while µ  and σ  are the mean and 

standard deviation of z , respectively. 
Let 1D  and 1E  be the normalized versions of D and E, and 1

nd  and 1
ne  be the thn  column of 

1D  and E1. Then the 2L  norm distance ndis  between 1
nd  and 1

ne  are calculated for initial 
compression and thus the sequence 1 2[ , ,..., ]Ndis dis dis dis=  is available. A threshold τ  is 
decided to quantize all the 2L  norm distances to make a hash value 1 2[ , ,..., ]Nh h h h=  as 
follows: 
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  (17) 

where ndis  and nh  are the thn  elements of dis  and h . When the amount of zeros and the 
amount of ones in h are approximately the same, it will guarantee the highest information 
content of the extracted N-tuple [20], and therefore the median of dis is chosen to be the 
threshold τ . It should be noted that the length of the hash value is equal to the amount of the 
pseudo-randomly selected blocks. 

4. Experimental Results and Analysis 

4.1 Similarity Metric and Image Database 
Some methods for similarity measurement have been studied, including the enhanced 
perceptual distance functions [21], the robust structured subspace learning (RSSL) algorithm 
[22], the neighborhood discriminant hashing (NDH) [23] and the normalized hamming 
distance (NHD) [24]. In this paper the NHD is adopted to measure the similarity between two 
images for its simplicity and low complexity. The NHD between two hash values h  and 'h  is 
defined as: 

 '

1

1( , ') | |
N

n n
n

NHD h h h h
N =

= −∑   (18) 

where N denotes the length of the hash value, nh  and '
nh  are the thn  elements of h  and 'h , 

respectively. If the NHD between the hash values of two images is less than a given threshold 
η, the two images are judged as similar and otherwise distinct. 

Images in the uncompressed color image database (UCID) [25] are used to evaluate the 
performance of the proposed hashing. These original images are of 512×384 or 384×512 
pixels and some examples are displayed in Fig. 2. To test the robustness performance of the 
proposed hashing, for an original image, 100 similar versions are generated by using the 10 
kinds of content-preserving manipulations listed in Table 1 referring to the StirMark 
BenchMark [26]. The illustrations of these manipulations are shown in Fig. 3. 
 

     
 

     
Fig. 2. Examples of test images 
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Table 1. Content-preserving manipulations and parameters 
Manipulations Parameters Image indices 

Affine 

Y-shearing Factors (0.01, 0.05, 0.1) 1-3 
X-shearing Factors (0.01, 0.05, 0.1) 4-6 
XY-shearing Factors ([0.01,0.01], [0.05,0.05]) 7-8 
General affine 
transformations 

Transformation Matrices ([1.007,0.01,0,0.01,1.012,0], 
[1.04,0.013,0,0.07,1.011,0]) 

9-10 

Cropping  Percentages (45:5:90) 11-20 
JPEG compression Factors (10:10:100) 21-30 
Median filter Sizes (2:1:11) 31-40 
Noise Variances (1:1:10) 41-50 
Scaling Percentages (50:10:150) 51-60 
Random distortion Factors (0.8:0.05:1.25) 61-70 
Rotation Degrees (3:3:30) 71-80 
Rotation-cropping Degrees (±2, ±1, ±0.75, ±0.5, ±0.25) 81-90 
Rotation-scaling Degrees (±2, ±1, ±0.75, ±0.5, ±0.25) 91-100 

 

    
               (a)                                    (b)                                      (c)                                    (d) 

           
               (e)                                    (f)                                       (g)                                   (h) 

   
                                      (i)                                       (j)                                  (k) 

Fig. 3. Illustrations of the content-preserving manipulations in Table 1. 
(a) Original, (b) Affine, (c) Cropping, (d) JPEG compression, (e) Median filter, (f) Noise, 

(g) Scaling, (h) Random distortion, (i) Rotation, (j) Rotation-cropping, (k) Rotation-scaling 

4.2 Setting of Parameters 
As mentioned in Section 3, the input color image is resized to 512×512 and blurred by a 3×3 
Gaussian low-pass filter. Since the size of each block blk  in Section 2 relates to the real parts 

( , )Vf x y  and will affect the performance of the color image hashing, in our experiment six 
sizes of the blk  are tested: 2×2, 4×4, 8×8, 16×16, 32×32 and 64×64. The length of the hash 
value is equal to the amount of the pseudo-randomly selected blocks N, so if the amount is too 
small, it will easily cause collision and if the amount is too large, it will decrease the 
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computation and matching efficiency. In such consideration, 150 overlapping blocks are 
pseudo-randomly selected from the full quaternion matrix by using a secret key and the sizes 
of the blocks Bn are set to be 64 x 64 to adequately cover the whole matrix. For each selected 
block Bn, the 2nd to 33rd  element in the first row and column of its QDCT matrix Qn are used to 
construct the two feature matrices D and E, respectively. Receiver operating characteristic 
(ROC) curves [27] are used to compare the performance of the FQDCT-based hashing when 
the size of the blk  varies. 
  ROC curves can be attained by setting various thresholds η  and computing the true positive 
rate (TPR) and false positive rate (FPR) for each threshold. Actually, higher TPR and lower 
FPR indicate better robustness and discriminability respectively and they can be calculated as: 

 1 2

1 2

,n nTPR FPR
N N

= =   (19) 

where 1n  corresponds to the amount of pairs of visually similar images correctly judged as 
similar, 2n  is the amount of pairs of distinct images falsely judged as similar, while 1N  and  

2N  denote the total number of pairs of visually similar and distinct images, respectively. 
   The experiment is carried on an image set including 10100 images consisting of the first 100 
original images in the UCID and their manipulated versions according to Table 1. The ROC 
cueves correspond to the 6 sizes of the blk are shown in Fig. 4, from which we can see that the 
proposed FQDCT-based hashing achieves the best performance when the size of the blk  is set 
to be 32×32. For performance and computational efficiency consideration, the size of the blk  
in the FQDCT-based hashing is decided to be 32×32. 
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Fig. 4. Performace comparison for the FQDCT-based hashing when the size of the blk  varies 

4.3 Test on the Proposed Full Quaternion Representation for Color Images 
To verify the robustness improvement brought by our proposed full quaternion representation, 
a new FQFT-based hashing is developed by combining this new representation with the 
QFT-based hashing [9]. In the FQFT-based hashing, after being resized to 128×128 as in the 
literature [9], the input color image is represented as a full quaternion matrix using our 
proposed full quaternion representation, and the size of the blk for calculating the real parts is 
set to be 4×4. 

Four well-known images, Sailboat, Baboon, Lena and Peppers are used to illustrate the 
robustness performance of the QFT-based and the FQFT-based hashing. For each of the four 
images, 100 similar versions are generated by using the manipulations listed in Table 1 and 
respectively correspond to the 100 image indices given in Table 1. The 100 intra-distances, i.e. 
the 100 NHDs between the original image and its 100 similar versions, are calculated for each 
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of the four images by using the QFT-based hashing and the FQFT-based hashing respectively. 
Fig. 5 shows the comparison results, where the x-axises denote the image indices of the similar 
versions. For the Sailboat image, 94% of the intra-distances calculted by using the 
FQFT-based hashing are smaller than those calculated by using the QFT-based hashing, and 
the numbers for the Baboon, Lena, and Peppers images are 78%, 70%, 87%, respectively. The 
results show that most of the intra-distances calculated by using the FQFT-based hashing are 
smaller than those calculated by using the QFT-based hashing, which indicates that the 
FQFT-based hashing can achieve better robustness performance. The robustness improvement 
is attributed to the proposed full quaternion representation for color images. Since the local 
luminance variances are approximately invariant if the content of the image is not attacked, 
taking them as the real parts improves the robustness in resisting content-preserving 
manipulations when features are extracted from the full quaternion matrix. 
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Fig. 5. Intra-distances calculated by using the QFT-based and the FQFT-based hashing 
(a) Sailboat, (b) Baboon, (c) Lena, (d) Peppers 

4.4 Intra-distances and Inter-distances Analysis 
The distributions of the intra-distances and inter-distances are calculated to illustrate the 
robustness and discriminability performance. The first 100 original images in the UCID and 
their manipulated versions are used to calculate the distribution of the intra-distances. For each 
original image and its manipulated versions there will be 2

101 5050C = intra-distances and 
505000 intra-distances can be gotten in total. The first 1000 original images in the UCID are 
used to calculate the distribution of the inter-distances and 2

1000 499500C =  inter-distances are 
gotten.  

Fig. 6 shows the distributions of the intra-distances and inter-distances for the QFT-based 
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hashing, the FQFT-based hashing and the FQDCT-based hashing, respectively. In a dual 
distribution, the overlap between the two distributions determines the error rate [28], thus 
lower overlap indicates better robustness and discriminability performance. It can be observed 
that the FQFT-based hashing yields distributions that have lower overlap than the QFT-based 
hashing, which manifests the performance improvement by using the proposed full quaternion 
representation. At the same time, the proposed FQDCT-based hashing yields distributions that 
are better separated than the FQFT-based hashing, which reveals that the feature construction 
by using QDCT and the hash computation process are efficient in generating robust hash 
values. 
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     (c) 

Fig. 6. Distributions of intra-distances and inter-distances for different hashing methods 
(a) the QFT-based hashing, (b) the FQFT-based hashing, (c) the FQDCT-based hashing 

4.5 Performance Comparison by Using ROC Curves 
To evaluate the performance of the proposed FQDCT-based hashing in resisting different 
kinds of manipulations, the ROC curves for each kind of the manipulations listed in Table 1 
are calculated and shown in Fig. 7, where the proposed FQDCT-based hashing is compared 
with the QFT-based hashing [9], the FQFT-based hashing and the QSVD-based hashing [10]. 
These experiments are carried on the image set consisting of the first 100 original images in 
the UCID and their manipulated versions. It can be observed that for all the manipulations, the 
proposed FQDCT-based hashing attains a higher TPR for a given FPR, and for a given TPR it 
attains a lower FPR. Hence, the proposed FQDCT-based hashing outperforms the other 
hashing methods in terms of robustness and discrimination. 

The area under the curve (AUC) of the ROC curve can be used to measure the performance 
of the hashing schemes, and the bigger AUC stands for better performance. The AUC values 
of each manipulation for the four hashing schemes are calculated and presented in Table 2. 
The comparison results show that the FQFT-based hashing achieves better performance than 
the QFT-based hashing, which further proves the robustness and discriminability 
improvement brought by the proposed full quaternion representation. Moreover, it can be seen 
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Fig. 7. Performance comparison for different manipulations 
(a) Affine, (b) Cropping, (c) JPEG compression, (d) Median filter, (e) Noise, (f) Scaling, 

(g) Random distortion, (h) Rotation, (i) Rotation-cropping, (j) Rotation-scaling 
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that the FQDCT-based hashing performs very well for all the given manipulations. The 
proposed FQDCT-based hashing is robust due to three main reasons: first, the proposed full 
quaternion representation of the input color image provides invariant property when the image 
goes through content-preserving manipulations; second, this invariant property is preserved in 
the QDCT coefficients selected to construct the two feature matrices; and finally the hash 
computation compresses the feature matrices in an efficient method to generate similar hash 
values for similar images and distinct hash values for distinct images. 

 
Table 2. AUC values of each manipulation for different hashing schemes 

Manipulations Hashing Schemes 
QFT-based [9] QSVD-based [10] FQFT-based FQDCT-based 

Affine 0.8460 0.7261 0.8837 0.9813 
Cropping 0.7502 0.8480 0.8466 0.8829 
JPEG compression 0.9734 0.9941 0.9998 1.0000 
Median filter 0.9703 0.9854 0.9947 0.9963 
Noise 0.9308 0.9732 0.9826 0.9993 
Scaling 0.9747 0.9935 0.9880 0.9999 
Random distortion 0.9398 0.9627 0.9535 0.9827 
Rotation 0.6721 0.8666 0.8058 0.8929 
Rotation-cropping 0.9370 0.9822 0.9649 0.9935 
Rotation-scaling 0.9650 0.9820 0.9735 0.9935 

5. Conclusions 
In this paper, a full quaternion representation for color images is proposed. Rather than 
representing each color pixel as a pure quaternion, we represent each color pixel as a full 
quaternion by setting the local luminance variance as the real part and the RGB values as the 
three imaginary parts, which improves the robustness in color image perceptual hashing 
schemes. Then a novel FQDCT-based hashing scheme combining the proposed full 
quaternion representation and QDCT is proposed, where two new quaternion feature matrices 
are constructed by exploiting the QDCT coefficients and the hash value in binary is calculated 
from the two feature matrices. Our experiment results and analysis indicate that the proposed 
full quaternion representation can improve the robustness in color image perceptual hashing 
and the proposed FQDCT-based hashing has superior performance in terms of robustness and 
discrimination compared with existing notable quaternion-based color image perceptual 
hashing. 
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