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Abstract

Cognitive radio networks (CRNs) offer the promise of intelligent radios that can learn from and adapt to their
environment. CRN permits unlicensed users to utilize the idle spectrum as long as it does not introduce interference to the
primary users due to the Federal Communications Commission’s recent regulatory policies. Thereby, the security aspects in
CRNs should be different with the other networks. The purpose of this paper is to devise a new delegation—based
authentication protocol (NDAP) by extracting out the security aspects for unlicensed user authentication over CRNs from
Tsai et al's delegation-based authentication protocol (TDAP). First of all, we will provide security analyses on the TDAP
and set design goal for unlicensed user authentication. Then, we will propose a NDAP as a remedy mechanism for the
TDAP and a new protocol for CRNs. The NDAP could be used as a security building block for the CRNs and various
convergence applications.
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