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A Study on Models for Strengthening Infrastructure Protection through
Analysis of Cyber Intrusions

Yoon Oh Jun® - Han Bok Dong™ - Park Jeong Keun® - Seo Hyung Jun™* - Shin Yong Tae™**

ABSTRACT

The hacking threats made against the Korea Hydro & Nuclear Power(KNDP) and the leakage of critical
information on nuclear power safety raised the public awareness on the importance of protecting and managing
national infrastructure necessary for sustaining the state and society. Cyber security activities and relevant
institutions in the ROK, however, are still insufficient, because of which there is a possibility that similar incidents
would reoccur and cause serious damages. Hence, a grave and direct threat is posed to the national security of the
ROK. In this thesis, I would like to give my analysis and assessment on the recent cyber intrusions against
infrastructure at home and abroad, measures established in response and their implementation, and the deficiency of
the existing infrastructure protection system ; and lastly propose measures to reinforce infrastructure protection of
the ROK.

Key words : Infrastructure, Cyber security, Cyber intrusions, Comprehensive Measures,
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