EEITAMH| A B &S

Ve YL Journal of Information Technology Services
2015% 12A, pp.81-104 http://dx.doi.org/10.9716/KITS.2015.14.4.081

FEEQIA T HHAI AR gkl 1 A

The Causal Relationship between Information Security
Countermeasures and Information System Misuse®
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B Abstract B

Intentional information systems (IS) misuse is a serious problem in many organizations. This study aims at
developing the theoretical framework of deterring IS misuse on the basis of Nagin's General Deterrence Theory (GDT)
which is very famous in the area of socio-criminology. Applying GDT to the IS misuse situation could be reasoned
that the perceived certainty and the perceived severity of sanctions associated with committing IS misuse have positive
impact on deterring the deviant behaviors. Also, these two constructs (certainty of sanctions and severity of sanctions)
could be inferred to be influenced by the four types of IS security countermeasures (security policies, security awareness
program, monitoring practices and preventive security software) derived through critically reviewing IS security-relevant
literature. The proposed research model and ten hypotheses were empirically analysed using structural equation
modelling with the data collected by conducting a questionnaire survey of staff members in business organizations
in Korea. As a result, it was found that five ones of ten hypotheses were supported. It is thought that this study
makes theoretical contribution to expanding research area of IS security and also has strong implications for IS security
management practices within organizations.
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Table 1> Demographic Characteristics of Respondents
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Classification Frequency Percent(%)
Male 87 .7
Gender Female 28 24.3
Total 115 100.0
less than 24 10 87
25~34 44 38.3
35~44 33 28.7
Age 554 2 20
over 55 5 43
Total 115 100.0
Manufacturing 12 104
Education Service 19 165
Financial and Assurance 10 87
Industry Field Whole.sale and Retail 'I.‘rad.e 17 14.8
Information and Communications 41 357
Public Organization 6 52
etc. 10 87
Total 115 100.0
Managerial 12 104
Technical 18 157
Job Type Professional 29 25.2
Staff(Office Worker) 56 487
Total 115 100.0




2878 (24.3%) ©12107], SRR AHE 25~44A) 5. Al=BA Az}
7} TT8(67%) 0.2 714 ko 45~564] ]9

SEAE 28W (243002 Ao R tjitie] o 5.1 wZol A 3 EfTHAEA
s e o9 A%E wEadT w3 &

SAb &9 9ES AnE, Aus)Ede] 417 Aol 3 MFEe] 45
(357%) 0.2 7P BT S AH] A4 19%(235%), = A7l As i

el 17(48%) 1Eln 28 9 welol AFEEI QAR B AT S4H
DRG0 5 G A3 BN Aoy LBl slol woel sl o
ehuth obgel SukAel MAe pE /Al Sl BAH a/lEy

567 (48.7%) = A wren, ez 29%(25.2%),

714 18%(16.7%), 4% 129(104%)°] =2

AE B} Y RALE 0 d-g-3he] <laby A
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ojojA 1A QllE
2(CFA : Confirmatory Factor Analysis)2 2]

shich 941 W2 (Varimax) 3440 o8

2 Ve
{Table 2> The Result of Exploratory Factor Analysis
. Interﬁz(;iszf 1S hgzlctt??er;g %icli?g cl;etrgiitvye(lf P;Ziﬁ;e Siirgg%;eif A%vegru;teyss
(INT) D) P) Sanctions Software Sanctions Program

(PC) (PR) (PS) (SA)

INT1 0.733 -0.401 -0.361 -0.132 -0.269 -0.435 -0.436
INT2 0.791 -0.098 -0.097 -0.418 -0.167 -0.450 -0.08
M2 -0.277 0.775 0.653 0.174 0.482 0.324 0.626
M3 -0.340 0.878 0.634 0.344 0.503 0.426 0.661
M4 -0.360 0.782 0.697 0.142 0.520 0.365 0.690
M5 -0.300 0.862 0.749 0.292 0.620 0.376 0.771
Mb -0.136 0.793 0.591 0.179 0.408 0.352 0571
M7 -0.203 0.857 0.643 0.240 0.541 0412 0.666
P1 -0.312 0.680 0.895 0.210 0.69 0.282 0.751
P5 -0.137 0.716 0.774 0.059 0592 0.227 0.640
P7 -0.2955 0.682 0.894 0.157 0.616 0.324 0.704
PC1 -0.370 0.271 0.171 0.928 0.134 0.49 0.304
PC2 -0.238 0.291 0.201 0.882 0.159 0.445 0.291
PRI -0.244 0.549 0.666 0.184 0.871 0.365 0.621
PR2 -0.296 0.528 0.663 0.128 0.891 0.356 0.59%
PR3 -0.130 0.551 0.604 0.101 0.854 0.325 0531
PS1 -0.416 0475 0457 0.330 0435 0.845 0.49
pPS2 -0.416 0417 0.208 0.323 0.262 0.855 0.383
SA2 -0.321 0.715 0.772 0.275 0.671 0.413 0.925
SA4 -0.323 0.687 0.662 0.279 0.455 0416 0.837
SA5 -0.221 0.738 0.739 0.277 0.661 0412 0.900
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posite Scale Reliahility Index : CSRI)uk o] 7]EA]
0l 0.70= A3)star Hat A& %H(Average Vari-
ance Extracted : AVE)®] 0508 338t 7

A el vk #eshH (Fornell and Larker,
1981; Chin, 1998), 3t = #u}3} a(Cronbach’s
Alpha) AlFko] 060 o/deolH AlE o] &= A
© 7 7F31= BHHair et al, 1998; Nunnally, 1978),
<Table 3> A Hi= ulo} o] B4 g o184
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(Table 3) The Result of Reliability Testing

Variable Number of Corppqs_ite Average Variance Cronbach’s
Measurements Reliability Extracted Alpha(a)
Monitoring Practices(M) 6 0.927 0.681 0.906
Preventive Security Software(PR) 3 0.905 0.760 0.843
Security Awareness Program(SA) 3 0918 0.789 0.865
Security Policies(P) 3 0.891 0.733 0.820
Perceived Severity of Sanctions(PS) 2 0.84 0.662 0.742
Perceived Certainty of Sanctions(PC) 2 0.866 0.687 0.764
Intention of IS Misuse(INT) 2 0.780 0.543 0.601
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o} 2= olt}. wal SPHE DA SHHoRo] ZrlA ol ol o] o] o] ZItHChin 1993). %, R* @kt 7%
k7] 9) T A (Multi-collinearity) 352 2AFAEAE 2 AH froddE TEEIC
IE AHEH A5 AEAG7E 098 B A At dadH oz A3ekAE Ve R? gk
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et al, 191), <Table 4>l A Wl WSz Agr A9 R gl e o= 4nd 5 gor, 3
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(Table 4> The Result of Inter-Variable Correlations and Discriminant Validity Testing
Variable(Construct) M PR SA P PS PC INT
Monitoring Practices(M) 0.825
Preventive Security Software(PR) 0.622 0.872
Security Awareness Program(SA) 0.804 0.671 0.888
Security Policies(P) 0.797 0.741 0.816 0.856
Perceived Severity of Sanctions(PS) 0458 0.401 0.466 0.329 0.814
Perceived Certainty of Sanctions(PC) 0.287 0.161 0.312 0.177 0.504 0.829
Intention of IS Misuse(INT) -0328 | -0260 | -032% | -0286 | 0544 | -0.343 0.737
AVE 0.681 0.760 0.789 0.733 0.662 0.687 0.543
SQRT of AVE 0.825 0.872 0.888 0.856 0.814 0.829 0.737
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Note) Paths in dash are not significant(p > 0.1).

{Figure 3> The Result of Structural Model Testing by PLS Analysis
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