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Abstract: This paper considers the physical layer security problem for a two-way vehicle-to-vehicle 
network, where the two source vehicles can only exchange information through an untrusted relay 
vehicle. The relay vehicle helps the two-way transmission but also acts as a potential eavesdropper. 
Each vehicle has a random velocity. By exploiting the random carrier frequency offsets (CFOs) 
caused by random motions, a secure double-differential two-way relay scheme is proposed. While 
achieving successful two-way transmission for the source vehicles, the proposed scheme guarantees 
a high decoding error floor at the untrusted relay vehicle. Average symbol error rate (SER) 
performance for the source vehicles and the untrusted relay vehicle is analyzed. Simulation results 
are provided to verify the proposed scheme.  
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1. Introduction 

Vehicular ad-hoc networks (VANETs) provide new 
opportunities to develop innovative and advanced solu-
tions for providing reliable communications among 
vehicles [1]. Typically, VANETs are expected to provide 
applications in areas like traffic safety, transport efficiency 
and information/entertainment. Considering the lack of 
network infrastructure, especially in suburban areas, 
cooperation with one or more relay vehicles has been 
proposed in vehicle-to-vehicle (V2V) networks [2]. 
Compared to the conventional one-way relay protocol, a 
two-way relay protocol has drawn a lot of interest due to 
the potential for improving spectral efficiency [3].  

Considering that autonomous relay vehicles could be 
untrusted, the security of two-way V2V cooperative 
communications is challenging. To avoid eavesdropping 
by the relay, cryptographic algorithms can be employed. 
However, there are difficulties and vulnerabilities 
associated with key distribution and management in 
VANETs. Physical layer protocol (PHY) security, which 
exploits the physical characteristics of wireless channels, 
has attracted a lot of attention. Many PHY security 
schemes have been proposed for fixed wireless relay 

networks when the relay is untrusted [4-7]. In VANETs, 
each vehicle has a different velocity, and the velocities 
may change over time. Therefore, it is difficult to obtain 
channel state information (CSI). However, most of the 
existing PHY layer security schemes are based on the 
knowledge of CSI [4-8]. Because these existing PHY 
security schemes cannot be used in a two-way V2V 
network, it is necessary to propose a secure transmission 
scheme for a network that has an untrusted relay vehicle. 

To avoid decoding at the relay vehicle, an amplify-and-
forward (AF) protocol is used. AF two-way relay 
communications consists of two phases: the broadcast 
phase (Phase I) and the relay phase (Phase II). In Phase I, 
the source vehicles simultaneously broadcast their signals; 
in Phase II, the relay vehicle amplifies and forwards the 
mixed signals received in Phase I. 

In VANETs, each vehicle has a different velocity, and 
these velocities may change randomly. Because of the 
Doppler effect, the channels between any two vehicles are 
perturbed by random carrier frequency offsets (CFOs). To 
guarantee successful two-way transmission between the 
source vehicles, double differential modulation for 
unknown CFOs is a preferred choice, and has been used in 
cooperative communications. For conventional DF 
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cooperative communications systems, double differential 
modulation [9] and a piecewise linear decoder [10] have 
been considered. Double differential modulation for AF 
cooperative communications was studied [11]. Compared 
to these conventional cooperative communications 
methods, there are two challenges in the V2V cooperative 
communications under consideraton: 1) due to the sharing 
of spectral resources, the signal sent by one source can be 
delivered not only to the other source, but also back to the 
original source as self-interference through the relay; and 
2) the relay vehicle is untrusted and may be trying to 
eavesdrop on the sources’ information. 

In this work, we propose a PHY layer security scheme 
based on double differential modulation for AF two-way 
V2V cooperative communications. The symbol error rate 
(SER) performance of the proposed scheme is analyzed for 
the source vehicles and the untrusted relay vehicle. An 
analytical SER upper bound for the source vehicles and an 
error floor for the relay vehicle are derived. The simulation 
results coincide with theoretical analysis. Both theoretical 
results and simulation results show that the proposed 
scheme creates a high SER at the relay. Moreover, the 
proposed secure double differential two-way AF relay 
scheme outperforms the double differential one-way AF 
relay scheme. 

The remainder of the paper is organized as follows. 
Section 2 presents the two-way vehicle-to-vehicle system 
model where an untrusted relay exists. In Section 3, a 
novel physical layer security scheme is proposed for the 
system being considered. The symbol error performance of 
the proposed secure transmission scheme is analyzed in 
Section 4 for the source vehicles and the untrusted relay. In 
Section 5, simulation results are presented to verify the 
proposed scheme. Conclusions are made in Section 6. 

2. System Model 

Consider a two-way relay system with three vehicles: 
two source vehicles, 1T  and 2T , and one relay vehicle, 3T , 
as shown in Fig. 1. Each vehicle has a single antenna and 
operates in half-duplex mode. Let iV  denote the velocity 
of vehicle , 1, 2, 3.iT i = The velocities are assumed to 
change randomly within a certain speed interval. Source 
vehicles 1T  and 2T  need to transmit information to each 

other with the help of relay vehicle 3.T  However, 3T  is 
untrusted and may eavesdrop on the source vehicle’s 
information. Amplify-and-forward (AF) protocol is 
applied at the untrusted relay. Specifically, the two-way 
transmission consists of two phases. In Phase I, 1T  and 2T  
transmit simultaneously to 3.T  In Phase II, 3T  amplifies 
and forwards the mixed transmission to 1T  and 2.T  

The channel of each link is assumed to be a Rayleigh 
block fading channel. All links are assumed to be 
perturbed by different carrier frequency offsets caused by 
the Doppler effect. Assume that the phases caused by 
CFOs are randomly distributed over ,π π⎡−⎣  and are 
independent of each other [11]. Assume that these CFOs 
remain fixed for at least three two-way transmissions. 

3. The Proposed Scheme 

Due to the randomly relative motion of the vehicles, it 
is difficult for them to estimate the CFOs caused by the 
Doppler effect. The good thing is that the random CFOs 
render the untrusted relay unable to decode the mixed 
signals received in Phase I. The bad thing is that the source 
vehicles cannot exchange their information either, due to 
the unknown random CFOs. Therefore, we need to design 
a scheme to guarantee successful two-way transmission in 
the presence of unknown CFOs. Meanwhile, the scheme 
should prevent the relay from correctly decoding the 
source information. 

Since all links are assumed to be block fading channels, 
the channel gains of the links do not change during 
channel coherence time. Meanwhile, the CFOs of the links 
change randomly. It is difficult for the vehicles to estimate 
the CFOs for the two-hop links. However, it is easy for 
each source vehicle to estimate the channel gain of the link 
between itself and the relay vehicle, which is called the 
local channel gain. Assume that there are K  two-way 
transmissions during channel coherence time. To avoid 
getting any channel information at the relay vehicle, a 
sequence of training signals is transmitted by the relay at 
the beginning of the two-way transmission. Based on the 
training signals, each source vehicle can estimate the local 
channel gain for the current channel coherence time. 

The kth  two-way transmissions of 1T  and 2T  are 1[k]s  
and 2[k]s , respectively. They come from a normalized M- 
array Phase-Shift Keying (M-PSK) constellation A , i.e., 
the average symbol energy of A  is normalized at 1. After 
double differential modulation, the transmitted signal 

[k]iu  of iT  can be obtained from [k]is  as follows: 
 

 
[ ] [ 1] [ ],
[ ] [ 1] [ ],

2,3, , , 1,2

i i i

i i i

g k g k s k
u k u k g k
k K i

= −

= −

= =L

 (1) 

 
with [0] [1] [1] = 1.i i iu =u =g Because [k] 1,is = it follows 
from (1) that [k] [k]i ig =u =1 . 

 

Fig. 1. System model of a V2V system. 
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In Phase I of the kth  transmission, the received signal 
at 3T  can be written as 

 

 3

2
(2 2)

3 3
1

[ ] [ ] [ ]ij k
i i i

i

y k P h e u k n kω −

=

= +∑  (2) 

 
where iP  is the transmit power of vehicle , 1,2,iT i =  3ih is 
the channel coefficient of the link between iT  and relay 3T , 

3 3 32 ,i i if fω π=  is the carrier frequency from iT  to 3T , and 

3[k]n  is the additive complex white Gaussian noise with 
mean 0 and variance 2σ . 

Considering the Doppler effect, the received frequency 

is 0 ,r

s

c vf f
c v
+

=
+

 where 0f  is the carrier frequency, c  is 

the velocity of waves in the medium, and rv  is the velocity 
of the receiver relative to the medium, which is positive if 
the receiver is moving towards the source, and negative in 
the other direction. sv  is the velocity of the source relative 
to the medium, which is positive if the source is moving 
away from the receiver, and negative in the other direction. 
The speeds rv  and sv  are small compared to c . Therefore, 
the CFOs caused by relative motion of the vehicles have 
the following relationship: 3 3 1, 2,i if =f ,i=  where 3if  is the 
carrier frequency from 3T  to iT . Then 3T  forwards *yβ  to 

1T  and 2T  in Phase II, where *( )⋅  represents the operation 
of conjugation, and β  is the AF factor. Assume that the 
transmit powers and the channel statistic information are 
known at the vehicles, and the AF factor β  is 

2
2 2
3

1

1 ,
i i

i

P
β

σ σ
=

=
+∑

where 2
3iσ  is the variance of 

3, 1, 2.ih i = Due to channel reciprocity, 13 31h h=  and 

23 32h h= , so the received signal at 1T  becomes 
 

 
2 *

1 1 3 13 1

* (2 2) *
2 3 3123 2 1

[ ] | | [ ]

[ ] [ ]j k

r k PP h u k

    P P h h e u k n kω

β

β Δ −

=

′+ +
 (3) 

 
where 31 (2 2) *

1 3 31 3 1[ ] [ ] [ ]j kn k P h e n k n kωβ −′ = +  and 1[ ]n k  is 
the additive complex white Gaussian noise with mean 0 
and variance 2.σ 13 23ω ω ωΔ = − . The first term in (3) can 
be subtracted by 1T , which is called self-interference 
cancellation. Therefore, the received signal at 1T  can be 
rewritten as 

 
 * (2 2) *

1 2 3 23 13 2 1[ ] [ ] [ ]j kr k P P h h e u k n kωβ Δ −= + %  (4) 
 

where 1 1[ ] [ ] [ ]en k n k n k′= +%  and [ ]en k  is caused by the 

channel gain estimation error; 2
13

*
1 3 1| |

[ ] [ ]e h
n k PP u kβ= Δ  

with 2
13

2 2
13 13| |

ˆ| | | |
h

h h−Δ =  and 2
13
ˆ| |h  being the channel 

gain estimation.  
In the following, only the decoding at 1T  is illustrated 

because the decoding at 2T  is similar. By using (1), we get 
the following equations: 

 

 

* 2
1 1 2 1

*
1 1

*
2 1 1 1

[ ] [ 1] [ ] [ ]

[ ] [ 1]

[ ] [ 1] [ 2] [ ]

jr k r k g k e k

r k r k

     s k r k r k k

ω η

η

Δ= − +

−

= − − + %

 (5) 

 
where  
 
 * 2

1 1 2 1[ ] [ 1] [ ] [ ]jk n k g k e n kωη Δ= − − +% %  

        

* * 2
1 1 1 2

* 2
1 1 2

*
1 1

[ ] [ ] [ 2] [ 1]

[ 1] [ 1] [ 1]

[ ] [ 1]

j

j

k k r k g k e

k r k g k e

k k

ω

ω

η η

η

η η

Δ

− Δ

= − −

− − − +

−

+%

. 

 
Therefore, without the knowledge of CFOs, 1T  can 

decode 2T ’s information as follows: 
 

 
2

*
2 1 1

2*
2 1 1

ˆ [ ] min [ ] [ 1]

[ 1] [ 2]

ss k arg r k r k

             s r k r k

∈= −

− − −

A
 (6) 

 
The untrusted relay vehicle 3T  tries to decode the 

source vehicle iT ’s information ( 1, 2)i =  based on the 
received signal in (2). However, 3T  cannot differentiate 

1T ’s signal from 2T ’s. To decode one source’s signal, 3T  
has to take the other source’s signal as interference as 
follows: 

 
 13 (2 2

1 11
)

13 3[ ] [ ] [ ] [ ]j ky k P h e u k I k n kω −= + +  (7) 
 

or 
 

 23 (2 2
2 22

)
23 3[ ] [ ] [ ] [ ]j ky k P h e u k I k n kω −= + +  (8) 

 
where 23 (2 2)

21 223 ]] [[ j kI P h e u kk ω −= and
13 (2 2)

12 113 ]] [[ j kI P h e u kk ω −= are the inter-vehicle inter-
ference. Then 3T  tries to decode iT ’s signal ( 1, 2)i =  by 
using the structure of double differential modulation as 
follows: 

 

 

3

3

2

2

*

*

[ ] [ 1] [ ]

[ ] [ 1] [ ]

[ ] [ 1]

[ ] [ 1] [ 2] [ ]

i

i

j
i

j
i i i

ii

y k y k g k e

      k k g k e

y k y k

   s k y k y k k

ω

ωξ ξ

ξ

= −

− −

−

= − − +

+

%

 (9) 

 
where 3[ ] [ ] [ ]i ik I k n kξ = +  is the interference plus noise, 

and [ ]i kξ% is the equivalent interference plus noise. If 
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32[ ] [ ] ,[ 1] [ ] ij
i i i ik k k g k e ωξ ξ ξ= − − the equivalent interference 

plus noise [ ]i kξ%  can be written as 
 

 

3

3

2

* 2

[ ] [ ] [ 2] [ 1]

[ 1]

[ 1] [ 1] [ ]

i

i

j
ii i

i

j
i i

            

k k y k g k e

k

   

 

   k y k g k e

ω

ω

ξ ξ

ξ

ξ

⎡= − −⎣

⎤− ⎦

+ − −

+

%

 (10) 

 
Then, the untrusted relay can decode Ti’s signal 

( 1, 2)i =  as follows: 
 

 
*

2*

[ ] min [ ] [ 1]

[ 1] [ 2]

i

i

sis k arg y k y k

                s k ky y

∈= −

− − −

% A
 (11) 

4. Performance Evaluation 

4.1 Average SER Analysis at the Source 
Vehicles 

In this subsection, the average SER performance for 
source vehicle 1T  is analyzed when perfect self-
interference cancellation is performed. Because [ ]in k  is 
statistically independent Gaussian random variables with 
mean 0 and variance 2σ  for different i  and k , we can get 
the statistical characteristics of the equivalent noise 1[ ]kη%  
as follows: 

 

 1

2 2 2 2 4
1 2 3 23 13

[ ] 0

[ ] 4 | | | | e e

E k

D k P P h h

η

η β σ σ

=

= +

%

%
 (12) 

 
where 2 2 2 2

3 13( | | 1) .e P hσ β σ= +  From (5), the signal power 
of 2[k]s  is 2 2 2 2 2

2 3 23 13( | | | .| )eP P h hβ σ+  The signal-to-noise 
ratio (SNR) at source vehicle 1T  is 

 

 
2( 1)

4 2
SNR γ

γ
+

=
+

 (13) 

 

where
2 2 2

2 3 23 13
2 2 2

3 13

| | | | .
( | | 1)

P P h h
P h

βγ
β σ

=
+

To make the analysis mathe-

matically feasible, we take the following high SNR 
approximation [11]: 

 

 1
4 8

SNR γ
≈ +  (14) 

 
To check the approximation, the exact SNR in (13) and 

the approximate SNR in (14) are compared in Fig. 2. We 
can see that the approximation becomes almost perfect 
when 10dBγ > . 

Let 
2 2

3 13 2 23
13 232 2

| | | |, ,P h P hγ γ
σ σ

= = and γ  can be 

written as  
 

 23 13

13 1s

γ γγ
γ γ

=
+ +

 (15) 

 

where 
2 2

1 13 2 23
2 .s

P Pσ σγ
σ
+

= Since the channel coefficients 

are independent complex Gaussian random variables, the 
channel gains are independent exponential random 

variables with parameters 2
3

1 , 1, 2,
i

i
σ

=  respectively. The 

probability density function (PDF) of γ  can be derived as 
follows [12]: 

 

 
( )

( )

23

23

0
13 23

13
1

13 23 23

1( ) 2

( 1)2

s

s

f e K b

    e K b

γ

γ
γ

γ
γ

γγ γ
γ γ

γ γ γ γ
γ γ γ

−

−

+
=

+
+

 (16) 

 

where 
2 2

3 13 2 23
13 232 2

13 23

1, , 2 ,sP P bσ σ γγ γ
σ σ γ γ

+
= = =  and 0 ( )K •  

and 1( )K •  denote the zeroth order and the first order 
modified Bessel function of the second kind [13]. From 
(14) and (16), the PDF of the SNR can be given as 

 

 1( ) 4 4( )
8SNRf x f xγ

⎛ ⎞= −⎜ ⎟
⎝ ⎠

 (17) 

 
The SER conditioned on the SNR at source vehicle 1T  

is ( ) 2 2 sineP SNR Q SNR
M
π⎛ ⎞⎛ ⎞= ⎜ ⎟⎜ ⎟

⎝ ⎠⎝ ⎠
 [14]. An exponential 

expression of the Q-function can be derived with Eq. (14) 

[15] as 
2

22
3 21 1( ) , 0,

4 12

xx
Q x e e x

− −
≈ + >  which is a tight 

upper bound for 0.5x >  [15]. By using the approximate 
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Fig. 2. Comparison of the approximate SNR and exact 
SNR of the double differential two-way transmission. 
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SNR in (14) and the bound of the Q-function, the average 
SER can be upper bounded by 

 

 

2 24sin sin
3

0

1 22
12

1 ,01 13 (23) 2

2
1 1

11,
23 13 23 2

1 1 ( )
6 2

1
4

( 1)1
4

x x
M M

e SNR

s
i i i

i i

s
i i i

i

P e e f x dx

b k a c b W
a

b       k a c b W
a

π π

γ
γ γ

γ
γ γ γ

⎛ ⎞ ⎛ ⎞− −∞ ⎜ ⎟ ⎜ ⎟
⎝ ⎠ ⎝ ⎠

− −

−=

− −

−

⎛ ⎞
⎜ ⎟≤ +
⎜ ⎟
⎝ ⎠

⎡ ⎛ ⎞+
= ⎢ ⎜ ⎟

⎢ ⎝ ⎠⎣

⎤⎛ ⎞+
+ ⎥⎜ ⎟

⎥⎝ ⎠⎦

∫

∑  (18) 

 

where  2
1 2 1

23

1 1 1, 1, sin ,
3 4

k k a
M
π

γ
⎛ ⎞= = = +⎜ ⎟
⎝ ⎠

  

2
2

23

1 1sin
3

a
M
π

γ
⎛ ⎞= +⎜ ⎟
⎝ ⎠

  and  
2

2

1

1 s

1

in
8 8 ,
b
a Mc e

π⎛ ⎞− ⎜ ⎟
⎝ ⎠=  

2
2

2

1 sin
8 6

2

b
a Mc e

π⎛ ⎞− ⎜ ⎟
⎝ ⎠= . , ( )Wλ μ •  is the Whittaker function [13]. 

4.2 Average SER Analysis at the 
Untrusted Relay 

In this subsection, the average SER performance at the 
untrusted relay vehicle is analyzed. The performance limit 
at 3T  is investigated when noise is ignored and the inter-
vehicle’s interference dominates the decoding ability of the 
untrusted relay.  

Without loss of generality, let us take the decoding of 
1T ’s signal as an example. Based on (9), the signal power 

of 1[k]s  is 2 2 2
13 22 31 .( | | | | )P h P h+  The equivalent inter-

ference, [ ],i kξ%  has a zero mean, and the variance is 
2 2

13 23
4

2 2 23
2

12( | | | | | | ).PP h h P h+  The signal-to-interference 
ratio (SIR) at the relay vehicle can be written as  

 

 

2 2 2
13 23

2 2
13 2

1 2
2 4

1 2 23 23

2
13

2
2

1

2 3

( | | | | )
2( | | | | | | )

| | 1
2 | | 2

P h P hSIR
PP h h P h

P h   
P h

=

= +

+
+

 (19) 

 
Based on the distribution of 2

3 , ,| 2| 1 ,i ih =  the PDF of 
the SIR can be calculated as  

 

 
2 2

21 13 1 13
2 2

2 23 2 23

1(
2

)
2

( )
2SIR
P Pf x x
P P
σ σ
σ σ

− +=  (20) 

 
The SER conditioned on the SIR at relay vehicle 3T  is 

( ) 2 2 sin .eP SIR Q SIR
M
π⎛ ⎞⎛ ⎞= ⎜ ⎟⎜ ⎟

⎝ ⎠⎝ ⎠
 Since  

2
22

3 21 1( ) 0
4 12

,
xx

Q x e e x
− −

≈ + >  [15], the average SER at 

3T  is approximated by 

 

2 2

2
1

1

2
2

2

4sin sin
3

0

2 sin
3

1 1
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2

2 2

1 1 ( )
6 2

1 ( ) 1
2

1 ( ) 1
6

x x
M M

e SIR

M

M

P e e f x dx

 e Ei e

   e Ei e

π π

π λ
λ

π λ
λ

λ λ
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⎝ ⎠ ⎝ ⎠

⎛ ⎞− +⎜ ⎟
⎝ ⎠
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⎛ ⎞
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⎜ ⎟
⎝ ⎠

⎡ ⎤= − +⎣ ⎦

⎡ ⎤+ − +⎣ ⎦

∫

 (21) 

 

where 
2

1 13
2

2 23

2
1

2 sin
3

P
P M

πλ σ
σ

⎛ ⎞= ⎜ ⎟
⎝ ⎠

 and 
2

1 13
2

2 23

2
2 sin .

2
P
P M
σ
σ

πλ ⎛ ⎞= ⎜ ⎟
⎝ ⎠

 

From (21), we can see that the average SER at 3T  is 
related to the transmit power and channel conditions of the 
source-to-relay links. Considering a practical scenario, 
where 1 2P P=  and the channel variances are the same, the 
average SER at the relay is a constant determined by the 
modulation. For binary phase shift keying (BPSK), the 
average SER is 0.3311eP = , which is the best performance 
limit that the untrusted relay can ever achieve.  

5. Simulation Results 

In the simulation, a simple channel gain estimation 
method is used before the two-way V2V transmission. 
Assume that there are 50K =  two-way transmissions 
during channel coherence time. A training sequence of 
L symbols is first transmitted from relay vehicle 3T  to 
source vehicles 1T  and 2T . Let [ ][1], x[L]T x=x L  be the 
transmitted signal sequence. Assume that 

2[l] 1, [1, L]x l= ∀ ∈ . The received signal at , 1, 2iT i =  is 
 

 
3 (

3
1)[ ] [ ] [ ],

1, 2, ,

i

i i

j l
T T Tir l P h e x l n l

                    l L

ω −= +

= L
 

 
where TP  is the training power, and [l]

iTn  is the additive 
complex white Gaussian noise. Each source vehicle 
estimates its local channel gain by  

 

 

2

2 1
3

| [ ] |
ˆ| | , 1, 2

i

L

T
l

i
T

r l
h i

LP
== =
∑

 

 
After that, 1T  and 2T  begin to transmit their information.  
In the following, we will show some simulation results 

of the proposed scheme for a two-way V2V system with 
an untrusted relay vehicle. In the simulations, BPSK is 
used. The transmit power of each vehicle is ,i tP P=  

1, 2, 3.i = The channel variances are 2 2
13 23 1.σ σ= =  The 

channels are perturbed by independent random CFOs, and 
the phases are uniformly distributed in the range of 

,π π⎡−⎣ . 
Fig. 3 compares the theoretical performance and the 
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simulation results of the source vehicles and the untrusted 
relay vehicle. First, we can see that the untrusted relay has 
an error floor around 0.37, which is slightly higher than the 
theoretical performance limit of 0.3311. Therefore, the 
untrusted relay cannot correctly decode the source signal. 
At the same time, both the analytical result and the 
simulation result show that the proposed secure scheme 
can guarantee successful two-way transmission in the V2V 
relay network. The analytical upper bound in (18) is 
presented. The simulated SER performance with perfect 
self-interference cancellation is also given for comparison. 
We can see that the bound follows the shape of the 
simulated SER curve. 

In the proposed scheme, for self-interference cancella-
tion at the source vehicles, a training sequence is 
transmitted by the relay vehicle. This sequence can be 
regarded as overhead of the secure double differential 
transmission scheme. Fig. 4 shows the average SER 
performance of the source vehicles with different overhead. 
To show the influence of the overhead, the average SER 
performance with perfect self-interference cancellation is 
given as a benchmark. From Fig. 4, we can see that when 
the training SNR 2 35TP dBσ = , L = 10, the average SER 
performance is almost the same as the performance with 

perfect self-interference cancellation. Performance degra-
dation occurs when 2

TP σ  is reduced or the sequence 
length lessens. 

Double differential one-way (DD one-way) relay is an 
existing transmission scheme for AF two-hop cooperative 
communications with random CFOs [11]. In Fig. 5, the 
average SER performance of the DD one-way scheme is 
compared with the proposed secure double differential 
two-way relay scheme. Quadrature Phase-Shift Keying 
(QPSK) is used for the DD one-way scheme so that both 
schemes have the same transmission rate. However, we 
can see that the DD one-way scheme cannot provide any 
security against the untrusted relay vehicle. The reason is 
that in a one-way relay scheme, the two source signals do 
not interfere with each other, and the relay vehicle can 
utilize the structure of the double differential modulation. 
The average SER at 3T  is even better than that at 1T  due to 
the amplification of the forwarded noise.  

6. Conclusion 

In this paper, we propose a secure double differential 
transmission scheme for an AF two-way V2V network 
with an untrusted relay vehicle. The average SER 
performance of the proposed scheme is analyzed for the 
source vehicles and the untrusted relay vehicle. Theoretical 
results and simulation results prove that the proposed 
secure transmission scheme can provide successful two-
way V2V transmission and prevent the relay from 
eavesdropping on the source vehicles’ information. 
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Fig. 3. Theoretical and simulation results for the source
vehicles and the untrusted relay vehicle. 
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