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The threats to privacy and security have received increasing attention as ubiquitous healthcare
applications over the Internet become more prevalent, mobile and universal. In particular, we address the
communication security issues of access sharing of health information resources in the ubiquitous healthcare
environment. The proposed scheme resolves the sender and data authentication problem in information
systems and group communications. We propose a novel key management scheme for generating and
distributing cryptographic keys to constituent users to provide form of data encryption method for certain
types of data concerning resource constraints for secure communications in the ubiquitous healthcare

domains.

® Key Words : Key Management, Health Information, Ubiquitous Healthcare, Key Tree, Information Security

1. A= wUEGele] el A7) 18 u-AsAo] A

M7k ATE T gl

o u—f‘“"ﬂ]oioﬂ/ﬂ Ao w HAel 4BE TE Y

g P SFAR A S g RS S @
Aol whe R4 Fasor Bl

AREA 7| &) o ® A HNEEQl BEEo] #
H] 7 ] 2~ (Ubiquitous) $H4 .2 W3lskaL 9]
H|2 Fool| A= AMEAbe] RS A o

"DAIFKL : ZM2(sskim0123@naver.com)
+2 20154 10€ 2¢ +¥Y 20154 11€ 20¥ AREEY 20153 128 20

12}



82 3=28%

o
ﬂ
FII:I

X| H6d H6s

AV BAANE A AL B AN d2ol AN SRR dolE 47 e 4 1
A= UEADE Bal EA0L A8 AAE 2§ FA0) Jisd 18IS Belelelol sy BA
Aefobeul AbEbe] Bek, U E ke A ANE  END e wEEe 1WA, gu) wsl 0y
WA A N 0 FUR RS RG] AL a] el 1§ 7] Belh ofRithe BAEE A
S48 Qusha 43S waslor gk 31

ols e - ALAGll e TAo] ZUHEA A @ 1F ASTINE TFIA 4 PE
2 A AR NSRS o8RGl AW A AP A A5l o 18 718 aEsok:
2~EI(HIS, Healthcare Information System)[2]2] AF&2F  EA12S 7220 ATH3]
WA FHE AP A2 Y5l OB QAT A mebd B RolE 4% $80) Bed §7 u
23 QeH3l DoAo] AR olgshe 7 AEE ] $4 o

9 A BeAEe 45 egol e gaAel Az Aol 3 AMY 92 AN 1AL AT 7] Bl
A AZRE 00 A8 2 Ausl A% % dle  Aue] ael AAE WA
71%e WESIZ A2RE Ba) olol A gtk

olst o] T}k u-AWsA] Azl ol gahe
9wk dEAD AsE B AsA0 An A o g AT
SWE7IE A 9L AR R AR TR 0 g0 i el o) gae A At
ARLE EPEha AE v AR AR AT BT R R g g as e we 2 24 A9 e
&l A BAREel ek Adagien v S s
HISAR 1S W w B ARG gy ge] maisA nagste A
B Helest P HSARE 18 AL W g ane g war 970l R AR

A T MIEAS A StE A AR A e o o alaslole] o) ANl 848 TR
o el Baw o e airan S S e i o
Ak S4B BAS) BEle) ATE FAsT. Ea

ISR 28 wd o] A IR e gnae s AR A84 BAE st
a5 AT nesl] A AR AEE ) aer a4 i as 1w, 2A9 9% As
o A azE A% W AAE BEolok wk oo

IE A MERA ASGE IS AT NS g e Aoz weu Yoy 298
B doAe] e el Aas s oy, Lo O T T e ¢
ol R HOTE B, wE S HEETE T g goiok o) uhszol u-azsolold AaE 53]
B o Slas o B g s e A o e )
S Abgagiont o e Held g Agel Qe A o P T S
SAE Atolol A THE F AE HE 715 1w U E ) 3217177}0119;—?302 gg 23] g s aAo] Al
washn WG clEs] 1A SAL GEHE g Aa 4w nse) 202 F v s a0
O AT A GRS T A AT ) o) 2 s, 2wl A A1) B0l g
& 72 X BaEe 48xee] Bie doa A QoS(Quality of Service)E& TL#d}A] kkor B4 wr
Bale] met el dele das weE w9 el Al A
WAL AR WS I A SAE TR gl wagn wss Aol v g o3

el ) Bl wAEe A SR B
Qe o] 2lass Aol 43 Hlol 7] ol

P4 WESI R o] $He MESE AHEAHE Al
elli= A4 3450 914 Slok F4 WESIE ol 4ok



S u-=AAO MH|A0A HA HE wes

fI3t 7| E2| 7€k 22 HA 474 83

Direct Patient Care
Dr. Office
Clinic
Hospital
Nursing Facilities
Institutions

Support Activities
Service Payers
Quality Review
Admin Reviews

Clinical Pathways

Commercial Uses
Profit/Risk Mgmnt
Drug/Supply Usage
Marketing

Social Uses
Life/Auto Insurance
Employment/Licensing
Public Health
Medical Research
Social/Welfare Pgms
Law Enforcement

[Fig. 1] Flow of Health Care Information in US System
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[Fig. 2] Silent Tree Walking[7]

A 7Nt A9 Zadd A eSS u-Bx
Aol o) Ze Aol AE HEsIa 98 AR FHeop FE
3k dlole] AES Ahdatr] 913 Hel 27]nfo]tl8].

1 SAAA dlle] 710 w—}% Ae Lt
x%og 1\/\;(],9,]_ /\x],

71e2 7] #e UHﬂHﬁ—
ato] Adgh Wi tﬂOlEM] Zd%o}ﬂl UH’/H 9l.

Razzi 5{11,12]2 dlojels o &e]7lo]4le] WBAN
(Wireless body area network)2 #43}7] ¢l5te] &
4ol 7] g 9% A o19A S AN

gy o Ade ompﬁoL] ;(424?_ N A 2 ﬁﬁoﬂ,q

of SHlAE s 2F

3. B2 HH wgh

u-AzA] Alzgel A HEH D HFLS A o)
71%e) st dmg v)s Fath e B v
Wo)sk A S WACR FA 7]uke] u-A2Ao] A2
gol o YEHIaE 7oz § u-dx o]
TER WA $AHEe] A 2R ool 7FedA|
Al 5ol B Aol gte] o5 Aus 4T 5 9
A A9,

ZF AREARA Rk ol AHE AlTstr] flEA

A2

Patient . .
. @ ’
(( ) 1]
L
Sensor - -

[Fig. 3] Health Information Exchange
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