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Experiment and Analysis of Session-key Authentication Mechanism based on MANET
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ABSTRACT

Recently MANET application is diversified studies on the MANET routing security and the reliable authentication mechanism is
actively in progress. Stand-alone network structure of a MANET is an important field of ubiquitous computing environment of
interest, Authentication techniques are already provided safety when applied to MANET reliability and efficiency in a secure
authentication mechanism using the session key. However, most of the MANET environment, the model has been based on the
assumption that the safety is guaranteed, When applied to an actual network situation, we can not rule out a variety of threats.
This study is the testing and analysis to add the malicious node extracted at random to demonstrate the safety and efficacy of the
session key certification techniques of the MANET environment.
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Table 3. Value of primitive root two

Parameter Description
SN_id ID of Source node
H'(P) Password verifier
H(g) Public password
SnEM1, p—1] | Random value of Source node
g Key material value of Source node
Dned1, p~1]1 | Random value of Destination node
" Key material value of Destination node
SnDr .
K=g"" Session key
Sns . Lo
K'=g™ Session password verifier
g Public key of Destination node
HEKIK') Key verification message
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g 07
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Fig. 6 Hash code result
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