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Abstract

In this paper, an adult authentication system based on authentication certificate was designed and implemented
using smartphone and near—field communication. It has three advantages. First, it achieves easy, convenient, and
fast authentication by using smartphone and near—field communication. Second, it achieves extremely high security
and reliability by exploiting authentication certificate. Third, it achieves extremely low risk of personal information
leakage by generating and sending only virtual identification code. Finally, it has a proper legal basis by Digital
Signature Act. It consists of adult authentication module, near—field communication control module, policy server
module, and database server module. A prototype of the proposed system was designed and implemented, and it

was verified to have correct operation.
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Fig. 1. Overview of the proposed adult authentication system
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Fig. 2. Modules and configuration of the proposed adult authentication system
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typedef struct _ExtCertinfo {
char szversionl15] @
char szSerialli10f :
fdefine Serial.EXTENDED “extended”
char szSignatureAlgld{3o];
char szlssuer[256] ;
char szSubject[256] :
char szSubjectPubl icKeyAialal3o] :
char szFrom[30] :
char s2To[30] ;
char signaturel1024] :
char subjectAltName]{300]
char keyUsagel300] :
char extKeyUsage{3o0} :
char policy[300] ;
char policyMappingl30] ;
char basicConstraint(100] .
char pol icyConstraint|100] :
char distributionPointsl256] |
char authorityKeyldl100] :
char subjectkeyiol100] :
char s2ExtOCSPserver|300] .
char szExtSeriall44] ;
} ExtCertinfo i
Fig. 4. Field structure in the authentication certificate
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Fig. 5. Execution result of adult authentication
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Table 1.DB schema (a) User info table (b) Audit info table (c) Smarphone info table (d) Shop info table
% 1. DB 2717 (a) AHEAF AR HolE (b) A AR HolE (o) &PEE AR HolE (d) 7HE4d HE Hol&

(623)

(@)
Column Data Type Attribute |Description Initial Value
INDEX integer not null |index number null
USER_CERT_DN varchar2(64)  |pk certificate dn null
CN_NAME varchar2(32)  |not null |certificate cn name null
VID_VALUE varchar2(256) |not null |b64encoding(hash) null
PHONE_SERIAL varchar2(32) not null |smartphone serial number null
PHONE_MAC_ADDR varchar2(32) not null |smartphone MAC address null
PHONE_NUMBER varchar2(32) not null |smartphone phone number null
(b)
Column Data Type Attribute |Description Initial Value
INDEX integer not null |index number null
USER_CERT_DN varchar2(64) pk certificate dn null
CN_NAME varchar2(32)  |not null |certificate cn name null
AUTH_DATE sysdate not null |authentication request date null
JIJUM_CODE varchar2(64) not null |shop code null
SUCCESS_FAIL char(1) not null |authentication success or failure null
PHONE_SERIAL varchar2(32) not null |smartphone serial number null
PHONE_MAC_ADDR varchar2(32) not null |smartphone MAC address null
PHONE_NUMBER varchar2(32) not null |smartphone phone number null
(c)
Column Data Type Attribute |Description Initial Value
PHONE_NUMBER varchar2(11) not null |smartphone phone number null
DEVICE_ID varchar2(200) |not null |smartphone serial number null
PHONE_TYPE varchar2(1) null OS (Android, 1I0S) null
(d)
Column Data Type Attribute |Description Initial Value
CHAIN_ID varchar2(50) not null |shop ID null
CHAIN_NAME varchar2(20) not null |shop name null
CHAIN_ADDRESS varchar2(1000) |not null |shop address null
CHAIN_PHONE varchar2(20) not null |shop phone number null
NE ol §F B AFA U] 9 AF A~
V. 2E 9o A7 2 pgsdn Adtss 49 AF
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