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Design of Electronic ID System Satisfying Security Requirements
of Authentication Certificate Using Fingerprint Recognition

o] & &' o] A F
Chongho Lee”, Seongsoo Lee™”

Abstract

In this paper, an electronic ID system satisfying security requirements of authentication certificate was designed
using fingerprint recognition. The proposed electronic ID system generates a digital signature with forgery
prevention, confidentiality, content integrity, and personal identification (=non-repudiation) using fingerprint
information, and also encrypts, sends, and verify it. The proposed electronic ID system exploits fingerprint instead
of user password, so it avoids leakage and hijacking. And it provides same legal force as conventional
authentication certificate. The proposed electronic ID consists of 4 modules, i.e. HSM device, verification server, CA

server, and RA client. Prototypes of all modules are designed and verified to have correct operation.
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[ Authentication [ PKI technologies based on ITU-T [ PC/USB User
| Certificate  X.509 and IETF RFC 3280 | Files Password
!
( \ f(Pros in convenience) \ [(Cons in security) \
* Easy signing and identification in * Possible leakage and
the internet hijacking of certificate file
Pros & Cons * High security due to forgery and password
prevention, confidentiality, * Possible pretending of the
content integrity, and personal owner by 3rd party/person
\_ _J \__identification (=non-repudiation) J \ J
i i i
f \ ((Convenience) 0 ((Security) (Security)
5 . Keeping PKI technologies based on Exploiting Exploiting
g:‘ggp"“*' | ITU-T X.509 andIIfTF RFC 3280 | ( HSM device J | fingerprint )
gle;ter;nlc i (- ltis easy to use and compatible with authentication certificate. h
y + Certificate file cannot be leaked nor hijacked.
\ / \_° 3rd party/person cannot pretend as the owner. y
Fig. 1. Problem solving of the authentication certificate through the fingerprint-based electronic ID system
J8 1. X2 7[E MA AEE AlA-E 5 ZelelEAMe 2H &
FAAdEME Mz Bl (forgery prevention), ataL o] & AT 5 glojof
713 A (confidentiality), 24  (content FRAJMFTA AA = 7= A< FAH] glo
integrity), ¥¢1 <¢1= (personal identification) (= v, FRAASA gd 2 vEise] 594 §&
Kol WA (non-repudiation))®] 71%S 7}A7] o= & WHgol glth FAJSTA TS A
wZoll AA] 2eplell A o] Folx= WA e |2 PCe &7, ¥4, 9% sow &4 W=
BTt FRIRISAE aeta 9 d 7+ glow USB AduiAE kAT + gl
e Aol FAABAL FEol B BAAFA HUMEE 7] 2ERA 8 9 3
ZIs= FeuA FRARJSAE b kAT AE H YRy 55 S &4 wEdE ¢ don
W FHom or7l= A o# AL dv o] A9 AF&ALS A7} A &7hs 5t
AR FHE s TRJAJNSA FL I AREA ol g wAHS At s TRAJASAE
4B T HAE BE A3 Qlolof F7] Wi 2 A FuoR qAsE 4%, e 2
St gAHRE Aol ddaAR, F b & A AK 2o s
A RE AR de A 3k edddd (D) FAAFAYG FLI WA m gwz 2
£l PAE = As Ie F A "o 7k 71984, FAA, B A5, Fd A9 Je
olelg FAM mek B =EeME AF o & b ARMYES AbgEa, o ARA L
g Abgatel FAAFAG FAF B 2e L PEE ¢ HFY F dE F9S Aok @
RE gEsE AR ARF A29e Aerd o
(2) FHg AAAMHEE B b 7] <
Il BelolasM thxE 23 2 %4 392 PCU USB vlmelel Axshd 47
FEold BTy 7] el ARNEES
FAASAH+= F/M71 (PKL public key HHeH Al BHad 4 lojof gt
infrastructure) 7|9t <53} g Eo] ALy (3) HIUHETE galE Hol oZ Zuh 7] Eo9)
ToA9 #ele o uoAY] A AFgAre] Al TANFA A= AFEATE BRIAAE 9F6}7]
g An Gol dolHE wn Jeow, AgAmy A AEHom MEMss Ss Qo o
o golol=Ao] WAlzte] MWt EAs W2 = A fFEold e 7] Wikl ol &
Ede Roagrh EAEME 9wz Br1 O B3 QAT o] dasld
WA, FAAY, B AF (=39 B9 471K olelg EARE Ay 8 B =ReAE
Bl QA2 A glon, HAANES 953} a9 13 2SS AFEEA

(1) ITU-T X.509® 2 IETF RFC 3280 ®39
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Fingerprint—base.d electronic ID system Fingerprint-based electronic 1D
obeys the following rules. system has the following legal force.
s ™)
Technical specification of electronic Legal force as the signature
signature by Korea Certificate Authority between parties to the general
| Central (RFC3280 + X.509) ) transactions or contracts (Digital
+ Signature Act, Clause 3) )
rCompIiances as electronic signature i
(Digital Signature Act, Clause 2)
- >
+ Legal force defined by laws in e-
- o commerce, e-banking, e-
Compliances as authentication certificate government, etc. (Digital Signature
|.(Digital Signature Act, Clause 15) Act, Clause 3)
Fingerprint-based electronic ID
system can replace authentication
certificate with full legal force.
Fig. 2. Legal force of the fingerprint-based electronic ID system
a8 2. X2 J[HF MA MES A|AHS MY §
AbE W w7 719, FAA, 2l Q1S o A RIS ATE ZEFojoF & WA
nol WA 5 Al ARAAEES YHsn xzAe dest gk
of A TS ¢dEst B A5 F AUk (1) AAAEe B4 =21 (AAAAEH 2x)
(2) HSM (hardware security module) t]w®}o]X O AP AAAAEIL 7FAAANA FLd A S
o] Abg: st=go} A Hko] o]Fox|= HSMO] 2 A
N AANRES A meete] ghded B @ AW BA A AAARAEERE A
g 5 Sk v ghefstar oS A
(3) A& dA e AbE: AREAZY = Frdiskal A @ AAM ol & Fol Fal A rgel gk
9 9L Bbsd ARS v dA A AP RE FAd 5 Je A
3o} chaldtA B9 A5 F9T & Yok @ ARGl Qe Fol Fa) AEAY WY
o€ ¥+ Rt 7l%E, HSM dulo]lx, A& ARE g = A5 A
el Zlwgt Ad AR Asde @Y B (2 TAABA WA 21 (AAAYY 22 o
At 38, e, AHS FAsHHA R 15%)
ool ofyw HdS wiEgAY 2l FAE O ARAEE 2zoA AT AAAHl P
& U @k & A
53, Agtets A AEF A29e 28 2 @ AANYY 152 A4S 4F due =
o ol AAMEHAN FAT AP 2 FF A
= YA zEFa V] Wi WA oR MY @ FJAAT7IHAA 7FAAke] LS A%
9oFle]l g9of ofF A7 glom, Rl e A
713el 7hdAke] Al gelsta et & A FRJAJFAE FFste F=AHUL T
A oAdd FRIISAE dHASH AMEEE Holk AAAEJASAEH (KCAC) A= 23S 93
opi T AI7E §lth =4 ®% ITU-T X509 2 IETF RFC 3280
olE & U AAs Hdietd thad Zu WA = AHgsta o, ol EFS TFotIv o
ARG Pl AL Qa0 gs sdd 9@ 9 (DY O@% 29 DRE wHtE A
29¢ /e AAAEa, Qzd 599 59 ANEE 7AT F Aok delle 249 (29
& e FAUBAE TR gm0 @S BAAS/NRAA AT PAS Auste] ¢
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Table 1. Comparison between the authentication certificate and the fingerprint-based electronic ID system

1. 3QUASAMet X2 7|8 MA} MES A|AHS vl
Item Authentication Fingerprint-Based
Certificate Electronic ID System
Signature Generation PC or smartphone HSM device
Signature Storage computer file HSM device
Identification Key password fingerprint
Ease of Use good good
Security Level poor good
Standard Compliance X509 and RFC 3280 X.509 and RFC 3280
Legal Force in General Transactions or Contracts yves yes
Legal Force Defined by Laws in e-Commerce, os os
e-Banking, e-Government, etc. y y
1) Valid when it is issued and controlled by CA
gsl7Ivt sld WS E @ OCSP (Online certificate status protocol) A
= B EROA AdEE AR AW dx A o AgAEEe] §E4e AAton dEat
BZ Az"ge ITU-T X509 % IETF RFC A o]t}
32808 TEE 7] W Eo stmgol/ AT EYe @ RA (registration authority) A®: A& A X
d g FAAF R AY ciRo] BAgle] B ELFF Ax A¥Fol A8 4F AnE
AANY R AR ARFOR ALgo] s,  EHU, TS AMst AFste] A4 ARFS W
% FAAZFI WA AW W @Y ¥ Tk
AJASAE 4Hds] AT &= Ao 7 12> &< @ TS (time stamp) A1W: A2 A3 HF
AFA e} A 7|9 AA A ES Al~ES Ha ANde #estal Aol digh F A4S Aeshe
g Aok A B o]t
(4) RA FEo]dE: CA 7]#2 st EA4514
M, 8MX MEZS A AR MA Abg2Ee] WHEo] oy rE W s 9
si 5%< ddsts oo RA AE7 9
1. A" 74 RA Z#olAdEE RA AEHoIA Al A&
TE RS B AR ZRE FH5S HSM
Agtats AR AW Ax AEF AsRe 1 dueaE wFsed g wy ZRoay
g 33} o] 47 REZ FAH ot} o2 CA 71# U2 RA Aol dsdr
(1) HSM tufo] 2~ AR2L7F Fojshes BE 24
AAAGEe Y 8wt AR AL d= 2 N2d 57
o4 wek 7150l gAlE tule] oA el
o, Aoksts AR AW A% ARF Asd
2) A% Av: Bl x2d wg AgAEES A L' 3ol dEsl
Hzetn #d JHE Bsts Avelv, HSM (D AFEAF 55 AREAE HiW A S S RA
fupol 2o R sl gaow fojgs F FetoldEe A AFE T8t HSM tufo]
st 2 F9aw, A% 4w 5o BE FuE RA

a9

(3) CA (certificate authority) A18]: A=} Al&
o g @ #YE FYS. CA AHE A

f ofy
S
5
>
[,

3 22 3o Mue] o ool AT ATME AR olF AR o
ol 3ol Mule WRHeR A2 dgHel ¥ HANA TS AWsk A f7 7134 F-ojstn
A Eelawlzs Zhgith AdE dFAE oA
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Satellite
Verification Server
lobile Fingerprint
Web Service = Web Service
Server User DB Server
T,
1 OCSP TS
f Status Se‘rrver Ser;er Ser;er
« OCSP » User info o Time
v +* real-time registration stamp
s Mobile phone » User info administration verification verification
administration » 2D info administration $ $
s One-time « Digital signature ¢ -0 issue
password generation verification e 2-ID info registration
« Communication « Fingerprint data registration
channel data encryption » User info registration
&
Digita
Signatur Registration
password : » Face-to-face procedure
v =1 s Offline ID check
- -jr » Application form
processing
» Digital signature User with » Fingerprint data
.| generation Fingerprint gl s
*| « Digital signature « User info registration
administration I
» Fingerprint
scanning -
User wio « Fingerprint i ——
Fingerprint recognition 4 o
r—o——
Registration =
Fig. 3. Configuration of the fingerprint-based electronic ID system
OB 3 AE 7|8 HAF ARES AAHS THE
AEY, 23 A AHE dEHo] WiF DB TS ASete] FEd AAAEIAE el
of A€t o] HAoA AT A= OCSP AHE E3 <l
(3) A A AFEA7F HSM Tl Hpo] 2o A7 A, wn, A7 A FeAE gl
A ARAEE AASE HSM tvkel 2 Ag vtk
Aol Awg cddstel HSM wiite] AEME A (5) ARel gl AHgAk Aweld Amz s
g3to] AAARES YAHT o] F FF MM ARS A48T F Y AeE V1Y FUE
A% ek, AF3 W%y PHoR AT FPIUt A
(4) AAAEE AT AS AH= HSM HHlo A7 A AWl FoE lss aAstH AF
sshel QEdol g gFsts Aol 4F  MWE Ba 52 B 198 MUNEE A5
A Bl= HSM Hupo] A2 HH dE2 kA vy . AFEAZF HSM tlute] 2ol ol& et A
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Table 2. Design of basic fields in the fingerprint-based electronic ID system

2

X2 718k ™At

A=
o

AlAElel 7|2 HEE MA

Field Name

Description

Remark

Serial Number

“Serial number” field is the serial number of the certificate issued
by CA. It is used as a reference to check whether the certificate
is valid, lost, aborted, or discarded. It cannot exceed 20 bytes.

It

serial number of the
HSM device.

1s the hardware

Issuer

“Issuer” field is the name of CA that issues the certificate. It
should be represented in DN form. It cannot be empty. DN form
should keep [KCAC.TS.DNI].

Validity

“Validity” field is the expiry date/time until which CA guarantees
the validity of the certificate. Subfields “notBefore” and “notAfter”
are the start time of validity and the end time of validity,
respectively. Time is represented in GMT. Until 2049, UTCTime
format is used. After 2050, GeneralizedTime format is used.

Subject

“Subject” field is the name of the certificate owner. It should be
represented in DN form. It cannot be empty. DN form should keep
[KCAC.TS.DNI.

Subject Public
Key Info

“Subject public key info” field is the public key algorithm and
information of the certificate owner. Subfield “algorithm”
represents specific information of the algorithm in OID form. OID
should keep [KCAC.TS.DSIG].

Subject Private
Key Info

“Subject private key info” field is the private key information of
the certificate owner. It should keep PKCS#8.

“Fingerprint data info” field is the information of the hashed

Ei?ogerprmt Data results of the fingerprint of the certificate owner. It cannot exceed i\}lszvly eradopted m
20 bytes. It should be processed by SHAZ256. pap
Status “Status” field is the status of the electronic ID. (Valid, InValid) N(?le adopted in
this paper
Mobile Serial “Mobile Serial Number” field is the IMEI serial number of the[Newly adopted in
Number certificate owner. this paper
“Mobile data info” field is the information of the hashed results of
. the IMEI serial number of the certificate owner. It cannot exceedNewly adopted in
Mobile Data Info . .
20 bytes. It should be processed by SHA256. It is used when thelthis paper
certificate owner cannot use fingerprint by disease or accident.
“One-time password” field is an alternative of “Fingerprint data
One-Time info” field, and it is used when the certificate owner cannot use[Newly adopted in
Password fingerprint by disease or accident. It cannot exceed 20 bytes. Itithis paper
should be processed by SHAZ56.
AMEE Aol A AR Aol o] gs AHE Aol e A1 8S 98] o] TEAYS w
a7 e 2EE Sy, B mRA AA /R Bet
3 29 #rh
3.0F5A4 2= € ¥ REY AW 2 E=wollA AdE= A 7IHE AAF AR
Al =gle AA of7E el dA F Jde] gs
BomRoA] AelatE AE 7N dxp AdEE Hem, HSM tivpolz HE Au, CA A4,
Al 22§12 KCACO A Afegh daAm 1A = RA ZEo]dES FAstE 72 25 ZEEE
239 Mo) wjel 7|2 =g AUt KCAC Q% % sjwe] SRt 47e mEe A
of HAAY QFA Z=ud2 [ETF RFC 3280 AHow Z2E= Aol FolEgon A BE
of wel Il Ao AFstal wA TIPS 1 A 9 Egto] A3y Fo|t}
Hale] MAAE oz VEHozE HEA] o
F4S ueto & Wa gou Fu Al 3
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V. 28

B RN E AR ARE s ARATY
B2 A4S, olF gsl, 4% 2 ATaE
AR A AR AEF A2 Asa. A
hab Azwle AgA 9B gale] ARE A
gokel #2 2 BAS IFUAE )£ F
AFAsh FAH WA 5L ATk AdsE
Azgle] QA okl g Ast 2 T4 mEo] A
Hoom AR 2 mEo] YFHOR FAHY
=
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