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ABSTRACT

This paper suggests a methodology for linking technology classification of nongovernmental information security field and
technology classification of cyber-warfare in national defense field. Based on this methodology, Multi-Attribute Utility
Theory(MAUT) is applied for the purpose of selecting promising nongovernmental technology that is worthy of later introduction
or development. After studying the result of the survey regarding the research progression plan of the selected promising
technology, the following three facts are discovered: Firstly, the greater the social spillover effect, the greater the need for the
government lead R&D. Secondly, among the spillover effects, the social aspect has the highest correlation with respect to the
need for the government lead R&D, while the economical aspect and the technological aspect come in the second and the third
place, respectively. Finally, according to the correlation analysis, the defense application and the technological importance do not
affect the subject of investment or the subject of development. This indicates that even though the R&D for technology with
high social spillover effect should be lead by the government, the subject of the investment or the development cannot be
determined solely by factors such as military application and technological importance.
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Table 1. KIAT-TTA-DTaQ technology mapping results based on National Science and Technology
Standard Classification System

KIAT DTaQ

word and Its use

authentication

ety verification ..
- Integrated authentication scheme

OTP-based authentication

Authentication and Ac

. Anonymous authentication
solutions

Identity management
Privacy protection solutions

Objectionable information prevention {EIREEDERYelale)sWA=eelao) (1257

9]

( Key management, techr

Pr protection solutions (10) Security protocol technology

Knowledge content security solutions (1

Security control services Quantum cryptography technology
Rights management (acces

Integrated security management

Video security technolc
1 )

Facility security Security assessment(CC)

Biometrics Knowledge content security solutions orensic technology

Cyber command and control /

Car security Financial security

{18} |Aviation / maritime security Smart grid security

ion technology using a
quantum computer
Malware design and manufacturing
technology

{19} |Robot security

{20} |Health security Cryptanalysis / response technology

{21} |Construction security (21) |Web services security . -

" p v . National Science and Technology
{22} |Defense security ) Biometrics St Ot S
{23} |Smart Grid security (23)  Security a sment(CC) andar EERETICELTON Speam

(KISTEP)

Common Security Technology

) 7 : 77 Service / application security
{24} |Industrial Infrastructure security (24)  Security management(ISMS) technology

Industry / convergence of security
technologies

Etc. information security technology
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Table 2. Civil-military integrated information security technology list
Category El Technol KIAT | TTA | DT
Main Mid ement Technology aQ
1 Encryption technology (8]
Encryption technology 2 Password and Its use (3) (1)
3 Secure encryption technology using a quantum computer 19)
Password Application Technology | 4 Authentication and Access control solutions {5} 13)
Security protocol technology | 5 Security protocol technology (10)
6 ToT / M2M security (15)
7 Robot, security {19}
Security HW Technology 8 Security dedicated chipset {6}
HW security technology ( Security Platform
9 (11
Comm technology )
on Quantum cryptography 10 | Quantum cryptography technology (12)
groun | technology
d Rights management 11 | Identity management (6)
securi | technology 12 | OTP-based authentication (4)
ty Integrated security 13 | IT security management solutions {9} (14)
techn management technology 14 | Security control services {12}
ology ~ 15 | Device authentication (2)
S;é:ﬁ;;‘g};g?ssessment(CC) 16 | Security assessment(CC) (23)(24) 15)
17 | Cyber-Electronic warfare security SW technology 15)
Digital forensic technology 18 | Digital forensic technology (16)
Cy]?e'r fzommand and control 19 | Cyber command and control / training skills (17
/ training technology
Privacy protection 20 | Privacy protection solutions {10} (7)
technology
Vulnerg bility collection / 21 | Vulnerability collection / analysis technology (18]
analysis technology
Malware collection and . .
. . 22 | Malware corresponding solutions {4} (12) (1)
analysis techniques
Security OS technology 23 | Security OS technology (2]
DBMS security technology 24 | DBMS security technology (3]
25 | Web services security (21)
Data(Contents) security 26 | Application service security solution {13}
technology 27 | Health security {20}
28 | Knowledge content security solutions {11} (16) (4)
- . ) 29 | RFID / USN security solutions {8}
Syste Fu}fleTs network security 30 | Smart network a3
gléiet echnolosy 31 | Smartphone Security (9)
securi Intrusl'on detection / 32 | Intrusion detection / reasoning technology (6]
ty reasoning technology
33 | Network intrusion prevention solution {1}
) 34 | Intrusion prevention technology (7)
Intruspn 35 | Intrusion response technology (7]
prevention/correspondence
technologies 36 | Cyber attack‘ response ‘ ‘ (11)
37 | Wired and wireless access security solutions {7} (5]
38 | Host intrusion prevention solution {2}
Big data/Cloud security 39 | Big Data security (20)
technology 40 | Cloud security (10)
. 41 | Construction security {21}
Physi Monitoring Technology 42 | Video security {14}
Zgiuri 43 | Car security (17)
ty Facility security 44 | Facility security {15}
Recognition Technology 45 | Biometrics {16} (22)
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Table 4. Survey Participants Statistics for

2o ) YiER zAEdw o]E sulewm Promising Technologies Selecting
ZHE Qa7 |e o7 79T HAS AEs|e . e
R I [k O_]E U kel Industry|Academia| ADD | Military Rese‘arch
59 14700 A/ S A FURES Institute
a9 ! 2 | 2] 1 6
Table 3 #77E ZAAe] | =437«
718 7(KISTEP), ghH4kd7 |31 34 (KIAT) Table 5. Defense Information  Security
6}32415A]71363§](TTA 7enE EAS A Promising Technology Derived Results
Skv o)
et At Mid Catego Promising MAUT
egory Technology Result
Table 3. Civil IT technology Classification o .
Characteristics Security protocol Security protocol 85
technology technology(VPN) (5) :
T KISTEP KIAT TTA [0T / M2M security (6) 74
National i
Science and 2012 2013 ICT Security HW HW security technology (
Tochnol Ind Standardiza Technology Security Flatform 8.1
Source| - ecnnolosy ndustry tion technology ) (7.8.9)
standard Technology strategy -
classificatio | Roadmap ma Security Security assessment(CC)
p assessment(CC) 79
n system technolo (16)
Compe| Ministry of | Ministry of d
tent |Science, ICT| Commerce, Civil Vulnerability Vulnerability collection /
minist| and Future | Industry 1v1 collection / analysis technology 7.7
ries Planning and Energy analysis technology | (21,22)
. Integrated itori
Standardize More wi t}gl the g,gﬁiﬁng Video security (43) 83
. d formal specifically ey
Merit e . o latest -
classificatio | identified e Recognition . .
. classificatio Biometrics (46) 75
n scheme |technologies N Technology
Disad The latest Redund Limited to Security OS Security OS technology 82
1584 | Jassificatio | CCUNAANEY o required technology (23 ]
vantag among .
os n not technology technical Data(Contents) Knowledge content security 79
reflected standards security technology |solutions (28) :
erelfass network Smartphone Security (31) 84
312 2 AlO|HA Eof KU7|= MA security technology
Intrusion Intrusion =
s 528 7Hke =ru} Folo] A4 7} prevention/correspo | | Lt USION TESPONSe
. L ~ ndence technology solution 87
T e AAse HES 2t & technologios (32,33.34.,35.,36.,38)
wr)e AA Ak oot 2t
1) AEresEe 7es WAeR A 7HA
&x (2 A8 Akl Z29A wFad)e] o 2) ohIEA ALl (Multi-Attribute  Utility
g RS} AERALE Sl Suv)e A A Theory, MAUT) A& H838te] 7|47k wla
FaARe ) skl A 1290] BH5R 0 S92 Wl AgAe oklsh Rk ol
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5.6 —
/_ Intrusion  prevention
Security protocol response technolog
technology
5.0 Video sg i
Knowlgdge content sgcurit
solutions
Smartphone
4.5 He mecri BT
i 2 (Security Fl
Digital fgrensic technology technol
laT / kAR O= security
secur technolagy
gt Security control service b (T
assessment(CC
- RFID / USN security Biometrics
2 3 solutions
58 Securnty
B 3E 35 neEnt(Co) N,
= e P N— Malware coresponding
Facility sepurity solutions
ired and wireless access
security solutions
340 Frivacy protection solutions
OTP-based authenticatio 9
9
Car security
. . Smart Grid security
Anonymous althentication
2.0 ° Obiechionable mformation
prevention
1.%
1.5 2.0 2.5 3.0 3.6 4.0 4.5 5.0 5.5
Spill Over

Legend @ x-axis ( Spill Over ), y-axis ( Defense Application ), Size of Circle (Strategic Importance)

Fig. 1. Defense Information Security (Cyberwarfare) Promising Technology Derived Results

Table 6. Survey Results of Investment Entity / Development Actors for the Defense Information

Security Promising Technology

Defense | Strates | Spill Spill Spill | Invest | Invest Eﬁ:ﬁ;’ ]Sl‘ilv(if
Appli ic over over over ment ment Subject | Subject
i.p 1ca Import Effect Effect Effect Subject | Subject (Iu d]ect (1; Jee
ton ance (Tech.) | (Econo.) | (Social) | (Gov.) | (Private) ndus esear
rial) ch)
Intrusion response 5 5 5 5 5 80 20 20 40
technology solution
Security protocol
technology (VPN) 5 4.9 4.9 4.7 4.9 80 20 10 70
10T / M2M security 4.1 4.5 5 5 5 70 30 20 60
Video security 4.8 4.7 4.7 5 4.8 70 30 20 70
>/ulnerak?111ty collection 37 46 49 48 49 70 30 2 60
analysis technology
Security
assessment(CC) 4.2 4.7 4.7 4.6 4.8 50 50 20 60
Smartphone Security 4.7 4.8 5 5 5 40 60 50 40
Security OS technology 4.3 4.9 4.9 4.9 4.9 30 70 50 40
Biometrics 3.9 4.6 4.5 4.5 4.6 30 70 50 40
HW security technology
( Security Flatform 4.7 4.8 4.7 4.4 4.5 30 70 60 30
technology )
Knowledge content A7 R 4.2 4.1 43 20 80 40 50
security solutions
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Table 7. The correlation coefficient between

independent variables and the dependent
variable
. . Correlation
Correlation Properties Coefficient
Economical Spillover | Governmental 0.6368
Effect Investment
Social Spillover Governmental 0.6922
Effect Investment
Technical Spillover Governmental 0.6273
Effect Investment
G tal
Defense Application overnmenta 0.1652
Investment
. Governmental
Strategic Importance 0.0902
Investment
Economical Spillover | Governmental 02113
Effect R&D )
Social Spillover Governmental
Effect R&D 0.2557
Technical Spillover Governmental
Effect R&D 0.0662
L Governmental
Defense Application R&D -0.0267
. Governmental
Strategic Importance -0.3113

R&D

s zabsle] i 4 gRRAel sleka e
o m@ shgis 3 AR, A, 1% =
AG7L A 2abslol, A FEe] A7 2
& AR, AAA, %A ARES) 20 F

7]
Al QA 8-S & 5 ik

-
o
o, F—‘:i

A ARRAE ek & 5 siek ek A4

>
B
i)
2
=
2,
M
N
N
et
rlo
o,
-
—m
N
2
-2,
-
N
_
(=3
i
EY
( r>~

Descriptive Statistics
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* Correlation is significant at the 0.05 level (2-tailed)

Fig. 2. Correlation Analysis Result of Social
impact and the need for government investment
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Fig. 4. Correlation Analysis Result of Strategic
Importance and need for government
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