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Abstract
This paper describes hardware implementation of the encryption block of the '128 bit block cipher LEA' among

various lightweight encryption algorithms for 10T (Internet of Things) security, Round function blocks and
key-schedule blocks are designed by parallel circuits for high throughput. The encryption blocks support
secret-key of 128 bits, and are designed by FSM method and 24/n stage(n=1, 2, 3, 4, 8, 12) pipeline methods,
The LEA-128 encryption blocks are modeled using Verilog-HDL and implemented on FPGA, and according to

the synthesis results, minimum area and maximum throughput are provided.
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