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Abstract The development of the security solutions that can provide a variety of security services is needed
urgently. For development of the security solutions, analysis of international standard security technology is the
key. In this paper, international organizations' standardization(ISO/IEC JTC1 SC27, ITU-T SG-17, IETF Security
Area, etc.) and the current trend of the standard security technology are mainly analyzed. The core of the latest
security technology(Application Bridging, DNS-based Authentication, HTTP Authentication, IP Security, Javascript
Security, Authentication Technology Next Generation, Managed Incident, Web Authorization Protocol, Security
Automation, Transport Layer Security, etc.) is analyzed focusing on 18 working groups of the IETF.
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(Table 1) Number of Published standards &
Standards under development

SUB-STAGE
STAGE . 90 Decision
0| 2| 60 92 | 93 | 98 | 9
00 Preliminary
10 Proposal 25
20 Preparatory 2 1 1
30 Committee 3 18
40 Enquiry 15 3 1
50 Approval 1 1
60 Publication 4 89
90 Review 8 1 23 | 28
95 Withdrawal
00: Registration, 20: Start of main action,
60: Completion of main action, 92: Repeat an earlier phase
93" Repeat current phase, 98: Abandon, 99: Proceed

2.2 ITU-T SG17
ITU(International Telecommunication Union)+= 1865
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(Table 2) Structure of ITU-T SG17

Study .
Party Question Title

Q1 | Telecommunication/ICT security coordination
WP1L Q2

Q3 | Telecommunication information security management

Security architecture and framework

Q4 |Cybersecurity
WP2

Q5 |Countering spam by technical means

Q8 |Cloud computing security
Q10
Q6 | Security aspects of ubiquitous telecommunication services
WP4 Q7
Q9 | Telebiometrics
Q11

Identity management architecture and mechanisms

Secure application services

Generic technologies to support secure applications

Formal languages for telecommunication software
and testing
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(Table 3) Recommendations of ITU-T SG17

Series Title Recommendations Number
General provisions
concerning E104, E115
Administrations
E -
International
network E.409
management
The mtemat}onal F&5/FA2
telex service
F Message handling F.400/X.400, _F.40l, FA410, F.415,
cervices F.420, F.421/F.85, F.423, F.435, F.440,
FA71, FAT72
Directory services F.500, F.510, F.511, F515
X.200, X.207, X.210-219,
Open Systems X.220, X.222*_229, X.233*?37 bis:
Intercon}lection X.245-249, X.255-257, X.260, X.263,
X.264, X.273, X.274, X.281-284, X.287,
X.292
X.400/F.400, X.402, X.404, X.408,
Message Handling | X.411-413, X.419-421, X.435, X.440,
Systems X445, X.446, X.460, X.462, X.467,
X.481-488
Directory X500, X501, X.509, X.511, X.518-521,
X.525, X.530n
X610, X.612-614, X.622, X.623,
08I networking and X625, X.630, X.633, X.634, X.637-639,
system aspects X641, X642, X.650, X.660, X.662,
X.665-672, X.674, X.675, X.680-683,
X.690-696
Security X.800, X.802, X.803, X.805, X.810-816,
’ X.830-835, X.841-843
X O8I applications X.851-853, X.860-863, X.880-882,
X.891-893
Open distributed | X.901-904, X.906, X.910, X911, X.920,
processing X.930, X.931, X.950, X.952, X.960
Information and X.1031:1037, X.1051, X.1052,
network security X.1054-1057, X.1080.1-1084, X.1086,
X.1088-1092
Secure applications X1111-1114, X.llglfllgﬁ,
and services X.1141-1144, X.1151-1159,
X.1161-1164, X.1171, X.1191-1198
Cyberspace security X.1205-1211, X.12§1, X.1240-1247,
! X.1250-1255, X.1275
Secure applications X.1303, X.1303 bis, X.1311-1314,
and services X.1341
Cybersecurity X.1500, X.1500.1, X.1520, X.1521,
information X.1524-1526, X.1528-15284, X.1541,
exchange X.1544, X.1546, X.1570, X.1580-1582
Cloud computing X.1601, X.1631
security
Formal description | Z.100-111, Z.119-121, Z.150, Z.15],
techniques 7.161-170
7 Programming 7900
languages
Quality 7400, 7.450
Middleware 7.600, 7.601
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Authentication Protocol), AAA(Authentication, Authorization,
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(Table 4) RFCs in abfab

RFC TITLE

A GSS-API Mechanism for the
Authentication Protocol

Name Attributes for the GSS-API Extensible
Authentication Protocol (EAP) Mechanism

pdate to the Extensible Authentication Protocol (EAP)
RFC 7057 | Applicability Statement for Application Bridging for
Federated Access Beyond Web (ABFAB)

RFC 7055 Extensible

RFC 7056

4.2 DNS 7|4t 215

dane(DNS-based Authentication of Named Entities)
2 Ol Yl of =g Alo]do] DNSoA AFESF ARE o] &
ato] s st Wk SIS FHE F UEE ke HA
Usd 71sES et ek 2HQl olFel 7] 41
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(Table 5) RFCs in dane

RFC TITLE

Adding Acronyms to Simplify Conversations about
RFC 7218 | DNS-Based Authentication of Named Entities
(DANE)

The DNS-Based Authentication of Named Entities
(DANE) Protocol: Updates and Operational Guidance
SMTP Security via Opportunistic DNS-Based
RFC 7672 | Authentication of Named Entities(tDANE) Transport
Layer Security(TLS)

Using DNS-Based Authentication of Named Entities
(DANE) TLSA Records with SRV Records

RFC 7671

RFC 7673

4.3 HTTP Q1=

Aol HTTP %
st ofgt &g
slt} wEka] TLSe 9
AV B g gle wAYSY Jlde] AlFsith
httpauth(Hypertext Transfer Protocol Authentication)
< gAg A9 7]uke] HOBAMHTTP Origin-Bound
Authentication)7]%, HTTP <15 WAUS g4 o]&
8k 4= Ql= HTTP tlo]A|AE Q% W BasebdZ S A}
3te] AFFE AR DS} A A =of 22 QIFAE
A58= HTTP 95 7198 7i¥skar glth httpauth
<Table 6>9} Zo], 371¢] AH BT 7]&o] RFCE 5=
=of gitH17].

(Table 6> RFCs in httpauth

RFC TITLE
RFC 7486 | HTTP Origin-Bound Authentication (HOBA)
RFC 7616 | HTTP Digest Access Authentication Errata
The 'Basic’” HTTP Authentication Scheme
RFC 7617 | Use Cases and Requirements for DNS-Based
Authentication of Named Entities (DANE)

4.4 |P HOL
IP Bk IKEvI(RFC 2409), IKEV2(REC 7296), IPsec

Journal of Digital Convergence | 197



ro
H
M
1z

AT

HAFZ(RFC 4301)&
VPN Ale]Edle], VPN
g AFEH I 9o SAE O 3AE SAE
A, YESA o) HENA Hts 8 7TRE AL
Ha dr}h ipsecme(IP  Security Maintenance and
Extensions) 152 2006139 89 IPsec 97 159
A9& ALEA Kgska

AT 7lES FAAE S Psecdl
gk v, EAA A, G4 IKEv2el e 71sS 74
Wakal Stk ipsecmes EA7EA] 20702 ARK S V)&
o] RFCZ 5= o] It} <Table 7>olA& < 133

o 258 wAATHISL

ipsecme< [Psec

(Table 7) RFCs in ipsecme

RFC TITLE
<~ oo | Signature  Authentication in the Internet Key
RFC 7427 Exchange Version 2(IKEv2)
RFC 7619 The NULL Authentication Method in the Internet Key
Exchange Protocol Version 2(IKEv2)
RFC 7634 ChaCha20, Poly1305, and Their Use in the Internet
Key Exchange Protocol(IKE) and IPsec
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(Table 8) RFCs in jose

RFC
RFC 7515
RFC 7516
RFC 7517
RFC 7518

TITLE
JSON Web Signature(JWS)
JSON Web Encryption(JWE)
JSON Web Key(JWK)
JSON Web Algorithms(JWA)
Examples of Protecting Content Using JSON Object
Signing and Encryption(JOSE)
JSON Web Key(JWK) Thumbprint

RFC 7520
RFC 7638
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(Table 9) RFCs in kitten

RFC TITLE

A Simple Authentication and Security Layer
(SASL) and GSS-API Mechanism for the Security
Assertion Markup Language (SAML)

A Simple Authentication and Security Layer
(SASL) and Generic Security Service Application
Program Interface(GSS-API) Mechanism for OpenlD
Generic Security Service Application Programming
Interface(GSS-API) Naming Extensions Errata
Structure of the Generic Security Service(GSS)
Negotiation Loop

A Set of Simple Authentication and Security Layer
(SASL) Mechanisms for OAuth

RFC 659

RFC 6616

RFC 6680

RFC 7546

RFC 7628
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RFC TITLE

An Incident Object Description Exchange Format
(IODEF) Extension for Structured Cybersecurity
Information

RFC 7203

Enumeration Reference Format for the Incident

REC 74% Object Description Exchange Format(IODEF)
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oauth(Web Authorization Protocol)= R.& 2Flel H
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(Table 11) RFCs in oauth

RFC TITLE
RFC 7519 | JSON Web Token(JWT)
. Assertion Framework for OAuth 2.0 Client
RFC 7521 Authentication and Authorization Grants
Security Assertion Markup Language(SAML) 2.0
RFC 7522 | Profile for OAuth 2.0 Client Authentication and
Authorization Grants
REC 7523 JSON Web Token(JWT) Profile for OAuth 2.0
Client Authentication and Authorization Grants
RFC 7591 | OAuth 2.0 Dynamic Client Registration Protocol
. OAuth 20 Dynamic Client  Registration
RFC 7502 Management Protocol
RFC 7636 I‘()(')f Key for Code Exchange by OAuth Public
Clients
RFC 7662 | OAuth 2.0 Token Introspection
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e aow Aol A2 o xd_oml A%

) e wel e‘ FApz ofs) ge

sacm(Security Automation and Continuous Monitoring)
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[23].

49 & & HOt

tls(Transport Layer Security)i= A% 9] Hot =2
EFZS Zaegsr] sl 19%6de] A= em
30RFC 6101)% 7|%3te], ZrEZ3} ¢
ZHnt ol e} TLS T2 EZ vI0RFC 2246), v1.1(RFC

o
fol
2
T
ok
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4346), v1.2 (RFC 5346) ~12]al DTLS(Datagram TLS)
VvI.ORFC 4347), v1.2(RFC 5346)& 71235
o] 179 F8 HixE % % 5% T4A #FE
T 5 e dolH 9 & Fol7] 98 B2 A=Aola
ZREZS Joste e BEek 2 HTTP 74
o] ojFg A& A s, HEK%IOEL AAARE &
=4 L T3 CBC &2 o5
REoA &4l okH S ddstil RCAE dAE & 3
o daE del2E BE 4t vizlySdt daess
oo Edtt} tisE FA7A 6709 BRES 7]&0]
RFCZ &&5 9] 3lth <Table 12>4& 20060 &
oiKez|

2y 229 gAls)

T = -

(Table 12) RFCs in tls

RFC TITLE

RFC 7465 | Prohibiting RC4 Cipher Suites

REC 7507 TLS Fallback Signaling Cipher Suite Value(SCSV)
for Preventing Protocol Downgrade Attacks

RFC 7568 | Deprecating Secure Sockets Layer Version 3.0

y Transport Layer Security(TLS) Session Hash and

RFC 7627 Extended Master Secret Extension

REC 7685 A "I?ransport Layer Security(TLS) ClientHello
Padding Extension

410 7|E}

9153} A g+ (ace: Authentication & Authorization
for Constrained Environments)© #3491 3H7 ¢4
URISY 9j3l] 21 E 25T} 2] Ao 3
oNAl &7HE H(Get, Put, Post, Delete)©] 713}
A5 B7HE fe ZEskE EFAE A 4
S AT, 2709 el = ZESL A
Festd A35A #BEl(acme: Automated Certificate
Management Environment)= U¥FH o2 QIHY &
ZR2IAWHAH)ES 3 AFA Edol= AT HS
T B2 FEAA A gl AL et wheba
o] 1ol At Alo] A, A TF, AFTA B

R

509 9154 )% 919

E7F N Foll

SAER A}

oN ¥ M1 o
=2 0 J}m mln
30, N
St ru{>

N
offt

CBOR A4 A7 2} 945 3K cose: CBOR Object Signing

and Encryption)= CBOR(Concise Binary Object

Representation) 7145k 24 A 2 ¢33} P48 7
sith. CBORS JSON dlolg] rdle] g mAog +2
sl H]OIHQ] Z]E“i}oﬂ o gt }‘jﬁF‘?} H}o]‘/ﬂﬂ 2jo|t},

1718 &

EIS ]Hl%‘ Zd—”c‘? % E’_"J(dlcei DTLS In Constrained
Environments) Alghd gx|(dxe], digs HAd9)
2 AlgHE HIEYA(PDU 27, 7 &4)5 3 22 Al
stel 3o A  DTLS(Datagram Transport Layer
Security) A& AS HS AHEsl7] 913 DTLS ==
3l o], DTLS d=Ale]l=, DTLS dlZE 7S Al
b, 1709] JIEYl =z ETL A S gl

DDoS 4l& ®]((dots: DDoS Open Threat Signaling)
= DDoS &7 ©A, B, 74 2 Ady adE eas
Atelell A 8237} Ho|H & U

% —“E‘—_ 110 RN —63
wdE DDoSe] AAE Asel Had 5 e 7es
A, 2709 AHU ZHZET} T ol °‘E‘r

EV} 7
NSF& 94 e MEYA &5 %
317] 3l B MES ] 724, 7184,
Asl7] sl AHEEE 7)solt) 12nsf(1nterface to
Network Security Functions)& &322 NSFe} 7144
NSF9| Aloje} RUH S g LxE o] AE|Fo]~
2 ol X s A Foll o ofF dEYl =
gz EZL gl
Az|Y ¥ oHopenpgp: Open Specification  for
Pretty Good Privacy) 214 ¢t=8l 2434 v 2 ID 9
S U5 JEY EFo|th OpenPGPE 19974 9€
A= QA7 2008 3ol TR 18]aL 20159 6
ol A AW o] 2FS HA A v A
+ TREFZS 53 MIME ZHd9as AgsAY
PGPe] ¢1g)57} 2l migt [ETF %3S esta
A
g ojZFg Aol o] HaH Aol HTskr] flsiA,
] My 2 gkek Bok EZHTTP 7], OAuth E2
)= AAsH B2 vl (tokbind: Token Binding)-2
SetolAES ] HEA S FA5H7] Al sl vkl

o uok B2E ALg3te] 3L olg & 5 k. @
A, 370e) Qe EAZET} A Sl 9]

L2 EZ(SMTPS, IPsec, DNSSEC,
OpenPGP, HTTPS)> 2#Atel 747] 1ol g @
T3t} FZ(trans: Public Notary Transparency)<

Be elEy
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JEY ARSALE R Q13| AEH = vlolEle] 93 AllE
F7ksta vk olzjgt dlolEle] PO RN, 7EA,
A4, AF, AA 2= A 5
AF3t7] S13 ARG &34 sfito] Alget Agelr)
upeba] o2 gk K S E
2= KT 7
=3

B =4 & ISO/IEC JTC1 SC27, ITU-T SG-17,
IETF Security Area % =4 3 ‘Zfﬂﬂ TE
<o {3 A BFESR %J
A&k o] FollA ]EW\OH
o7 st = IEI‘F«] 187H A7
2 o]ZgAo] ﬂEﬂ 2, DNS 7]4} ¢l
E Heh X}*ﬂtﬂ Sl
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