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Open operating system, Linux is the traditional Web, E-mail, DNS, FTP server, as well as being used in Cloud and Big data
infrastructure. In addition, Linux is also used like a desktop or mobile devices, smart TV and cars. In particular, stepping up to the loT era
at this time is expected to be greater proportion occupied by Linux. As the use of Linux has increased security has emerged as an important
factor. User management is core of Linux system security. In this paper, Classifying Linux user and analyzed the role of the user-specific

file. Finally, we analyzed the linux management technologies and useful user security tools.
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f Jetc/passwd, /etc/shadow\
«f)/etc/group
fete/default/useradd -
N File File
a3 = | r—
Jetc/skel = Dir - Dir /home/ID
C/skel /* _/*
[
File File
-
fetc/login.defs /var/spool/mail/ID
| ,| /var/spool/mail
7| Jete/shadow
N v
3% 1. useradd B0} 2z mpel
Fig. 1. useradd command and related files.
2-3 AI2A} 2 npd
1) /etc/passwd
/etc/passwd‘:* A 28lo] 21015ke] AFYS o] &3k 2= 9=
ARl B2 Agsha g Gusdel of S /1%

HARA AE = T ARAF RIRlekaL, 2ok d wkA|

A Alz=go] AREALE FEAIEE] 913 A7) B = gl o]t
letc/passwdoll = FE()S  TEAR 3}9]  ‘useranme:

password: UID:GID:fullname:home-directory:shell’ 2} #-o] 77]]
o] 7| AR A K E 7153k

pnsain@l‘ucalhnst:v

TRUE HEE 271V) A4S HIED =EH)
[ posein@localhost ~]$ tail /etc/passwd
ntp: x: 38: 38:: /etc/ntp: /sbin/nologin I
apache: x: 48: 48: Apache: /var/www: / shin/nologin
radvd: x: 75: 75: radvd user: /: /sbin/nologin
gemu: x: 107: 107: gemu user: /: /sbin/nologin
lgdm: x: 42: 42: : /var/lib/gdm: /sbin/nologin
Privilege- separated SSH:/var/empty/sshd: /sbin/nologin
: [:/sbin/nologin
posedin: x: 500: 500: : fhome/posein: /bin/bash
yuloje: x:501:501:: fhome/yuloje: /bin/bash
jalin: x: 502: 502:: /home/ jalin: /bin/bash
[ posein@localhost -1 [l

8 2. /etc/passwd Ite| of
Fig. 2. Examples of /etc/passwd.

1. /etc/passwd2| &= HH
Table 1. Field description of /etc/passwd.

Field Descriptions
) Account, the name of the user on system.
posein
ID called a one people
The encrypted user password. Currently
X
managed separately from the /etc/shadow
500 The numerical user ID
500 The numerical primary group ID for this

user

This filed is optional and only used fro

System Engineer | . )
informational purposes.

/home/posein The user’s Home Directory

/bin/bash The program to run at login

589

Bl Mulel AL A} pl2| 2 ot

2) /ete/shadow

letc/passwdi= AFEALE] ofo|t] W S ~9E o] JRE T
I Sl F83 gdoly} BE ARAP} o] 3] WES &
T AL F Aol AAE o] k. AR d == A
Goll= ¢S SKencryption)aiA] 4G 7= sht AAA 0w
w2 o] EASISITE fete/shadowt= /etc/passwd 2] T+ ¥

HH %E?_]_ TJH}\OJE T—"r—_'

|2 olgloll= Aol &7ks

st sk U= root Al
SHES AR o] 9t} o] dUd&

‘username:password:last:may:must:warn:expire:disable:reserved’

o} ol 97)¢] == A H o] gitt,

; root@localhost:~
IR BHE 2700 AN EOIED Z8UH) 1
[root@localhost ~}# grep posein /etc/shadow 4

posein:$65buDFZzellsLsKiPnb50990A21I6UNAuTuwh1iv. a7J8KveAd] LARTvnTEp/BRkcZ160QD|
2elvzLeT0SU0] QZ0Zd6NGaUQ0: 15917::99999:7:3:16670:
root@localhost ~J# |

33 3. /etc/shadow THel of
Fig. 3. Examples of /etc/shadow.

E 2. /etc/shadow?| &5 AH
Table 2. Field description of /etc/shadow.

Field Descriptions
posein Login name.
Encrypted password. Initially, the hash
$6% algorithm is MD5 that was used, in recent
""" years, the hash algorithm is wused that
SHA512.
15917 Date of last password change, expressed as

the number of since Jan 1, 1970

Minimum password age, An empty filed and
0 value 0 mean that there are no minimum
password age.

99999 Maximum password age.
7 Password warning period
3 Password inactivity period
16070 Account expiration date
reserved
field This field is reserved for future use.

root@localhost:~
E8iH)

mE) HAE) =71 S Eoidm
[root@localhost ~]# useradd -D
GROUP=100

HOME=/home

INACTIVE=-1

EXPIRE=

|SHELL=/bin/bash

ISKEL= /etc/skel

CREATE MAIL SPOOL=yes
[root@localhost ~1# ||

O3 4. /etc/default/useradd Tto| o
Fig. 4. Examples of /etc/default/useradd.
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3) /etc/default/useradd
Jetc/default/useradd = H 2] 54 §lo] ‘useradd AF&-AHE’
o2 AR A Ao 7|EAH o7 AQr= o] 5ol

ol 92 E gl o] AR WE-S £ v sl AL 1
Aol cat 0= 318} ‘useradd DS YA 7l

3.

4) /etc/login.defs

letc/login.defsoll = | T E ], s~ = e H7(
o) AR871R, Fk AHE71 Az Ao, W] o] A T
@A), UID®] # 54k 5t 2 9igk, GIDS] #5:3k 3 H gk, 2
e A4 4, 713 UMASK 3k, sl =l 288+
H3 sk el ol e stk

oot rir e

T

E 3. /etc/default/useradd?| &= MY
Table 3. Field description of /etc/default/useradd.

ITEM Descriptions

The groue name of ID for a new user’s
initial group. The named group must
exist, and a numerical group ID must
have an existing entry.

GROUP=100

The path prefix for a new user's home
directory. The user's name will be affixed
to the end of BASE_DIR to form the new
user's home directory name, if the —d
option is not used when creating a new
account.

HOME=/home

The number of days after a password
has expired before the account will be
disabled.

INACTIVE=-1

The date on which the user account is

EXPIRE= disabled.

SHELL=/bin/bash | The name of a new user's login shell.

he system administrator is responsible
for placing the default user files in the
/etc/skel/ directory

SKEL=/etc/skel

The entry that specifies whether to
create a mail file during user creation. If
set to yes the mail related files are
created in the '/var/spool/mail/
username’

CREATE_MAIL_SP
OOL=yes

d}

Il. AF2X} =k za|
3-1 root AI™ &z|

S UN
o

oj&}aL

AL &4
T ATk wWEbA] root AIES & TS}

)
FIO A

s 29}
A

UNIX
p=h
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E 4. /etc/login.defs2|

SHE AdOd

o= 2o

Table 4. Field description of /etc/login.defs.

ITEM MAIL_DIR /var/spool/mail
The mail spool directory. This is need to manipulate
the mailbox when its corresponding user account is

Desc - e S
modified or deleted. If not specified, a compile-time
default is used.

ITEM PASS_MAX_DAYS 99999
The maximum number of days a password may be

Desc used. If the password is older than this, a password
change will be forced. If not specified, =1 will be
assumed (which disables the restriction)

ITEM PASS_MIN_DAYS 0
The minimum number of days allowed between
password changes. Any password changes

Desc attempted sooner than this will be rejected. If not
specified, —1 will be assumed (which disables the
restriction).

ITEM PASS_MIN_LEN 5

Desc Specifies the minimum length of the password

ITEM PASS_WARN_AGE 7
The number of days warning given before a
password expires. A zero means warning is given

Desc only upon the day of expiration, a negative value
means no warning is given. If not specified,
no warning will be provided.

ITEM UID_MIN 500

Desc Specifies the minimum value of UID

ITEM UID_MAX 60000

Desc | Specifies the maximum value of UID

ITEM GID_MIN 500

Desc Specifies the minimum value of GID

ITEM GID_MAX 60000

Desc Specifies the maximum value of GID

ITEM CREATE_HOME yes
Indicate if a home directory should be created by
default for new users. This setting does not apply to

Desc )
system users, and can be overridden on the
command line.

ITEM UMASK 077
The file mode creation mask is initialized to this

Desc value. If not specified, the mask will be initialized to
022.

ITEM USERGROUPS_ENAB yes
Enable setting of the umask group bits to be the
same as owner bits (examples: 022 —> 002, 077 —>

Desc | 007) for non-root users, if the uid is the same as
gid, and username is the same as the primary group
name.

ITEM ENCRYPT_METHOD SHA512
Specifies the hash algorithm to be used for

Desc

password




B root@www:~ Sl

DU HUE E2(V) FN6) E0EM ZSEH

[root@waw ~]# grep su /var/log/secure | tail g

Oct 12 22:48:44 waw sshd[16553]: pam_succeed if(sshd:auth): error retrieving inf
ormation about user ftpuser

Oct 12 22:58:52 www su: pam_unix(su-1:session): session closed for user posein
Oct 12 23:22:11 waw sshd[16349]: pam_succeed_if (sshd:auth): error retrieving inf
ormation about user admin

Oct 12 23:29:06 www sshd[17623]: pam_succeed if(sshd:auth): error retrieving inf
ormation about user ubnt

Oct 12 23:35:47 wiw sshd[17697]: pam_succeed if(sshd:auth): error retrieving inf
ormation about user default

Oct 12 23:46:39 www login: pam_succeed_if(remote:auth): error retrieving informa
tion ahout user admin

Oct 12 23:46:44 waw Llogin: pam_succeed if(remote:auth): error retrieving informa
tion about user cd /tmp

Oct 12 23:51:32 waw su: pam_unix(su-l:session): session opened for user root by
posein(uid=560)

Oct 12 23:51:36 www su: pam_unix(su-l:session): session closed for user root

Oct 12 23:51:50 www su: pam_unix(su-l:auth): authentication failure; logname=yul
oje uid=501 euid=0 tty=tty2 ruser=yuloje rhost= user=root

[root@uuw ~]#

T8 5. AlIAE 27 Tl =il of
Fig. 5. Confirmation of system log file.
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B
49 S PN 200l S WS g
fetc/passwd®] LT WA o= 212035 ALEEE 4] 7
27} 7)==, A" A2 ¢sbin/nologin’ ¥ 2o A3}

o] 21 etk 18y s 52 game©] L} games &7 3
& Al=El Aoz 91g8le] A(shell)S F-oJstal =1glo]
L5 AAskes 4% At wEbA sd AR ES AEH o

2 gelalo} ek Al2w A Bel) b Ee e B
28 A 2E AASte] A28 A4S Hzskshs o)A
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root@www:~

TN BEE) 27IV) FMS) E{0jT) E8H)

[root@www ~]# grep “su /home/*/.bash_history
/home/posein/.bash_history:sudo useradd joon
/home/posein/.bash_history:sudo passwd joon
/home/posein/.bash_history:su useradd joon
/home/posein/.bash_history:su -
/home/posein/.bash_history:sudo su -
/home/posein/.bash_history:su -
/home/posein/.bash_history:sudo passwd yuloje
/home/posein/.bash_history:sudo tail /etc/sudoers
/home/posein/.bash_history:su -
/home/yuloje/.bash_history:su -

[root@www ~]#

J8 6. ARSA} s|AER| mel 2ol of
Fig. 6. Confirmation of user history file.

PosEiNGIinuXL00:~

HYE BYE) HAW HOLD 8E
[posein@linux100 ~]$ uname -r

2.6.18-194.el5

[posein@linux100 ~]$ mkdir /tmp/exploit

[posein@linux100 ~]$ ln /bin/ping /tmp/exploit/target

[posein@linux100 ~]$ exec 3< /tmp/exploit/target

[posein@linux100 ~]$ 1s -1 /proc/$$/fd/3

H-x ------ 1 posein posein 64 129 13 21:05 /proc/4963/fd/3 -> [V IS NS RIRTIR
a2

[posein@linux100 ~1$ rm -rf /tmp/exploit/

[posein@linux16@ ~]§ 1s -1 /proc/$$/fd/3

lr-x------ 1 posein posein 64 12@ 13 21:05 ->
et (deleted)

[posein@linux100 ~]4§ cat > payload.c

void _ attribute_ ((constructor)) init()

=83k

setuid(0);
system("/bin/bash");

}

[posein@linux10@ ~1§ gcc -w -fPIC -shared -o /tmp/exploit payload.c
[posein@linux100 ~]$ 1s -1 /tmp/exploit

-rwxruxr-x 1 posein posein 4223 129 13 21:06 /tmp/exploit
[posein@linux100 ~]$§ LD_AUDIT="\$ORIGIN" exec /proc/self/fd/3
[root@linux100 ~]# | mi

33 7. GNU C 2lo|=2{2| F o
Fig. 7. GNU C library dynamic linker $ORIGIN expansion
vulnerability.
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4-1 sudo

sudo(superuser do)= 574 AFHEA} B
|2 Ak 71 A E AN
ST YRS T R e
° 2 x5 o] 9Jri6]. B2 A7} visudo
717} fete/sudoers THL S DHA] HA SIS
H AFEAR= ‘sudo HH o) FE| 2 A 8Yste] root WIHS
o}, su &2 Ak ALER Al root?] WA =S A FHoF 5
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gtolB g o] o5 AlTgith

o] B4 e 2T E S| At G A

Wi 2l 2mo)] 7)Ao "
B AREAHEE )59
AR EE 3B AE- T, AREARe] 9= A
o] A|gk Fol| AREE AL Ut} REA o= A= 3 HA W
Holli= 27 27191, X 9%, ssh, @Y 53 & Q15 A~
o root AMEALY] H-E & T Atk F WA A= A,
ssh, fipe} &2 AH|AE o] &8l= AR} AR 555 RHE
A 37 55 vhes uf ARg-ge Al 1A ol = su, sudo
o} o] root Wk F50] 7153k HEdofof tisk ARgAF AR T
=37 EE S % v = 9l

=

AA5j0] glar 5 Al o)
FES 59, 59 Al o

7
K=
==

4-3 John The Ripper
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John The Ripper+= Solar Designer”} 7't -4
2~9)= 38 %= (password crack tool)Z Al ZFEAAIRE
Y2 Ald o]9lo| = Windows AlE, DOS, BeOS, OpenVMS
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5-1 sudo &

sudo(superuser do)= root A=) =F glo] Aut A&
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A% w9 9] visudol= HH
/etc/sudoers s g7 Ha ‘/\}élx}td H2ah I
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# visudo
posein ALL=ALL
yujoje  ALL=/usr/local/sbin/useradd, /usr/bin/passwd
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sudo”} root2] A3k Al
ok o828 A7) glom R FA|F|of it o
o] 44 F P hacker AHEAFE sudo HH ©
=9 =e] 919 glolie o5 &4 root= 2

o
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# visudo
hacker ALL=(ALL) NOPASSWD: ALL

% 88 9l A o

r

5-2 PAM &2

2 WEAY AR B5E U5 0
(telnet) A H] =5 posein & yuloje AFEAE 57151
Jetc/pam.d/remote °l] o}l 2] A7-S F71gk Fof 2

IUF) HZE) 27|V Eo|g(m
[hacker@www ~]% sudo su -
[root@www ~]#

12 8. sudo AR o
Fig. 8. Examples of sudo.
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root@www:/usr/local/src/john-1.8.0/run

TR BB 21V) EAS) EOEM =S

[root@www run]# ./john /etc/shadow 5]
Loaded 7 password hashes with 7 different salts (crypt, generic crypt(3) [?/64])
Press 'q' or Ctrl-C to abort, almost any other key for status

1234 (lin)

password (testuser)

1234 (joon)

38 9. John The Ripper AFE of
Fig. 9. Examples of John The Ripper.
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# vi /etc/pam.d./remote

auth  required  pam listfile.so item=user sense=allow
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# vi /etc/ssh_nologin
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yuloje
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