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[Abstract]

In this paper, results for an installation and operation of a GPS jammer localization system were analyzed. The jammer
localization system was developed by Korea Aerospace Research Institute and it consists of 4 Receiver Stations, a Central
Tracking Station, and a Monitoring Station. The system was installed at Incheon International Airport in November 2014; each
Receiver Stations were installed at rooftop of buildings apart from 4km, and the Central Tracking Station and a Monitoring
Station were installed at indoor. Results of the operation can be monitored through web-browser in real-time, Korea Aerospace
Research Institute and Incheon International Airport Corporation are continuously monitoring them. So far, there is no jamming
signal which affects GPS receivers around the airport, however, some abnormal signals were frequently received at Receiver

Stations. Therefore, the characteristics of those signals were also analyzed in this paper.
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Fig. 1. Composition of a GPS jammer localization system.

E 1. GPS HMufela
Table 1. Performance goal of a GPS jammer localization
system.

AxEH AlAg HS 2%

Goal
50 m (@10 km, 4 km x 4 km)

Performance Index

Localization Accuracy

Detecting Time <6s

Minimum Detectable Time JNR 0 dB

Detectable Signal Type CW, DSSS, Swept CW
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Table 2. Design parameters of receiver station.
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Table 4. Design parameters of central tracking station.

TDOA AOA RSSD FDOA Item Parameter Value
cw 0 0 Clock Speed 2.40 GHz
. CPU
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Swept CW O 0 Memory Size 32GB (4GB x8)
cw 0 0 0 Ethernet ; Broadcom 5716 (1333 Hz)
Movi DSSS o)
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Table 3. Design parameters of receiver station.

Item Parameters Value
Antenna # of Antenna Elements 5
RF Bandwidth >2 MHz
# of RF Channels 5
Quantization Bits 14 bits
RF F/E Module
Sampling Frequency 60.25 MHz
Channel Mismatch <2Deg.(10)
Gain >40dB
Protocol TCP/IP
Data Communication Data Size 1.2MB
Transmission Period 1s
CPU Clock Speed 600 MHz
MCU Clock Speed 20 MHz
Digital Module FS: 6025 MHz
FPGA Clock Speed 10: 15625 MHz
Max Data Rate 80 Mbps
Time Sync. bereen ) <10ns
receiver stations
Operating Temp. - -40~70C
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Table 5. Design parameters of monitoring station.

Item Parameter Value
Clock Speed 3.10 GHz
CPU
Cache 6 MB
Memory Size 4 GB DDR3 1600 MHz SDRAM
Ethernet - Dell Wireless 1703 (802.11 b/g/n)
Hard Disk - 1 TB SATA 3.0 Gb/s
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Fig. 2. Array antenna.
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Fig. 3. PCB of RF module.
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Fig. 4. PCB of a digital module. Fig. 6. Server of a central tracking station.
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Fig. 7. Monitoring station.
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Fig. 5. Rack with a thermo-hygrostat.
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Fig. 20. Measuring a direction of installed array antenna.
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Table 6. Measured value of a direction of installed array
antenna.
Angle for Control Tower (deg.)| Azimuth (deg.)

Receiver Station #1 105.5 -37.0
Receiver Station #2 176.0 -38.0
Receiver Station #3 20.0 -38.0
Receiver Station #4 55.0 -36.0
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. Result for installation of central tracking station.
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Fig. 22. Result for installation of monitoring station.
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Fig. 24. Number of accumulated samples for each
jamming index.
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Table 7. Definition of a jamming index.

Jamming Index Status
1 Safe (0 dB <JSR <10 dB)
2 Attention (Out-of-band, 10 dB <JSR <30 dB)
3 Caution (In-band, 10 dB <JSR < 30 dB)
4 Warning (Out-of-band, JSR > 30 dB)
5 Danger (In-band, JSR > 30 dB)

Number of Samples in 1-Sep-2015
40: ] 3 1500

10555 1660 1565 1570 1575 1580 1585 1590 1595
Frequency[MHz]

O 25. TS0 E 272 £5 HE 5
Fig. 25. Number of accumulated samples for frequency
and power of input signals.
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Fig. 28. Signal strength in case that abnormal signal was
received by one receiver station.
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