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ABSTRACT

With the advance of IT technology, contents from digital multimedia devices and softwares are widely used and distributed. However,
novice uses them for illegal purpose and hence there are needs for protecting contents and blocking illegal usage through multimedia
forensics. In this paper, we present a forensic technique for identifying digital imaging source using sensor pattern noise. First, the way to
acquire the sensor pattern noise which comes from the imperfection of photon detector against light is presented. Then, the way to
identify the similarity of digital imaging sources is explained after estimating the sensor pattern noises from the reference images and the
unknown image. For the performance analysis of the proposed technique, 10 devices including DSLR camera, compact camera, smartphone
and camcorder are tested and quantitatively analyzed. Based on the results, the proposed technique can achieve the 99.6% identification

accuracy.
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Fig. 1.

Image Acquisition Process in Digital Imaging Devices
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Fig. 2. Proposed Imaging Source Identification Process Using SPN
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Table 1. Imaging Device Lists for Performance Analysis

Brand Model Resolution
o Canon EOS 500D 4752 x 3168
::; Canon EOS 650D 5184 x 3456
o Nikon Coolpix S100 4608 x 2592
ZZ: Nikon D-90 4288 x 2848
ZZT Olympus E-420 3648 x 2736
0 Panasonic Lumix DMC-5Z1 4608 x 3456
Samsung Galaxy S3 2048 x 1536
Sony Alpha-380 4592 x 3056
) Sony Cybershot DSC-W90 2048 x 1536

Fig. 5. NCC When Reference and Unknown Images are
Acquired with Difference Devices Sony HDR-XR520 1600 x 1200

—

Lumix DMC-SZ1 \

Galaxy S3

Cybershot DSC-W90

Fig. 6. Test Image Samples from Each Imaging Device
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