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An Efficient Top—k Query Processing Algorithm over Encrypted
Outsourced-Data in the Cloud

Jong Wook Kim" - Young-Kyoon Suh™

ABSTRACT

Recently top—k query processing has been extremely important along with the explosion of data produced by a variety of applications.
Top-k queries return the best k results ordered by a user-provided monotone scoring function. As cloud computing service has been
getting more popular than ever, a hot attention has been paid to cloud-based data outsourcing in which clients’ data are stored and
managed by the cloud. The cloud-based data outsourcing, though, exposes a critical secuity concern of sensitive data, resulting in the
misuse of unauthorized users. Hence it is essential to encrypt sensitive data before outsourcing the data to the cloud. However, there has
been little attention to efficient top—k processing on the encrypted cloud data. In this paper we propose a novel top-k processing algorithm
that can efficiently process a large amount of encrypted data in the cloud. The main idea of the algorithm is to prune unpromising
intermediate results at the early phase without decrypting the encrypted data by leveraging an order-preserving encrypted technique.
Experiment results show that the proposed top-k processing algorithm significantly reduces the overhead of client systems from 10X to
10000X.
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Input: top-k query
SELECT select-list
FROM Rj, Ry, ... Ry
WHERE equi-join-condition(Ry, Ry, .... Rp)
ORDER BY f{(sy, 2, S3, ... sn)
STOP AFTER k

1: tuple_list <«
SELECT select-list,
S1, S2..., Sp,
sum(oy, 02... 0n) AS sum
FROM Ry Ry, ... Ra
WHERE equi-join-condition(R;, Ry, .... Rn)
ORDER BY sum(oy, 03,...,0n)
2: t <« getK-thTuple(tuple_list, k)
3 (V1, Vopeeereans ,Vn) < (t.sum, t.sum,...., t.sum)
4: Set_cand < @
5, for each t of tuple_list
6 if (toi<vi) AND (t.0z<v2) AND .. AND (t.0.<vn)

7 // do nothing
8 else
9: add t to Set_cand

10: send Set_cand to Client

Algorithm 1. Pseudo-Code for Computing the Point to be Used
for Selecting the Pruning Area
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Top-k Query in Section 3.1
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