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( Performance Analysis on The Reactive Repeater Jamming Techniques
Against an RCIED Using Mobile Devices )
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Abstract

Recently, terroristic threats using a radio controlled improvised explosive device (RCIED) that is remotely controlled and
exploded have been increased around the world. In order to prevent the explosion of an RCIED, jamming techniques that
interrupt an RCIED receiver can be used, so that the receiver can not demodulate the trigger code. Conventional jamming
technique is a type of active barrage jamming that always emits the noise jamming signal for all the frequency band.
However, it needs large power consumption and thus is limited in operation time for a vehicle. In order to overcome the
shortage of the active barrage jamming, reactive jamming technique has drawn attention. In reactive jamming, all the
frequency band is firstly scanned, and then if any trigger signal exists, one emits the jamming signal to the corresponding
frequency band. Therefore, the reactive jamming is superior to the active barrage jamming in terms of power efficiency.
However, a reactive jammer emits a jamming signal only after the trigger signal is intercepted, which means that the
jamming signal may be late for interrupting an RCIED receiver. In this sense, it is needed to evaluate a delay in an
RCIED receiver. To achieve this, we analyze the reaction time and present the simulation result for jamming performance
of reactive jamming against an RCIED using mobile devices.
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Fig. 8. Jamming performance according to disturbing frequency band in 3G(WCDMA) system.
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Fig. 11. Jamming performance according to disturbing duration in 4G(LTE) system. (a) 1 bit-64 bits (b) 128-1024 bits.
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