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A Security Assessment on the Designated PC service

Kyungroul Lee*, Kangbin Yim™*

Abstract

In this paper, we draw a security assessment by analyzing possible vulnerabilities of the
designated PC service which is supposed for strengthening security of current online identification
methods that provide various areas such as the online banking and a game and so on. There is a
difference between the designated PC service and online identification methods. Online identification
methods authenticate an user by the user's private information or the user's knowledge-based
information, though the designated PC service authenticates a hardware-based unique information of
the user's PC. For this reason, high task significance services employ with online identification
methods and the designated PC service for improving security multiply. Nevertheless, the security
assessment of the designated PC service has been absent and possible vulnerabilities of the
designated PC service are counterfeiter and falsification when the hardware-based unique-information
is extracted on the user's PC and sent an authentication server. Therefore, in this paper, we analyze

possible vulnerabilities of the designated PC service and draw the security assessment.
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Fig. 1. Example of CPU ID on the designated PC

CPU ]Caches 1 Mainboard ] Memory ] SPD ] Graphics i About ]
i~ Processor

Mame Intel Core 2 Guad - ':
Code Mame Yorkfield Ji mte : ‘
Package " Socket 775 LGA c |

Quad inside”

Technology 45 nm

Specification | Intel(R) Core(Th)2 Quad CPL GE200 @ 2.33GHz (ES)
Faimily B Mol 7 Stepping | 7
Ext. Family = Ext. Model 17 Revision | M
Instructions | b, SSE (1, 2,3, 35, 4.1), EMG4T
~Clacks (Core #0) | Cache
Core Speed | 23311 MHz L1 Data 32KBytes | B-way
T e | Liinst. | 32KBytes Bowvay
2048 KBytes | B-way

Level 2 |

Threads | 1

Selection |Processon 4 _J Cores | 1

" ersion 1531

Validate I

Fig. 2. Example of CPU ID on the attacker’s PC
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Fig. 3. Example of harddisk serial number on the

designated PC
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Fig. 4. Example of harddisk serial number on the
attacker’'s PC

7] T stegle] ARAGRE o] §3te] o] 8 PC X7 Al
2:9] 15 AAHAA AW E AFH = JRE GHS -5
W, HttpSendReqest 379 $7] 9 2lW 2 <Ay

=

ojg3lo] HEEE HlolEE gHsl W

St=dle] LRA B} EABR=A] BRI g9l
2Rk o g Fg slmgo] TFARI} =
o}, HttpSendRequest 35 g8 qlx|Lo] ¥
WA stedlo] IRABI} 25 AS s

2 AdE 28 el JERASITH

o i .
o £ %
ofo 2 i
o ob g2 Y
fr ¥ mo oft wo rir

ok
32
1

=

User ID

sswd=L1| User

2 bt
Sheaapiioniariatmmmed Dassword
3] ;%x;ga%e?;gzei User
- . - Mmia
| ?zgg?ss=332354di access
| Leoobedbieaiaans | information
| £2¢b92104tnac2=R) Ha_rdware
F_;_ﬁtmp__'mo, OFBDtpage | ynique
information

Fig. 5. Access information of the designated
PC when authentication
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Fig. 6. Access information of
attacker’s PC when authentication
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Fig. 7. Modification of hardware unique information for
bypassing designated PC service on the attacker’'s PC

XOR EAX,EAX

CPUID
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CPUID

MOU DWORD PTR $5:[EBP-41,EDX
MOU DWORD PTR $S:[EBP-81,EAX
POP EBX

ERX=B8018677 10677
[B816B71084)=00000000

Fig. 8. Extracting process of CPU ID
on the designated PC
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Fig. 9. Extracting process of harddisk serial
number on the designated PC

A7) B9 FE9HS EGZ CPU ololt)e} sh=r]2 A

FE AN A PCo} T L9 Sheslof e
H= @531% S o] g5}e] o] & PC AA AH| A 932
CPU ofot]o} st=rt]2=a Alejd |AHE 43t
10, 723 1191 ERAGIEH13]. o]sf 2L g o
T %Qi A7}, Lot A AR Q1Fo] o] FolA| =

n:

P
to |




A Security Assessment on the Designated PC service 65

Modify EAX =3
EAX A% 4H AL
Hexadecimal |10677 |0877 s [77
Signed  [67191 11655 s |119
Unsigned [67191 11655 & [119
Character |\x03 Iw
i
PTR SSiIEBP—41.EDX
HOU DWORD PTR 55:[EBP-81, EAX
POP EE::-.

ECX BBGBE4 2D

EDI @easoosd

Fig. 10. Modifying process of CPU ID for bypassing
designated PC service on the attacker’'s PC
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2719} o] o]f PC XA Mu|2ol|A dlAlHo] @0l 3=
flo THARE FEeE AR, AEoh AR WA s
FoFde mEdkaL ool Uid A4S A=siglen], 1 A3t 9/
Wz stedlo] IRAREE Q1Fo] 935 Ag FRIE

[1l. Conclusions

= 78] Eel EQlERIT ] FAE S Bekslalzt
ARk o]&- PC A4 AfH]2z~o] tial] Aujrgkon o]& PC k!
Az A A ThEe HORIE S stEde] R RE
T A, sk Ao EReglaL, Birek Mok gl dig
RS EEgro R Hekegel digh Alue| s w=E3I9l
1:} o —5}54101 meL@E Lool~ 5 Ak S/

o it 2

o
i r
)

(1]

REFERENCE
Su-Mi Lee, Jarmo Seung, “Domestic Electronic
Financial Status and Classification of Security

Threats”, Review of Korea Institute of Information
Security and Cryptology(KIISC), 21(7), pp. 53-61,
Nov. 2011

Kong Hoi Kim, Ji Min Ahn, Min Jae, Kim, and Yong
Sik Joo,
certificate password attack by performing SEED

“Security threats and countermeasures of

algorithm in GPU”, Review of Korea Institute of
Information Security and Cryptology(KIISC), 20(6),
pp.43-50, Dec. 2010

Yunyoung Lee, Soonhaeng Hur, Sangjoo Park,
Donghwi Shin, Dongho Won, and Seungjoo Kim,
“CipherSuite Setting Problem of SSL Protocol and
It's Solutions”, The KIPS Transactions: Part C,
15-C(5), pp.359-366, Oct. 2008

Chasung Lim, Wookey Lee, and Tae-Chang Jo, “An
Effective SSL

Man-in-the-Middle Proxy Attacks”, Journal of the

Protection Mechanism for

Korean Institute of Information Scientists and
Engineers(KIISE), (16)6, pp.693-697, Jun, 2010
Woo Hyun Ahn and Hyungsu Kim, “Attacking

OpenSSL  Shared Library Using Code Injection”,
Journal of the Korean Institute of Information
Scientists and Engineers(KIISE), 37(4), pp.226-238,
Aug. 2010

Byung-Tak Kang and Huy Kang Kim, “A study on
the vulnerability of OTP implementation by using
MITM attack and reverse engineering”’, Journal of
the Korea Institute of Information Security and
Cryptology(KIISC), 21(6), pp.83-99, Dec. 2011
Woochan Hong, Kwangwoo Lee, Seungjoo Kim, and
Dongho Won, “Vulnerabilities Analysis of the OTP
Implemented on a PC”, The KIPS Transactions: Part
C, 17-C(4), pp.361-370, Aug. 2010
Telecommunications Technology Association(TTA),
“Security Requirement for Virtual Keybord”,
TTAK.KO-12.0180, Dec. 2011

Kyungroul Lee, Hyeungjun Yeuk, Youngtae Choi,
Sitha Pho, and Kangbin Yim, “Security Vulnerability
Analysis of Touchpad on Image-Based Login
Method”, Proceedings of the Winter Conference on
Information(KSII),

Korean Society for Internet

pp.171-175, Dec. 2010



66

Journal of The Korea Society of Computer and Information

[10]

Wan-soo Kim, Kyung-roul Lee, Pho Sitha, and
Kangbin Yim, “Analysis on Ivasion of Privacy
using Display Device Vulnerability”, Proceedings
of the Winter Conference on Korean Society for
Internet Information(KSI), 11(2), pp.81-82, Oct.
2010

Neowiz games corporaion, “Internet connection
blocking method through a fixed PC service using
an IP address and hardware information”, GO6F
21/20, Nov. 2011

Kangwon Lee, Kyungroul Lee, Jaecheon Byun,
Sunghoon Lee, Hyobeom Ahn, and Kangbin Yim,
“Extraction of Platform—unique Information as an
Identifie”, Journal of Wireless Mobile Networks,
Ubiquitous Computing and Dependable
ApplicationJoWUA), 3(4), pp.85-99, Dec. 2012
Kyungroul Lee, Hyeungjun Yeuk, Habin Yim, and
“Security Assessment of the

Kangbin  Yim,

Designated PC Solution”, Proceedings of the
Spring Conference on Korean Institute of Smart
Media(KISM), Apr. 2015

Jonghoi Kim, Jinyoung Lee, and Seong-Je Cho, “A
New Malware Propagation Technique based on the
Send Function Hooking and Its Countermeasure”,
Korean Institute of Information
Scientists and  Engineers(KIISE):
theory, 38(4), pp. 178-185, Aug. 2011

Kangwon Lee,

Journal  of
System and
Kyungroul Lee, Jaecheon Byun,
Sunghoon Lee, Hyobeom Ahn, and Kangbin Yim,
“Extraction of Platform-unique Information as an
Identifie”, Journal of Wireless Mobile Networks,
Ubiquitous Computing and Dependable
ApplicationJoWUA), 3(4), pp.85-99, Dec. 2012
Hyeungjun Yeuk, Kyungroul Lee, Habin Yim, and
Kangbin Yim, “An Analysis of the Vulnerability of
the Designated PC solution”, Proceedings of the
Spring Conference on Korean Institute of Smart
Media(KISM), Apr. 2015

Authors

Kyungroul Lee received the B.S., M.S.
Ph.D. Dept. of

Information Security Engineering from

and degrees in

o Soonchunhyang University, Asan,
‘ Korea, in 2008, 2010 and 2015,
respectively.

Dr. Lee is currently a post-doc. researcher in

Soonchunhyang University. He is interested in

vulnerability analysis, system security, hardware
security, platform security, user authentication, and
device authentication. Related to these topics, he has

worked on more than twenty research projects and

published more than sixty research papers.

Kangbin Yim received his B.S., M.S.,
Ph.D.
Electronics

and degrees in Dept. of

Engineering from Ajou
University, Suwon, Korea in 1992, 1994
and 2001,

currently a full professor in the
Department of Information Security Engineering,

respectively. Dr. Yim is

Soonchunhyang University. He has served as an
executive board member of Korea Institute of Information
Security and Cryptology, Korean Society for Internet
Information and The Institute of Electronics Engineers of
Korea. He also has served as a committee chair of the
international conferences and workshops and the guest
editor of the journals such as JIT, MIS, JCPS, JISIS and
JoWUA. His research

assessment, code obfuscation, malware analysis, leakage

interests include vulnerability

prevention, secure platform architecture and mobile
security. Related to these topics, he has worked on more
than sixtyty research projects and published more than a
hundred research papers.



