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Implementation of A Mobile Application for Spam SMS Filtering

Using Set-Based POI Search Algorithm

Hye-yeong Ahn*, Wan-zee Cho**, Jong-woo Lee***

Abstract

By the growing of SMS phishing victims, applications for processing spam messages are being
released in succession. However most spam messages that cleverly modified the content like
separating the consonants and vowels are fail to be filtered. In this paper, we implemented an
application ‘AntiSpam’ which is able to identify spam strings in the text message to solve this
problem. ‘AntiSpam’ searches spam strings in the text message by using set-based POI search
algorithm, and then calculate the possibility of whether it is spam or not in accordance with the
search results. In addition, it catches skillfully disguised spam messages in order to avoid missing
the spam filtering. Users, who received a message, can check the result in spam message possibility

decision result and the contents of the message and they can choose how to handling the message.
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(Figure 1) KT Spam Block Application
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(Figure 2) Modified mobile spam text message
examples

2 ol A Aekehs 29 e o Z el Aol
g sge FoEel FAE EAd EAd
sq EAGT} vmste] 23 WAAE BHstE

S 288 A8 HAK &E 24t & 28 817

dlEeAel oty AvtEE W EAshs 272
29 A delguo] e gle EAdY
Fad ZAe] 2Ad T AHe #ALol
= A AR AR A wiAel H=
=Age] gud s@em  wAska v
wAd e ek Qg awa 29 wAd
ZhE A el whEh s ol B A el A
A 29 FAdSs f$eeR HolFEh
AR oAdE EdR w4 HMAAE
gdsta dold AAA AAE ADA
A AREAZE soletal FASAL Al
Aol Adwest gle Ae A" dT
gEs F1E = ddh (A" 32 2

fEel Aol el 48 555 Hola Utk

Spam SMS Sender

a. send
spam d. block
message spam message

[ ] b. Notify spam or not
. ¢ Handle spam message

[T | (register spam strings
or phone number)

App User
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weight criteria
String is used frequently in
1 general message more than
spam message.
String is used frequently in
2 spam message more than
general message.
String is only used to spam
3 message or user registered
spam string.

<Table 1> String’s spam score selection

criteria
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<Table 2> Examples of spam string score
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(Figure 4) Spam string inspection process
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(Figure 6) AntiSpam On/Off set up screen
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Setting tab screen
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