Impossible Differential Cryptanalysis on
Lai-Massey Scheme

The Lai-Massey scheme, proposed by Vaudenay, is a
modified structure in the International Data Encryption
Algorithm cipher. A family of block ciphers, named
FOX, were built on the Lai-Massey scheme. Impossible
differential cryptanalysis is a powerful technique used to
recover the secret key of block ciphers. This paper studies
the impossible differential cryptanalysis of the Lai-Massey
scheme with affine orthomorphism for the first time.
Firstly, we prove that there always exist 4-round
impossible differentials of a Lai-Massey cipher having a
bijective F-function. Such 4-round impossible differentials
can be used to help find 4-round impossible differentials of
FOX64 and FOX128. Moreover, we give some sufficient
conditions to characterize the existence of 5-, 6- , and 7-
round impossible differentials of Lai-Massey ciphers
having a substitution-permutation (SP) F-function, and
we observe that if Lai-Massey ciphers having an SP F-
function use the same diffusion layer and orthomorphism
as a FOX64, then there are indeed 5- and 6-round
impossible differentials. These results indicate that both
the diffusion layer and orthomorphism should be chosen
carefully so as to make the Lai-Massey cipher secure
against impossible differential cryptanalysis.
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1. Introduction

1. Background

Nowadays, the most powerful known attacks on block
ciphers are differential cryptanalysis [1] and linear
cryptanalysis [2]. These attacks have been efficiently applied to
many known ciphers. Therefore, many block cipher structures
with a provable security against differential cryptanalysis and
linear cryptanalysis have been studied [3]-[8]. However, a
provable security against differential cryptanalysis and linear
cryptanalysis is not enough to prove the security of block
ciphers, because other different cryptanalyses may be applied
in the future. For instance, the 3-round Feistel structure, whose
round functions are bijective, has a provable security against
differential cryptanalysis and linear cryptanalysis [9], but there
exists a 5-round impossible differential characteristic, which
means that impossible differential cryptanalysis [10] may be
much more powerful than differential cryptanalysis and linear
cryptanalysis. Thus, it is necessary to evaluate the ability of
each block cipher to resist also impossible differential
cryptanalysis.

Impossible differential cryptanalysis, proposed by Biham
and Knudsen, is one of the most popular cryptanalytic tools for
use against block ciphers. The main idea behind impossible
differential cryptanalysis is to use an impossible differential that
shows that a particular differential characteristic can not occur
for the correct key, which means that if these differential
characteristics are satisfied under the tested key, then it cannot
be the correct one. Moreover, impossible differential
cryptanalysis has shown its superiority over differential
cryptanalysis in many block ciphers, such as International Data
Encryption Algorithm (IDEA) [11], Skipjack [12], AES [13],
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FOX family [14], and so on.

Obtaining the longest impossible differential is the key step
of impossible differential cryptanalysis, and several methods
have made use of the miss-in-the-middle method to do just that.
Another method used to obtain the longest impossible
differential is the u-method [15] proposed by Kim and others.
Although the u-method can be used, in general, to find
impossible differentials of various block ciphers, information
relating to block ciphers is often lost in the process and hence
some longer impossible differentials cannot be found by this
method. Luo and others extended the idea of the u-method and
proposed a more general method; namely, the UID-method
[16]. The UID-method removes some limitations of the u-
method and hamesses more inconsistent conditions to evaluate
impossible differentials. Wu and others [17] introduced a novel
tool to search impossible differentials for word-oriented block
ciphers with bijective S-boxes. This tool generalizes both the u-
method and the UID-method. However, those methods are so
general that some information is often lost during calculating
the impossible differentials. Hence, once again, some longer
impossible differentials cannot be found by using those
methods.

In this paper, we mainly focus on impossible differential
cryptanalysis of the Lai-Massey cipher (The block ciphers are
defined by iterating the Lai-Massey scheme [18]) with affine
orthomorphism. The Lai-Massey scheme was originally
derived from the IDEA [19] cipher. In 2004, instancing the Lai-
Massey scheme’s F-function with an SPS structure and
orthomorphism [20] as or(x,y)=(y,x@® y), Junod and
Vaudenay designed the FOX [21] family of block ciphers, also
named “IDEA NXT.” Thus far, existing analysis results
indicate that the FOX family of ciphers is secure enough from
such attacks as differential cryptanalysis [14]-{22], integral
attacks [23], fault attacks [24], and so on [21]. Moreover, Yun
and others introduced the notion of a quasi-Feistel network [25],
which is a generalization of the Feistel network and contains
the Lai-Massey scheme as an instance. They proved that the
Lai-Massey scheme and Feistel structure have the same
pseudorandom properties [26] and decorrelation property [27];
however, they didn’t precisely present the ability of the Lai-
Massey cipher to resist linear and differential cryptanalysis;
integral attacks; statistical attacks; slide and related-key attacks;
and so on. This paper firstly evaluates the Lai-Massey cipher’s
ability to resist impossible differential cryptanalysis. By
carefully analyzing the properties of the linear transformations,
we found that the existence of impossible differentials in a Lai-
Massey cipher is not only related to the diffusion layer of the
F-function but also strongly related to the orthomorphism.
Compared with the Feistel cipher [28], our results indicate that
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Lai-Massey cipher is much more powerful to resist impossible
differential cryptanalysis.

2. Contribution and Outline

The contribution of this paper presents the original
evaluation on the impossible differentials of Lai-Massey
ciphers for the first time. Firstly, we prove that 4-round
impossible differential always exist if the F-function is bijective.
Secondly, we give some sufficient conditions to characterize
the existence of 5-, 6-, and 7-round impossible differentials of
Lai-Massey ciphers having a substitution-permutation (SP) F-
function and observe that if the Lai-Massey ciphers having an
SP F-function use the same diffusion layer and orthomorphism
as a FOX64, then there are indeed 5- and 6-round impossible
differentials.

This paper is organized as follows. In Section II, we will
describe the Lai-Massey scheme along with some
preliminaries. The existence of the impossible differentials of
the Lai-Massey cipher having either an SP or an SPS F-
function will be discussed in Section III. Section IV concludes
this paper.

II. Preliminaries

1. Lai-Massey Scheme

Definition 1 [18]. Let (G, +) be a group. If ¢:G — G and
x > o(x)—x are both permutations,
orthomorphism on G.

Definition 2 [18]. Let (G, +) be a group. Given r F-functions,
fis .-+ f., and an orthomorphism on G, o; we can define an

then o is an

r-round Lai-Massey cipher that is a permutation on G* and that
is denoted as

LM (/15 -5 [.)(X05 )
=LM /5, ..o [ o (xg + f1(X = Vo)), Vo + 11 (%0 = ¥p)]-

Its round functions are defined as
(‘xi+l’yi+l) = (O-(xi +fi(xi _yi))s it f;(xl —y,»))»

where (x,,,,,,,) € GxG denotes the output of the ith round
of the Lai-Massey cipher.

In this paper, let group G = {0, 1}". We define the group
operation + as the bit-wise exclusive OR @. Then, the round
function can be rewritten as

(X115 Y1) = (0lx, @ fi(x; Dy, D), ¥, @ fi(x, © p,)).

In particular, to ensure the similarity of encryption and
decryption of the Lai-Massey cipher, the o in the last round is
always omitted.
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2. Description of FOX

FOX is a family of block ciphers designed by Junod and
Vaudenay in 2004, which is the result of a joint project with the
company MediaCrypt AG in Switzerland. FOX adopts a
modified structure of the Lai-Massey Scheme, which can be
proven to have sound pseudorandom properties in the Luby-
Rackoff paradigm, as well as having decorrelation in hesitance
properties. FOX has two versions, both have a variable number
of rounds, the exact number of which being dependent upon
key sizes. The first one, FOX64/k/r, has a 64-bit block size
with a variable key length — a multiple of 8 and up to 256 bits.
The second, FOX128/k/r, uses a 128-bit block size with
variable key length and round number. The original FOX
design suggests these two ciphers should be iterated for 16
rounds. The round function of FOX uses a substitution-
permutation-substitution (SPS) structure with three layers of
sub-key addition. The key schedule of FOX is very complex as
it uses the round function as a compress function to generate
sub-keys from the master key. Here, we give only a brief
description of the F-function, £, of FOX64, for further details
we refer you to [21].

The round function, f, comprises three main parts: a
substitution part, denoted sigma4; a diffusion part, denoted
mud; and a round key addition part. Let £ {0, 1}*> x {0, 1}*
—{0, 1}, for a 32-bit input xe {0, 1}** and a 64-bit round key
k= k|| k1, we have

f(x, k) = sigmad(mud(sigmad(x D k,)) D k) Dk,.

The substitution transformation sigma4: {0, 1}** —{0, 1}*
comprises four parallel applications of a nonlinear bijective
S-box for different input bytes. The linear permutation
transformation mud: [GF(256)]' — [GF(256)]" considers an
input (xo, X1, X, X3) as a column vector (xo, X1, Xa, x3)T over
[GF(256)]' and multiplies it with a maximum distance
separable (MDS) matrix to output a column vector of the same
size. The branch number of the MDS matrix is five. The MDS
matrix is defined as follows:

>

N — & N

1 a
1 1
Z 1
a 1

where Z=0a'®1 and o« is a root of the irreducible
polynomial m(x)=x'@x' ®x° DX’ Dx* ®x’ ®1 over
GF(2).

Moreover, the o transformation used in FOX64 is the linear
orthomorphism or(a, b) =(b, a ®b), which satisfies the
following properties.

Property 1 [21]. The orthomorphsim or(x, y) = (y, x® y)
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and its inverse transformation io(x, y) =(x@® y, x) have the
following properties:

= or’(x, y) =io(x, y), i0*(x, y)=or(x, y).

= io(x, y)®or(x, y)®(x, y)=(0, 0).

= or(x, y)=(x, y) ifandonly if (x, y)=1(0, 0).

= or’(x, ) =(x, ).

3. Notation and Definitions

Throughout this paper, we use the following notations:
= GF{(q) denotes a Galois field with g elements.
= #T denotes a cardinal number of the set 7.

» fog orfgdenotes a composite function of fand g.
* 4, denotes the element in the ith row and jth column of

matrix 4.
= Af{AX) denotes the output difference of the input difference,

AX, for the F-function f.
= AS(AX) denotes the output difference of the input difference
AX for the nonlinear transform layer S.

In this section, we give the definition and properties of the y-
function and then give the definition of the Hamming weight.
Definition 3 (y-function). For m> 1, leto: GF (2" )—>GF(2),
2 :(GF2")" —>(GF(2))", and g, :(GF(2"))" — GF(2),
for 1 <i < n, then define

0 ifx=0,
o(x) = .
1 ifx=0,

2(x, .., x,)=0(x),...,0(x,),

and

xi(x, ., x)=0(x).

Therefore, for X € (GF(2"))", ,(X)=1 means that there

is some non-zero value at the ith position. Let e, € (GF(2"))"

be a vector such that y,(e,)=E,, where E, €(GF(2))" is

a vector whose ith component is one, while other [e= 0 (j # i)]

components are zero. The y-function adheres to the following

properties outlined in Property 2:

Property 2 [28].

A. For any difference AX € (GF(2"))",
2(AS(AX)) = 2(AX).

B. LetP=(p,, ..., p,), where p; is the ith column vector of
diffusion layer P, then if AX= e;, we have

x(PoAS(e)) = x(P(e)) = x(p,) -

C Let X=(x,...,x,), Y=, D)
x=0,then 7, (X®Y)=)=5(,).
Definition 4 [28]. Let X =(x,, ..., x,) € (GF(2"))", then

we  have

1<i<n if
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define the number of nonzero components in X by w(X) =
#li|x, #0,1<i<n}.

In this paper, we only consider the Lai-Massey scheme with
affine orthomorphism o:{0,1}" - {0,1}", let 1=0c®/
(I denotes the identical transformation), then o7z =70, and
we can list the properties of oand 7 as follows:

Property 3.

(1) (Gz@l)rilzf; (2) (2'2®I)071:o';

G) (c'@®Nr'o=I;, @) F®c®I® =0.

Proof. We only prove (3); the proof of the others is a trivial
exercise. Due to the fact that o' is also an affine
orthomorphism [20]and7 = @ I, wehave (o '®1)r 'o=
c'(c®Nrloc=1 [ |

III. Impossible Differentials Analysis of the Iterative
Lai-Massey Scheme

By comprehensively analyzing the properties of the diffusion
layer and the o transformation on the Lai-Massey ciphers,
some sufficient conditions will be presented that characterize
the existence of 4-round impossible differentials of a Lai-
Massey cipher having a bijective F-function and that
characterize the existence of 5-, 6-, and 7-round impossible
differentials of a Lai-Massey cipher having an SP F-function.
Let A; (=1, 2, ..., r) denote the input difference of the ith
round. Using the miss-in-the-middle technique, we try to find
the impossible differential of a Lai-Massey cipher and obtain
several results as follows.

1. Analysis on 4-Round Lai-Massey Cipher Having a
Bijective F-function

Proposition 1. Let the F-function of a Lai-Massey cipher
be bijective, then (r '(a), 7' (a)) » (67 (), o(a)) is a
4-round impossible differential of the cipher, where o #0 .

Proof. As described in Fig. 1, from the encryption direction,
if A=("(a), t (@), then A,=(or'(a), t'(a))
A= (T (@)@o(h), T (@)D P),
and S =Af,(a) are the input
difference and output difference of f,, respectively. Moreover,

and where

or'(@)®@r'(a)=«a

due to the fact that the F-function is bijective and «is nonzero,
we have S # 0. By Property 3, we know that

gt (@)®c(P®r(a)D
=@ ()®r(B)
=1(a)®7(p),
which is the input difference of the third F-function, f;.
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Fig. 1. Impossible differential of 4-round Lai-Massey cipher
having a bijective round function.

From the decryption direction, if the output difference of the
fourth round is (0’ (a), o(a)), then A, =(o(a), o(@)),
and the input difference of £ is a ® o(«) = () . Therefore,
by f#0, 7(a)®7(f)=17(a) is a contradiction. Hence,
("' (), () » (67 (a), o(a)) is a 4-round impossible
differential. |

From Proposition 1, we can obtain a new kind of impossible
differential of a 4-round FOX cipher as the following corollary.
Corollary 1. Let or(x, y)=(y, x® y), then we have the
following:

«If a € {0, 11>\ {0}, then (a, @) + (or(cx), c) isa4-round
impossible differential of FOX64.

«If aef{0, 1> \{0} and £ {0, 1}, then (a, @, B, B) 5
(or(a), at, or(P), ) is a 4-round impossible differential
of FOX128.

In [14], Wu proved that (0a0Oa, 0a0a) - (bcbd, bebd) is
a 4-round impossible differential of FOX64, where each a, b, c,
and d denote one byte, and a # 0. In addition, they presented
a chosen plaintexts impossible differential cryptanalysis of the
FOX64. In Corollary 1, the only requirement is that « # 0,
which implies that perhaps we can present a distinct known
plaintexts attack on FOX, which is a more realistic model.
Moreover, for a Feistel scheme, if the F-function is bijective,
then it will have a S-round impossible differential. In
Proposition 1, we know that the Lai-Massey scheme only has a
4-round impossible differential if the F-function is bijective.

2. Analysis on 5-Round Lai-Massey Cipher Having an SP
Round Function

From now on, let o, and 73, denote the corresponding
matrix of the linear transformation oandz, respectively.
Proposition 2. Let ¢=P 'c'P, p=P'(t®c"), for
1 <I<n.Ifthere exists 1 < j #i<n suchthat y,(z(e,)) =0
and cither 7,(4(e)) =0, 7,(p(e)=1 or z,(#(e))=1,
2,(pe))=0, then (e,e)+ (t7'0’(e), 7'o(e)) is a
5-round impossible differential of the Lai-Massey cipher
having an SP structure.
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Fig. 2. Impossible differential of 5-round Lai-Massey cipher having an SP round function.

Proof. As described in Fig. 2, if the input difference is (e;, ¢;),
then the input difference of f; will be o(e,) @ e, =7(e,). Let
S =PAS(z(e;)) denote the output difference of f5, then A, =
(6%(e)® (), e, ® ), and the input difference of £; is

o’ (e)Do(f)De ®B=1(r(e,)Dp).

Then, A, =(z"'o(e,), 7'c(e,)), and the input difference of
fa is t'(e)®r'o(e)=1"(c®I)(e)=¢. Let
y =PAS(e;) denote the output difference of f;, then
A, =" (e)®Dy, v 'o(e)®@y), from which we know that
the input difference of £; is
o T (e) Do (@7 '(e) Dy
=" @) (o D).
Thus, the following equation holds:

7(2(e)® f) = (o7 ®I)(e)® (o' @ I)(y); namely,
TPAS(z(e))= (c'® I)PAS(e)® (P®c'® I)(e),

which implies that AS(z(e,)) = ¢gAS(e,) ® g(e,),

where =P 't (’®0c ' ®)=P'(t®c"') and ¢=
P't'(c'®I)P=P'c'P.  Moreover, we  have
X(AS(z(e))) = x(#AS(e,) © p(e,)).

From Property 2, we know y(AS(z(e))) = x(z(e)). If
there exists 1< j#i<n such that either y,(d(e)) =0,
2,(@e) =1 or 7,(@(e)) =1, 1,(p(e))=0, then we have
X (#AS(e,) @ p(e;))=1. Meanwhile, if y,,,(z(e))=0, then
this is a contradiction. Thus, (e, ¢))(z"'c’(e), t”'o(e)) is
a 5-round impossible differential. |

The following example implies that if the Lai-Massey
ciphers having an SP structure use the same o function and
diffusion layer P as FOX64, then they will have a 5-round
impossible differential.

Example 1. By the definition and property of the
orthomorphism or in FOX64, we have

1036 Rui Guo and Chenhui Jin

0010 1010
or—OOOl 10_0101
M~1I1 010/ M~I1000|

0101 0100

111« acde
|1 Z a1 1 _|ad e c
P_Zall’P_aecd’

al Z 1 baaa

where Z=a"'®1, and a, b, ¢, and d are four distinct
nonzero elements in GF(2°).

From Proposition 2, here ¢=P'or,, (io,, ®1)P=P 'io,, P,
=P "or, (or, ®io,, ®I)=0,and

acdel1010)1 11«
P_ll.OP_adec 01011 Z a1
M5 Tlaecd||1000|Z all
baaal)l0l100)lal Z1
acdel\l®Z 1®a 0 1D«
ladec||l1®a 1®Z Zda 0
“la e cd 1 1 1 a
baaa 1 Z a 1
% % % *
% % % *
EE] * * |
** g(l®Z) *

So,  x,(7(e;))= 0, Z:(9(e))=a(1® Z)#0, and
Z.(p(ey)) = 0. Thus, (e;, ;) (e, io(ey)) is a S-round
impossible differential.

3. Analysis on 6-Round Lai-Massey Scheme Having an SP
Round Function

Proposition 3. For 1<i<n,let
Q, =1{k|l(z,, )k,i =0, (7, OP)k,i # 0]
vi(zy, )k,i #0, (7, oP)k,i =0]},

A, :{k|¢k,i =0}, T, :{k|¢k,i # 0}, m =#(Q, nAi)7
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Fig. 3. Impossible differential of 6-round Lai-Massey cipher
having an SP round function.

and n, =#I',, where ¢=P (7,0, ®o,) and ¢=
P (o, @7, )P. If n, > my, then (z7'(e), 77'(e)) »
(6’(e,), o(e)) is a 6-round impossible differential of a Lai-
Massey cipher having an SP structure.

Proof. As described in Fig. 3 and similar to Proposition 2,
when A, =(z"'(¢), 7'(e)), we conclude that the input
difference of f; is

o't (e)® GzPAS(e,.) @ o PAS[z(e,) ® tPAS(¢;)]
®PAS[7(e,)®7TPAS(e)]|® 7' (e,)® PAS(e,)
=0(e)® T’ [PAS(e)®e,]
@ tPAS[7(e) D TPAS(e,)].

From the decryption direction, if the output difference of the
sixth round is (6 (¢,), o(e,)), then A, =(z"'(e,)® PAS(e,),
t"'o(e,)® PAS(e,)). Therefore, the input difference of f; is

ot 'o(e)®c'PAS(e,)® 1 'o(e,)® PAS(e,)
=07 @t 'o(e,)® (0 ®I)PAS(e,)
="' ®I)(e)®(c ' ®I)PAS(e)).
Thus, the following equation holds:
o(e)® 1’ [PAS(e,) D e, |® r PAS[z(e,) ® T PAS(e,)]
=(c"'®I)(e)®(c ' ®I)PAS(e).
Accordingly,
TPAS[z(e,) ® tPAS(e;)]
=(0"'®I®c®)e)® (o' ®ID’)PAS(e)).
Thus, we obtain
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AS[z(e)®7PAS(e)]® P ' (r o ®o)(e)
=P ' (o7 ®@1)PAS(e)).
For 1<i<n and a linear transformation P, let
Q, =ik |[(z));; =0, (z), o P),, #0]
V(@) # 0, (zy, 2 P),; =01},

A,‘ = {k|¢k1 =0}, I = {k | Gri * 0, n :#(Q[ ﬂA[),

n,=#T,, ¢=P'(z,) 0, ®0,),

and

p=P'(c, ®1,,)P.
Assume that there exist k,..,k, €Q;(1A,. Since
k...k, €A, for any k(1<j<n), we have

2, (P (o ®0)(e)) = 7, (#(¢)) =0, by Property 2-A,
thén |
X, (AS[z(e,)®7PAS(e)]® P '(r 'o' ®0o)(e))

=X (AS(z(e,) ®TPAS(e)))

= ;(k; (z(e;) @t PAS(e)).
Moreover, due to £k, ... ,kn] €Q,, for any k,(1<j<n),
there are
X, (z(e,)) D PAS(e,))
~ {;{,ﬂ ((zy )y, (e)) =1 if (7)), #0 and (7o P), =0,

X, ((zy, 0 P)k/’iAS(el.)) =1 if () ° P)’w‘ #0 and T = 0.

For 1< j <n,, we have X, (r(e,) ®TPAS(e;)) =1, which
means that w(y(z(e,) ® 7PAS(e;))) 2 n;, so

w(x(AS[z(e,)®7PAS(e)]® P '(r'c”' ®o)(e)) > n,.

On the other hand, assume that there exist some
k, ...k, €T, byProperty 2-B, then
w(y (P (o™ ®@7)PAS(e))))
=w(x(P (o7 ®1)P(e)))
=w(P ' (c”' ®1)P(e)

=n,.

Hence, if n; > my, then (z7'(e)), 7' (e,)) - (o7 (e,), o(e,))
is a 6-round impossible differential. |

The following example implies that if the Lai-Massey
ciphers having an SP structure use the same o function and
diffusion layer as FOX64, then they will have 6-round
impossible differentials.

Example 2. Similar to Example 1, by the definition and
property of the orthomorphism or in FOX64, we have
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¢=P"'(io, or, ®io,)=P 'or,, and p=P ' (or, ®io, )P=0;
hence, n,= 0. Moreover, we have

1®Z 1@a 0 1

o po|1€a 107 Z®a
o= 1 1

1 VA a

a

—Q o®

dea®d cDe
ec a®e cdd
cd a®c ddDe |’
aaa®b 0

We have (io,),,=0, (io,P),,=1, and ¢, , =
(Pory),, =0, that Thus,

(or(e,),or(e,)) - (io(e,), or(e,)) is a 6-round impossible
differential.

and P lor, =

which  implies n 1.

4. Analysis on 7-Round Lai-Massey Scheme Having an SP
Round Function

Proposition 4. For 1<i, j,k<n, let Q, ={k|(o,7,),, =
0; (c,,7,,P),, =0}, A=P'7,J0,,(0,; DO, Do, DO})),
and B=P 7,0, (0, ®I®0c;,)P. If Q,#0 and there
such that {a,, b} =1{0, 0} and
7. (P oPAS[z(e)®7PAS(e)])=1, then (z"(e),7"(e))+

(6?(e),o(e)) is a 7-round impossible differential of the Lai-

exist any ke,

nxn?

Massey cipher having an SP structure, where 4= (q, ;)
B=(,)
and B, respectively.

Proof. As described in Fig. 4, from the encryption direction, if
A, =(t"'(¢), 7"'(¢)), thenthe inputdifference of f; is

and a; and b; denote the ith column vectors of 4

nxn?

o't (e)® o (PAS(e)) @7 (e,) ® PAS(e,))
=17(e, ® PAS(e,)).
Let A = PAS[z(e,) ® 7 PAS (e;)] denote the output difference
of f3. Accordingly, the input difference of f; is
o't (e)® ' PAS(e,) D oA ® 1 ® 1 (e,) ® PAS(e,)
=0(e,) DT’ [PAS(e,) D e, | D 7.

From the decryption direction, if the output difference of the
seventh round is (o’ (e,), o(e,)), then A,=(z"'(e,)®PAS(e),
t"'o(e,)® PAS(e,)). We denote the output difference of f; as
B =PAS[c't(e, ® PAS(e,))]- From Property 3, the input
difference of /4 is
o[t (e)®'PAS(e))® B1® fD 1 'o(e,)® PAS(e)

=07t ®r'o)e)® (T DIPAS(e)® (' @B
=67 ®c'®I)(e)D(c®IPAS(e)D (' ®p.
Thus, the following equation holds:
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(o @0 '®I)(e)®(c *®NPAS(e)®(c @D

A Y A
(&) (e)
> < >
[0 o(e)do ' PAS(e)®f] 4
'S 4 (i] SO o(e)®PAS(e;)
Q >0 > e
‘g
L [" PoS
Ol e >
‘{;AS[ (e ®PAS( ))ﬂ‘
o = o 1(ef e;
v Po§ b4 Lgo—]
e D A
PAS(e) > Pe
|::;:| Ne)BPAS(e) T ole)PHAS(e)
Y PoS
> P
Pt (e)DoPAS(e)Y 7 \(e)EPAS(e) P »D
ek PAS(e)) A
) 4 ¥ o.:l
NJ=PAS[z ()@t PAS(e)]” ot »De o)
o
!
o (e)®[PAS(e,)®e; D (NPA AN
. A
o
+1 '6%(e) ' ole)

Fig. 4. Impossible differential of 7-round Lai-Massey cipher
having an SP round function.

o(e)® 7’ [PAS(e)De DA
=07 ®c ' ®DI)e)D(c > ®I)PAS(e,)® (0™ @ 1),
which means that
A® (' DN
=07 @0 ' ®I®c®r)(e)®(c®ID)PAS(e)
=07 @0 ®c®5)e)® (6 ®ID’)PAS(e)
and
tPAS[7(e,)® tPAS(e,)]® o 't PAS[c'7(e, ® PAS(e)))]
=07 @0 @@’ )e)D(c > DI®G")PAS(e)).

For 1<i,j,k <n and linear transformation P, let

Q, ={k|(oy 7)) =0; (0,7, P),, =0},
A=P'r)0, (0, @0, Do, ®o;),
and B=P'r,)0,(0,, ®I®0c;,)P. If Q,#0 and there
existany k €€, suchthat {q,, b} =10,0}, then we have
2 (AS[o' (e, ® PAS(e)])
= y,(A(e,)® BAS(e,) ® P"'aPAS[7(e,) ®TPAS(e,)])
= 7, (P'oPAS[z(e,) ® T PAS(e,)]).

Here,
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7. (AS[o"'z(e, ® PAS(e,))])
= 7, (c't(e, ® PAS(e,)))

= O’
which contradicts y, (P 'oPAS[z(e,)@®7PAS(¢)]) =1.
Therefore, the above proposition holds. |

Toy Example. Let the o function be an or transformation
used in FOX64 and choose a diffusion layer P as follows:

0101 1100
(1101 s _|1011
P=loo1 ol =loo10f
0011 0011
Here, or,, @ or, ®or,, @or, =(or,, ®1@or;,)=0; thus,

A= B=0. Moreover, we have

011 1 0010
. 1110 0011
oy P=1o101p oP=lo111]|

1101 1110
and
0001
L1011
PorMP—O111
1001

We have (or,,),,=0, (or,,P),;=0, and {q,,, b,}=1{0, 0}.
(104)4y =0, (i0y, P),, =1, (Pilorp)m =1,
(P’lorP)L1 =0, (P’lorP)L2 =0, (P’lorP)L3 =0,
from which y, (P 'orPAS[io(e,) ®ioPAS(e,)]) =1. Thus,

(or(e), or(e)) -+ (io(e,), or(e)) is a 7-round impossible

Moreover,

and

differential of this special Lai-Massey cipher having an SP
structure.

IV. Conclusion

In this paper, we presented an impossible differential
cryptanalysis on Lai-Massey ciphers. By comprehensively

analyzing the properties of the diffusion layer and the o

function on the Lai-Massey ciphers, we gave some sufficient
conditions that characterized the existence of 4-round
impossible differentials of Lai-Massey cipher having a
bijective F-function and 5-, 6-, 7-round impossible differentials
of Lai-Massey ciphers having an SP F-function. These results
indicate that both the diffusion layer and the o function should
be chosen carefully so as to make the Lai-Massey cipher secure
against impossible differential cryptanalysis, and the
propositions presented in this paper should be considered when
designing a block cipher. Moreover, the problem of how to
suitably design the diffusion layer and o function of a Lai-

Massey scheme so as to resist cryptanalyses is still an open one.
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