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Development of Audio Watermark Decoding Model Using Support
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ABSTRACT: This paper describes a robust watermark decoding model using a SVM(Support Vector Machine).
First, the embedding process is performed inversely for a watermarked signal. And then the watermark is extracted
using the proposed model. For SVM training of the proposed model, data are generated that are watermarks
extracted from sounds containing watermarks by four different embedding schemes. BER(Bit Error Rate) values
of the data are utilized to determine a threshold value employed to create training set. To evaluate the robustness,
14 attacks selected in StirMark, SMDI and STEP2000 benchmarking are applied. Consequently, the proposed
model outperformed previous method in PSNR(Peak Signal to Noise Ratio) and BER. It is noticeable that the
proposed method achieves BER 1% below in the case of PSNR greater than 10 dB.
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Table 1. Attacks for robustness test.

Attack Description

None Bypass the audio signal.

LPF |Low pass filtering with cut-off frequency of 15kHz.

Band pass filtering with cut-off frequency of

BPF 100Hz ~ 6kHz.

HPF [High pass filtering with cut-off frequency of 150Hz.

Add white noise to the audio signal with —10dB

NA . - ;
signal-to-noise ratio.
Echo Add an quite echo to the audio signal (Delay:
100ms, Feedback coefficient: 0.5).
Cro Cut and replace samples of arbitrary part of the
P- audio signal whose duration is 2seconds.
Resam Change the sampling rate of the audio signal
' from 48kHz to 44.1kHz.
Compress the audio signal with MPEG-1 Audio
MP3
Layer 3.
A/C Compress the amplitude by changing quantization

bit from 16bit to 8bit.

Norm. |Normalize the amplitude using the maximum value.

Invert all samples in the audio signal, like a

nv. 180° phase shift.
FFT I Invert the real and imaginary part of the sample
values in the frequency domain (FFT size: 1024).
FFT R Reverse only the real part of the audio signal in the

frequency domain (FFT size: 1024).
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Fig. 2. Watermark.
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Table 2. Comparison of PSNR between method in Sec. 2.1-4 and proposed method.

PSNRo| %4 2 dB

Attacks None | LPF | BPF | HPF | N/A | Echo | Crop. |Resam| MP3 | A/C |Norm.| Inv. |FFT I|FFT R

) Ori. |24.04|24.04 | 19.64 | 18.18 | 8.98 | 7.41 |22.90 | 24.04 | 17.44 | 21.76 | 24.04 | 24.04 | 24.04 | 7.31

Classic Prop. |24.89(24.89|21.35|19.7210.52 | 8.21 |24.87|24.89 | 19.82 | 22.61 | 24.89 | 24.89 | 24.89 | 8.19

Pop Ori. |22.17|22.11 | 14.28 | 13.62 | 10.07 | 7.84 |21.24 (22.17 | 14.39 | 21.05 | 22.17 | 22.17 | 22.17 | 7.48

Seen. | Prop. |27.17|27.17|15.23 | 14.41 | 10.36 | 8.86 |25.72|27.17 | 15.16 | 23.74 | 27.17 | 27.17 | 27.17 | 8.70
Rock Ori. | 32.51|32.51| 540 | 431 |17.41| 791 |25.06 |32.51 | 15.74 | 32.51 | 32.51 | 32.51 | 32.51 | 8.58

Prop. | Inf | Inf | 625 | 529 |19.11| 889 |26.52| Inf [17.06| Inf | Inf | Inf | Inf | 9.39

Metal Ori. |29.52|29.52(13.59| 7.37 | 8.05 | 7.46 |26.19 |29.59 | 12.52 | 25.36 | 29.52 | 29.52 [ 29.52 | 7.44

Prop. | Inf | Inf |14.94| 8.79 | 855 | 8.62 |27.44| Inf |13.79| Inf | Inf | Inf | Inf | 8.39

) Ori. Inf | 228 | 440 | 9.26 | 5.26 | 8.53 |27.31| Inf | 469 |11.64| Inf | Inf | Inf |23.26

Classic Prop. | Inf | 3.22 | 529 | 1042 | 6.32 | 9.54 {3040 | Inf | 559 | 1341 | Inf | Inf | Inf |30.67

Ori. Inf | 359 | 438 | 8.13 | 5.04 | 8.72 |26.51 | Inf | 463 [17.07| Inf | Inf | Inf |22.84

Pop Prop. | Inf | 4.61 | 530 | 885 | 5.96 | 9.86 {29.89| Inf | 553 |18.05| Inf | Inf | Inf |30.29

Sec:22 Ori. Inf | 453 | 457 | 598 | 5.15 | 6.97 |28.89| Inf | 472 | Inf | Inf | Inf | Inf |23.68
Rock Prop. | Inf | 5.58 | 551 | 695 | 6.07 | 797 |30.38| Inf | 570 | Inf | Inf | Inf | Inf |29.51

Ori. Inf | 402 | 435 | 5.15 | 5.12 | 546 |2836| Inf | 478 [14.39| Inf | Inf | Inf |10.55

Metal Prop. | Inf | 490 | 528 | 620 | 595 | 6.56 {29.12| Inf | 572 | Inf | Inf | Inf | Inf |12.08

) Ori. Inf | Inf |2049| 434 | Inf | 598 | Inf | Inf |16.77|3038| Inf | Inf | Inf | 5.65

Classic Prop. | Inf | Inf |22.82| 534 | Inf | 7.00 | Inf | Inf |18.85| Inf | Inf | Inf | Inf | 6.57

Ori. Inf |35.51|14.27| 444 | Inf | 6.14 | Inf | Inf |12.70|32.05| Inf | Inf | Inf | 5.65

Pop Prop. | Inf | Inf |1544| 538 | Inf | 7.13 | Inf | Inf |13.70|3553 | Inf | Inf | Inf | 6.63

See23 Ori. | Inf | Inf | 574 | 403 | Inf | 583 | Inf | Inf [12.63| Inf | Inf | Inf | Inf | 6.13
Rock Prop. Inf | Inf | 6.73 | 508 | Inf | 6.84 | Inf | Inf |13.77| Inf | Inf | Inf | Inf | 7.12

Ori. Inf | Inf |15.18| 4.65 [41.28| 6.20 | Inf | Inf |11.65|33.85| Inf | Inf | Inf | 5.74

Metal Prop. Inf | Inf |16.69| 5.61 | Inf | 732 | Inf | Inf |12.77| Inf | Inf | Inf | Inf | 6.74

) Ori. Inf |71.65|71.65| Inf | 6.97 |57.30|22.71| Inf |20.37| 865 | Inf | Inf | Inf |71.65

Classic Prop. | Inf | Inf | Inf | Inf | 7.64 | Inf |26.02| Inf |22.03| 9.31 | Inf | Inf | Inf | Inf

Ori. Inf | Inf | Inf | Inf |10.00|45.61|21.86| Inf |35.53(2517| Inf | Inf | Inf |35.53

Seen4 Fop Prop. | Inf | Inf | Inf | Inf |10.58| Inf |24.05| Inf | Inf |[33.09| Inf | Inf | Inf | Inf
Ori. Inf | Inf | Inf |35.53|16.11|46.30|23.13| Inf |24.91(29.84| Inf | Inf |35.53|35.53

Rock Prop. | Inf | Inf | Inf | Inf | 1831 | Inf | Inf | Inf |27.15| Inf | Inf | Inf | Inf | Inf

Metal Ori. |35.53|35.5335.53|35.53| 490 |35.07 | 21.24 {35.53 | 19.22 | 7.93 |35.53 | 35.53 | 35.53 | 30.76

Prop. | Inf | Inf | Inf | Inf | 576 | Inf | Inf | Inf |24.02| Inf | Inf | Inf | Inf | Inf

% Ori.: Original method without SVM decoding model, Prop.: Proposed method, Inf: infinity
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Table 3. Comparison of BER between method in Sec. 2.1-4 and proposed method

Attacks None | LPF | BPF | HPF | N/A | Echo | Crop. |Resam.| MP3 | A/C [Norm.| Inv. |FFT I|FFT R

. Ori. | 0.56 | 0.56 | 2.25 | 2.83 |20.63 [32.65| 0.82 | 0.56 | 4.67 | 1.01 | 0.56 | 0.56 | 0.56 | 33.53

Classic Prop. | 022 | 022 | 0.78 | 1.38 | 14.14[26.72| 0.25 | 0.22 | 1.74 | 0.49 | 0.22 | 0.22 | 0.22 | 27.36

Ori. 1.60 | 1.63 | 833 | 9.50 | 17.89(30.25| 1.85 | 1.60 | 8.69 | 1.83 | 1.60 | 1.60 | 1.60 | 31.94

Pop Prop. | 0.21 | 0.21 | 5.44 | 6.97 | 1599 |24.25| 0.39 | 0.21 | 6.39 | 0.36 | 0.21 | 0.21 | 0.21 | 2543

Sec2.1 Ori. 0.06 | 0.06 |43.96 |53.24| 449 |30.53| 0.38 | 0.06 | 6.15 | 0.06 | 0.06 | 0.06 | 0.06 | 27.75
Rock Prop. | 0.00 | 0.00 |35.71|43.15| 1.88 |24.32| 0.22 | 0.00 | 3.51 | 0.00 | 0.00 | 0.00 | 0.00 | 22.50

Ori. 0.49 | 0.49 | 10.01 |27.49 |24.43 |3331| 0.78 | 0.47 |12.49| 0.88 | 0.49 | 0.49 | 0.49 | 32.61

Metal Prop. | 0.07 | 0.07 | 6.40 | 19.36|21.57|25.82| 0.18 | 0.07 | 9.03 | 0.14 | 0.07 | 0.07 | 0.07 | 25.83

. Ori. 0.00 | 71.07 | 52.89 |23.47|47.74 | 27.61 | 0.35 | 0.00 |50.17|{12.96| 0.00 | 0.00 | 0.00 | 1.93

Classic Prop. | 0.00 |57.47|42.63 | 18.56|38.15|21.94| 0.08 | 0.00 |40.42 | 8.40 | 0.00 | 0.00 | 0.00 | 0.07

Ori. 0.00 |{59.90|51.67 | 30.61 | 47.4226.99| 0.31 | 0.00 |50.24 | 4.07 | 0.00 | 0.00 | 0.00 | 1.36

Fop Prop. | 0.00 |47.93|41.69 |25.46|38.42|21.10| 0.08 | 0.00 |40.72 | 2.67 | 0.00 | 0.00 | 0.00 | 0.06

Sec2:2 Ori. 0.00 | 51.2152.19 | 40.40 | 46.71 | 34.85| 0.28 | 0.00 | 51.03 | 0.00 | 0.00 | 0.00 | 0.00 | 1.46
Rock Prop. | 0.00 |47.93|41.69 |25.46|38.42|21.10| 0.08 | 0.00 |40.72 | 2.67 | 0.00 | 0.00 | 0.00 | 0.06

Ori. | 0.00 |55.69|52.97|44.08 | 48.06 | 44.82| 0.25 | 0.00 | 50.28 | 6.93 | 0.00 | 0.00 | 0.00 | 17.39

Metal Prop. | 0.00 | 10.50|10.26| 9.74 | 8.64 | 9.50 | 0.11 | 0.00 | 9.58 | 1.44 | 0.00 | 0.00 | 0.00 | 4.75

. Ori. | 0.00 | 0.00 | 1.89 |52.83| 0.00 |42.44| 0.00 | 0.00 | 5.65 | 0.35 | 0.00 | 0.00 | 0.00 | 44.01

Classic Prop. | 0.00 | 0.00 | 0.50 |42.04| 0.00 |33.71| 0.00 | 0.00 | 2.47 | 0.00 | 0.00 | 0.00 | 0.00 | 3533

Ori. | 0.00 | 0.03 | 7.74 |52.50| 0.00 |39.28| 0.00 | 0.00 | 12.49| 0.14 | 0.00 | 0.00 | 0.00 | 43.49

Fop Prop. | 0.00 | 0.00 | 5.13 |42.32| 0.00 |31.74| 0.00 | 0.00 | 9.94 | 0.01 | 0.00 | 0.00 | 0.00 | 35.06

Sec23 Ori. | 0.00 | 0.00 | 40.56 | 55.67| 0.00 |43.01| 0.00 | 0.00 | 14.38 | 0.00 | 0.00 | 0.00 | 0.00 | 40.89
Rock Prop. | 0.00 | 0.00 | 32.79 | 44.65| 0.00 |34.54| 0.00 | 0.00 | 10.89 | 0.00 | 0.00 | 0.00 | 0.00 | 33.13

Ori. | 0.00 | 0.00 | 6.92 |50.13| 0.07 [39.42| 0.00 | 0.00 | 15.10| 0.14 | 0.00 | 0.00 | 0.00 | 42.01

Metal Prop. | 0.00 | 0.00 | 3.85 [40.32| 0.00 |31.11| 0.00 | 0.00 | 11.38 | 0.01 | 0.00 | 0.00 | 0.00 | 33.79

. Ori. | 0.00 | 0.01 | 0.01 | 0.00 |30.81| 0.07 | 0.82 | 0.00 | 1.50 |20.63| 0.00 | 0.00 | 0.00 | 0.01

Classic Prop. | 0.00 | 0.00 | 0.00 | 0.00 | 25.65| 0.00 | 0.32 | 0.00 | 0.58 |16.89| 0.00 | 0.00 | 0.00 | 0.00

Ori. 0.00 | 0.00 | 0.00 | 0.00 |15.36| 0.57 | 0.67 | 0.00 | 0.03 | 1.04 | 0.00 | 0.00 | 0.00 | 0.01

Secnd Pop Prop. | 0.00 | 0.00 | 0.00 | 0.00 | 12.83 | 0.00 | 0.24 | 0.00 | 0.00 | 0.10 | 0.00 | 0.00 | 0.00 | 0.00
Ori. 0.00 | 0.00 | 0.00 | 0.01 | 590 | 0.35 | 0.61 | 0.00 | 1.00 | 0.42 | 0.00 | 0.00 | 0.01 | 0.01

Rock Prop. | 0.00 | 0.00 | 0.00 | 0.00 | 2.32 | 0.00 | 0.00 | 0.00 | 0.14 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00

Metal Ori. 0.01 | 0.01 | 0.01 | 0.01 [46.51| 0.69 | 0.94 | 0.01 | 1.69 |26.22| 0.01 | 0.01 | 0.01 | 0.04

Prop. | 0.00 | 0.00 | 0.00 | 0.00 |38.26| 0.00 | 0.11 | 0.00 | 0.31 |21.32| 0.00 | 0.00 | 0.00 | 0.03

% Ori.: Original method without SVM decoding model, Prop.: Proposed method, Inf: infinity
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