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ABSTRACT

RFID system has been used in a variety of services. So, a lot of attacks like a free ride on the service,
leakage of property or personal information are known. Therefore, the solutions that address these attacks have
been proposed. Among the attacks, mafia fraud, a kind of relay attack, can not be addressed by common
authentication protocol. So, Hancke and Kuhn used distance bounding protocol for RFID authentication. After
that, Munilla and Peinado modified HK protocol by adding void challenge. So the mafia fraud success
probability of adversary is lower than probability of HK protocol. Ahn et al. proposed a protocol that reduces
number of a hash computation and traffic than MP protocol. Here, we show that MP protocol can not defend
the terrorist fraud and is vulnerable to noise. And we show that also AYBN protocol is vulnerable to mafia
fraud and key leakage. Moreover, we propose a new protocol and our experimental results show that our

protocol is secure to terrorist and mafia fraud.
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Table 2. Perfomance comparison of existing protocols with proposed protocol
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