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Software Security Supplementation Guide Line Based on
ISO 27001 for the SP Certified Organization

Eun-Ji Yoon' - Young B. Park™

ABSTRACT

The SP quality assessments from national IT industry promotion agency of Korea(NIPA) assesses ability of software development
process. And the SP quality assessments is getting popular over the nation. But, in the SP quality assessments, there is no concern about
security attribute. In this paper new secure process base on ISO 27001 is proposed for the organization that is already passed SP quality
assessments. This process can detect security threatening factors and gives chance to protect those factors. Furthermore, since detected

security weaknesses can be used as a measurement, the system can be managed in aspect to security attribute.
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Fig. 1. Quality Certification of SW Process
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Table 2. Process for security improvement based on 1SO 27001
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