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DDoS Prevention System Using Double Firewall and Multi-Filtering
Method
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ABSTRACT

This paper proposes multi-filtering method on the double firewall to prevent DDoS attack. In the first firewall,
R-PA filtering algorithm and rigid hop counter filtering method are applied by analyzing packet paths. In the second
firewall, packets are examined to be distinguished abnormal from normal packets. Security policy system monitors
each user sessions and if the traffic is over the threshold value, the system blocks that session for an assigned
time.
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2.3 E9 & 29" (Blackhole Routing)
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2.4 uRPF(unicast Reverse Path Forwarding)
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