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Design of the homomorphic encryption system
for secure data management in the future battlefield environment

HyunJong Cha* - JinMook Kim™* - HwangBin Ryou™**

ABSTRACT

Be expressed in network-centric warfare, mainly battlefield environment of the future. The purpose of the
system for the war of the future, is to recognize the enemy before the enemy, and rapid decision-making, to hit
accurately. For this reason , it is during the construction of the integrated system of C4ISR+PGM. In such an
integrated system , it is necessary to further enhance the security aspects of the information. In particular,
strengthening of security leads to a decrease of efficiency. Therefore, security and efficiency should be considered
together. In this study, we provide a homomorphic encryption system that can be safely managed information
environment on the battlefield of the future. The proposed method uses encryption technology of homomorphic that
can be the arithmetic operations on encrypted state. It has changed from the state of the encryption. Therefore, the

attacker can not know a decent information.
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