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Design of an RFID Authentication Protocol Using Nonlinear Tent-Map

Kyu-Kwang Han - Geo-Su Yim~

= U 4dE ARgskal gl RFID=
ARl tigh meoke] FopA wiEe] AH rE B Wx e A4S /A Ak $EE old RFID §
A A zEel A el BEA Q] AlQl Tent-Maps 4-8dto] M2 T ZrEZS AA. S8 o
FARD 5491 271 M B2 RFIDS Reader ¢ Tagell #-&38ke] Hrh HAasta 1HeFe Q15
A 2=RE AAE T B =EelA Bl BRAE ©]83 RFID 15 Z2EFE 7= 7129 Hash 351 o
ol ==Y AT Alxde] Adstd Az WHor O 484e HTdhetl 2 5ol vk

ABSTRACT

The RFID (Radio-Frequency Identification) system is a technology to discern things by radio and an epoch-making new method
to improve product management such as distribution, transport, mobilization, inventory control. However, RFID, which uses radio, is
at risk for information leakage and falsification due to the vulnerability of security of the communication section. We designed the
new authentication protocol by applying the tent map, which is the representative complex systems, to the RFID communication
system. A more solid and simple authentication system was designed by applying the initial value sensitivity and irregularity, which
are the representative characteristics of the complex system, to the reader and tag of RFID. The purpose of this paper is to verify
the usability of the RFID authentication protocol design that uses the nonlinear system shown in this thesis by the new system
differentiated from the authentication system that depends on the existing hash function or random numbers.
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