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Encryption Communication Protocol Design Using Unidirectional Synchronization of
the Chaos System
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ABSTRACT

The quantity and quality of contents containing information are sharply increasing with the rising network speed. In line with
this rapid growth of information volume, a new communication protocol using the chaotic signal that can protect contents in
communication is proposed as follows. The chaos system has the characteristic of unpredictability due to the sensitive initial values
and the similarity of the signals with noise. We configured two chaos systems F(X, ¥,) and G(An7Bn) that have such
characteristics and designed a data communication method using as encryption channel the same chaos signals generated by
synchronizing the chaos system G with the F' signals. The proposed method was verified with the encryption and decryption of
images. The proposed method is different from the existing encrypted communication methods and is expected to lay the foundation
for future studies in related areas.is an example of ABSTRACT format.
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(a) Xn = random

Yn = random

[Xn+1, Yn+1] = F(Xn, Yn)
T T

An =random
Bn = random
[An+1, Bn+1]= G(An, Bn)

1
(b) Syn =Yn @ SKEY

1
Yn = Syn @ SKEY
[An+1, Bn+1]= G(An,Yn)

Syn

Bn+1 = Syn @ SKEY
[Xn+1, Yn+1] = F(Xn, Yn) Syn
If (Bn+1 == Yn+1)

]

Syn = Bn+1 @ SKEY

(C) [Xn+1, Yn+1] = F(Xn, Yn) Secu  [[An+1, Bn+1]= G(An, Bn)
Secu = Xn+1 @ Msg Msg = Secu @ An+1
] ]

! ) Xn+2, Yne2]= F(Xn+1,¥ne1) | S€cU  [[An+z, Bnrzl= G(An+1,Bne1)
; Msg = Secu @ Xn+2 Secu = Msg @ An+2
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Fig. 3 Structure of proposed protocol
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Fig. 4 Application of proposed protocol
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Table 1. Correlation coefficient of the original
image and ciphered image

Direction of Original Ciphered
Adjacent Pixles Image Image
Horizontal 0.54 0.001
Vertical 0.65 0.002
Diagonal 0.66 0.001
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