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Unconventional Issues and Solutions in Developing IoT Applications
Hyun Jung La" - Soo Dong Kim"

ABSTRACT

Internet-of~Things(IoT) is the computing paradigm converged with different technologies, where diverse devices are connected via the
wireless network, acquire environmental information from their equipped sensors, and are actuated. IoT applications provide smart services
to users by interacting with multiple devices connected to the network. IoT devices provide the simple set of the information and also
offer smart services by collaborating with other devices. That is, IoT applications always interact with IoT devices which are becoming
very popular at a fast pace. However, due to this fact, developing IoT application results in unconventional technical challenges which
have not been observed in typical software applications. Moreover, since IoT computing has its own characteristics which are
distinguished from other former paradigms such as embedded computing and mobile computing, IoT applications also reveal their own
technical challenges. Therefore, we analyze technical challenges occurring in developing IoT applications and present effective solutions to
overcome the challenges. To verify identified issues and presented solutions, we present the result of performing a case study of
developing an IoT application. Through the case study, we verify how the unconventional technical issues are raised in a real domain and
analyze effectiveness of applying the solutions to the application.

Keywords : Internet-of-Thing, loT Devices, Heterogeneity, Intrinsic Mobility, Physical Constraints, Technical Issues,
Solutions
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Fig. 1. Characteristics of loT Devices and their Relevant Issues
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Table 1. Kinds of Heterogeneity on loT Devices

lihagks Of. Possible Values
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loT App

Operation #1

Invoking Fn. of Device #1 <

Invoking Fn. of Device #3 ; >
“es i

. Operation #n *

<Typ|ca| Form of loT Applications >

loT App

Operation #1
App Agent
Invoking Fn. of App Agent < <

Invoking Fn. of Device #1 <~
Invoking Fn. of Device #2 <
Invoking Fn. of Device #3

Invoking Fn. of App Agent <

. Operation #n “

<lmproved Form of loT Applications>

Fig. 5. Separation of Functionalities in loT Applications
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n Identifying Types of Required loT Devices

n Identifying 1oT Device-related Functionalities

n Figuring out Types of Heterogeneities

n Defining Standardized Interfaces

ﬂ Designing App Agent with Right Design Patterns

Fig. 6. A b-Step Process to Resolve Issues on Heterogeneity
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Table 2. A Template for Analyzing Heterogeneity

Device 1 Device n Hete(l;({)/gl\esl ety
APIs for | Fn. #1 | getTemp() readTemp() Y
Requred
Fn. ' pn. #n
Network Protocols| WiFi WiFi N
Interface Request Publish v
Paradigm /Reply /Subscribe
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Table 3. Design Patterns for Resolving Heterogeneities

Kinds of Heterogeneity Applicable Design Patterns

API Adapter Pattern

Strategy Pattern,

Network Protocol Template Method Pattern

Interface Paradigm Proxy Pattern
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SensingAdapter F-+-ol] 283t}

Request Data in Send Data in
Publish/Subscribe Request/Reply
Manner 3.(q) SensingAdapter L )Manner
s R e T e e (a loT
loT App | Device Context | <> pavica
a.(dy| | Pool |

)

(a) Regularly retrieve data from loT device.

(b) Store the data to the pool.

(c) When new data is inserted, notify it to the loT application.
(d) Retrieve the data from pool.

(1) Mapping Publish/Subscribe Manner to Request/Reply Manner

Request Data in SendDatain
Request/Reply Publish/Subscribe
Manner = Manner
4.(d) SensingAdapter 1. (a)
IoT App  |<—| | Device Context | 2-(bl_ Device
Pool |

777‘r7
SensingAdapter
Listerner

3.(¢)

(a) When new data is inserted, notify it to the loT application.
(b) Retrieve the data.
(c) Store the data to the pool.
(d) Request to acquire the data from loT device &
Return the latest data from pool.

(2) Mapping Request/Reply Manner to Publish/Subscribe Manner

Fig. 8. Resolving Interface Paradigm with Proxy Pattern
and Device Context Pool
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Fig. 9. Design of App Agent to Resolve Intrinsic Mobility
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Observer Pattern
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Table 4. Algorithm for Monitoring Resources of 10T Devices

input: activeDevicePool

01 {Begin

02 :connectedDevices =

activeDevicePool keySetforConnectedDevices();
03 iIterator iter = connectedDevices.iterator();

04
05 while (iter.hasNext()) {

06 | connectedDevice = iter.next();

07 batteryLevel = sensing Adapter.getBatteryStatus
(connectedDevice);

08 | If (batteryLevel < thresholdValue) {

09 notifyLowBattery();

10 replaceDevice(connectedDevice);

11 }

12 )
13 {End
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