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Abstract

In recent days, a study of the intrusion detection system collecting and analyzing network data, packet or logs, has been ac-
tively performed to response the network threats in computer security fields. In particular, Bayesian network has advantage
of the inference functionality which can infer with only some of provided data, so studies of the intrusion system based on
Bayesian network have been conducted in the prior. However, there were some limitations to calculate high detection per—
formance because it didn't consider the problems as like complexity of the relation among network packets or continuos in-
put data processing. Therefore, in this paper we proposed two methodologies based on K-menas clustering to improve de—
tection rate by reforming the problems of prior models. At first, it can be improved by sophisticatedly setting interval range
of nodes based on K-means clustering. And for the second, it can be improved by calculating robust CPT through applying
weighted-leaning based on K-means clustering, too. We conducted the experiments to prove performance of our proposed
methodologies by comparing K_WTAN_EM applied to proposed two methodologies with prior models. As the results of ex-
periment, the detection rate of proposed model is higher about 7.78% than existing NBN(Naive Bayesian Network) IDS mod-
el, and is higher about 5.24% than TAN(Tree Augmented Bayesian Network) IDS mode and then we could prove excellence
our proposing ideas.
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Table 2. The process of K-means algorithm

k-means Algorithm
Input: Object Set X={x,, 2y, ..., T 5],
Cluster Number &
Output: Centriod of a Cluster C
Algorithm:

1. initialize the Centriod Set Z= {z,, 29, ..., 2.}

2. while(TRUE) {
for (i=1 to N)

allocate z; at the centriod of the closet Cluster.
if (this allocation position equals to allocation
position of before) break;
for(j =1 to k) z
replace z; as average of samples which is
allocated at z;.
}
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Table 3. The proposed algorithm of node interval
range

Adjusting node ranges algorithm
based on K-means
input: Learning Dataset, number of node
state k
output: node state range

1. Set k intial average value at the input
Dataset
(in this paper k=15)

2. Calculate similarity d based on of Euclid
between k and objects

k
d= Z Z ‘p_mi|2
i=1pEC(;
(p: space point of object,
my: centriod of clusters, C;: average)

3. Allocate cluster based on d
4. Update means of cluster

5. Repeat step 2.74. while there are not
changes

6. Calculate node state range based on cat—

egorical centroid between cluster
fields
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Table 4. The process of proposed weighted value
calculation
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K-means weighted value calculation algorithm

input: Learning Dataset, number of attack &
output: weighted value for the each clusters w,

1. Set average of k£ Dataset

2. Calculate similarity d based on Euclid
between k and object

k
d=23] Y lp=mf

i=1pEC(;
(p: space point of the object,
m;: centriod of the cluster, C;: average)

3. Allocate Cluster upon similarity d
4. Update means of cluster

5. Repeat step 2.74. while there are not
changes

6. Calculate node state range based on cate—
gorical centroid between cluster fields

7. Calculate weighted value w; using rank()
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Fig. 4. Comparison of intrusion detection accuracy among detection models
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Attack Type the number of Attack
DoS 391,458
Probe 4,107
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U2R 52
Normal 97,278
Total 494,021
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Table 9. Comparisonl of intrusion detection accuracy

among intrusion detection models
TAN | 1hN | VEM. | AN.EM
1 94.8 96.4 974 98.8
2 93.6 96.4 98.4 98.8
3 92.8 95.8 98.28 97.6
4 92.6 95.8 96.6 98.2
5 92.8 96.8 97.8 98.8
6 924 96.4 98 98
7 94.8 96.2 98.6 976
8 9 97.6 974 99
9 92.2 96.6 974 98.4
10 90.2 96 96.6 974
g 93.02 96.4 97.648 98.26
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Table 10. The Detection Performance Evaluation
of K_ WTAN_EM

Performance

T/N

F/N

F/P

T/P

Average

23.36

2.57

0.49

76.64
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