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An Study on the Impact of N/A Check Item on the Security Level
Result through Empirical Verification

Lee Jun ho' - Sung Kyung Sang™ - Oh Hea Seok™

ABSTRACT

This study analyzed that N/A check items affect the results of the security level degree, when performing vulnerability analysis
evaluation. For this, we were used vulnerability analysis - evaluation range, check items and quantitative calculation method. Furthermore,
were applied grade and weight for the importance of the items. In addition, because technology develop rapidly, the institution is always
exposed risk. therefore, this study was carried out empirical analysis by applying RAL(Risk Acceptabel Level). According to the analyzed
result N/A check items factors affecting the level of security has been proven. In other words, this study found that we shall exclude
inspection items irrelevant to the institution characteristics, when perform vulnerability analysis * evaluation. In this study suggested that
security level evaluation shall performed, after that exclude items irrelevant to the institution characteristics based on empirical verification.
And also, it proposed that model research is required for establish check items for which analysis-evaluate vulnerability based on empirical
verification.

Keywords : Vulnerability Analysis -+ Evaluation, Empirical Verification, Security Level, Check Item, Quantitative Calculation
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Table 2. Sample Data for the Demonstrated Verification

Div. Item_No. | Grade |Maximum Risk | Risk Exposure
A-1 High 9 3
A-2 High N/A N/A
A-3 Low 9 9
Privacy_ A4 High 9 6
Item A5 Mid 7 5
A-6 Mid N/A N/A
A-T7 Low 5 3
A-8 Mid N/A N/A

Weight - Good : 1, Partial : 0.5, Bad : 0
Grade - High : 3, Mid :2, Low : 1
Acceptable Level of Risk(ALR) : 3
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Table 3. Result through the Demonstrate Verification

Div. A B
Privacy Policy 67% 56%
Human Security 100% 64%
External Party Security N/A 45%
Asset Classification 81% 81%
Media Management 63% 62%
Education and Training 88% 88%
Access Control 6626 56%
Operations Management 70% 58%
Business Continuity 60% 60%
Incident Response 78% 63%
Audit 92% 92%
Risk Level 4% 62%
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