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A Performance Improvement of Linux TCP Networking by
Data Structure Reuse

Seokkoo Kim" - Kyusik Chung"

ABSTRACT

As Internet traffic increases recently, much effort has been put on improving the performance of a web server. In addition to hardware
side solutions such as replacement by high-end hardware or expansion of the number of servers, there are software side solutions to
improve performance. Recent studies on these software side solutions have been actively performed.

In this paper, we identify performance degradation problems occurring in a conventional TCP networking reception process and propose
a way to solve them. We improve performance by combining three kinds of existing methods for Linux Networking Performance
Improvement and two kinds of newly proposed methods in this paper. The three existing methods include 1) an allocation method of a
packet flow to a core in a multi-core environment, 2) ITR(Interrupt Throttle Rate) method to control excessive interrupt requests, and 3)
sk_buff data structure recycling. The two newly proposed methods are fd data structure recycling and epoll_event data structure recycling.

Through experiments in a web server environment, we verify the effect of our two proposed methods and its combination with the
three existing methods for performance improvement, respectively. We use three kinds of web servers: a simple web server, Lighttpd
generally used in Linux, and Apache. In a simple web server environment, fd data structure recycling and epoll_event data structure
recycling bring out performance improvement by about 7 % and 6%, respectively. If they are combined with the three existing methods,
performance is improved by up to 40% in total. In a Lighttpd and an Apache web server environment, the combination of five methods

brings out performance improvement by up to 36% and 20% in total, respectively.

Keywords : Linux TCP Networking, Performance Improvement, Multi-Core, Data Structure Recycling
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Struct sk_buff{
next,prev
struct sock *sk;

dev

/* TP layer header */

union { th, uh, icmph, ---}h;
/* Network layer header */
union { iph, ipv6eh, arph, *-}nh
/* Data Link layer header */
union { raw }mac;

struct dst_entry *dst

data head, tail, len

Fig. 3. sk__buff data structure
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Struct common{
skc_proto,
}
task file Struc\sock{ 7 Struct dst_entry{
/' Struct socket{ _sk_common/ wdev:
T state sk_dst_cache, <hh:
fd array[] type sk_protocol, (xinpt)
fd_dentry flags sk_type, (outut)
ops /*proto_ops*/ sk_receive_queue, }
f_pgs sk\ /*struct sock*/ sk_write, queue,
f_op file sk_socket
b b l
dé@try

\

Struct proto_ops{
family
release,
bind, connect,
accept, listen,

d_inode

getsockops
setsockops
sendmsg
recvmsg

Struct net_device{

Fig. 4. Socket and sock data structure
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Fig. 5. Host Interrupt Modulation
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Intel (R) Ethernet Flow Director

NOTE: Flow director parameters are only supported on kernel versions 2.6.30
or later.

Supports advanced filters that direct receive packets by their flows to
different queues. Enables tight control on routing a flow in the platform.
Matches flows and CPU cores for flow affinity. Supports multiple parameters
for flexible flow classification and load balancing,

Flow director is enabled only if the kernel is multiple TX gueue capable.

An included script (set_ira_affinity) automates setting the IRQ to CPU
affinity.

You can verify that the driver is using Flow Director by looking at the counter
in ethtool: fdir_miss and fdir_match.

Other ethtool Commands:
To enable Flow Director
ethtool -K ethX ntuple on
To add a filter
Use -U switch., e.q., ethtool -U ethX flow-type tepd sre-ip
192.168.0.100 action 1
To see the list of filters currently present:
ethtool -u ethX

The following two parameters impact Flow Director,

Fig. 6. Intel® Ethernet Flow Director
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Fig. 7. Flow director perfect filter mode
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Value ITR Latency | Throughput U tiiziion
Extreme 1,000 Highest High Lowest
High 1,900 Higher High Lower
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Minimal 19,000 Lower High Higher
Off No Limit Lowest Varies Highest
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#include <sys/socket.h>

int accept4(int
socklen_t

struct sncknddr *

Fig. 8. Acceptd function
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Fig. 10. epoll__ctl function
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Fig. 13. Experiment Result of CPS with simple web server
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Fig. 14. Experiment Result of CPS with simple web server
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