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Abstract In line with the advanced wireless communication technology, M2M (Machine-to-Machine)
communication has drawn attention in industry. M2M communication features are installed and operated in the
fields where human accessibility is highly limited such as disaster, safety, construction, health and welfare,
climate, environment, logistics, culture, defense, medical care, agriculture and stockbreeding. In M2M
communication, machine replaces people for automatic communication and countermeasures as part of unmanned
information management and machine operation. Wireless M2M inter-device communication is likely to be
exposed to intruders’ attacks, causing security issues, which warrants proper security measures including
cross-authentication of whether devices are legitimate. Therefore, research on multiple security protocols has
been conducted. The present study applied SessionKey, HashFunction and Nonce to address security issues in
M2M communication and proposed a safe protocol with reinforced security properties. Notably, unlike most
previous studies arguing for the security of certain protocols based on mathematical theorem proving, the
present study used the formal verification with Casper/FDR to prove the safety of the proposed protocol. In
short, the proposed protocol was found to be safe and secure.
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(Table 1) Symbols and definition

Symbols Definition
Tag Agent
Reader Agent
S Server
H Hash Function
x, k, y Nonce
skl, sk2 Session Key
Vectorl,
Vector2 Vectors
I Concatenation

3.1 SE4Y

WA AAE e theal g,

© Step 1 : Tag — Reader
tube] ~ Tage fEAlOlA HUEEH QueryE
G218k 5 Tagol Al x, sk 2 Reader -3 A8t W
%Emcell 7} 72 91 (concatenation)dFe] Readerol 7l
Al olw) A g e groE thE tule] 2~
2

oA AT F gl gelth

© Step 2 : Reader — SERVER

Tagol A 243t {x}{skl}%ml, Reader gt< 5413}
7t ALk {ml%{x}{skl1},sk2kHsk2},H(Reader) %k
< deleHo] Az AEg)

© Step 3 : Server — Reader

el AN AgE  {ml%{xHskl), sk2k}Hsk2},
H(Reader) #t& o|-&3to] vlo]glmo] 2ol A Aliksh
H(Tag),{x,{k}{sk1}2%m2Hsk2) HS) #<& 443 5 7
ol Al M3t

© Step 4 : Reader — Tag

Reader  dlo|E{wlo] 2~ el Al 42218 H(Tag),
{x {kHsk1}2em2H{sk2},H(S) #t= &3k m2%{kHskl),
{xHk},H(Reader) &< A/dsk=dl ojuf 24 Aeo]9] ©

oJEE a4 e WA e et e

k
ha(z)z h/((.zxi.ai)modp) HAlo 7 Ak
A

Journal of Digital Convergence | 221



M2M EHEOA &X|ZE

© Step 5 : Tag — Reader

upx]9t o & Tagi Readerol]l Al m2%{k}{skl},{x}Hk},
H(Reader)3& A% w2 o] % gl 1ol A4eh ghzt )
wake] golw 2kAlo) IDE H(Tag, Reader) = A1
AF 1% 3}3}o] Readeroll Al Aoz Eﬂloﬂ’ﬂ o 9%
XS 8T} o|F Readers TagollA AEEo]e
s diolH o] =AW HEsHAl = x{xhz]oi A=
Tag®] #+¥ gs &<l 0}74]53}. Al Eele] &
299 A48 2o TagR=s 3 @ 4 gleow

FANHE SEs o F FAA FAL AT,

4, M@z}
[€)

ol
-

FDR 291 ®WAe] nalA= =738 ALL3]
E =Rl AAF MM Z2EZ9] obdA, wit
, gholB et o] FA& HFevh [Fig. 2=

< 2dste] 71249l 0 Fglo] At ol A

Y
oz

)

A7-§
=

ol
s 5
1eh

o
El
OE]

o

FDR 2.91 Academic teaching and research release EEE|

ﬂl\ssem Process | Options Interrupt H[ ormalSyslems ﬂ

Refinement | Deadlock | Livelock | Determinism | Evaluate |

Refinement:
Specification Model

r 3
Check Add ﬂl

% SECRET_M:SECRET_SPEC [T= SECRET_M:SYSTEM_S
? SECRET_M:SEQ_SECRET_SPEC [T= SECRET_M:SYSTEM_S_SEQ

Implementation
Failuresdivergence —  f* 4|

P AUTH1_ TOINITIA Lk [T= AUTH1_t 1

? AUTH2 | TOINITIA t X [T= AUTH2_! 12

fd |
GHAOS() =

05() |

DIRECT_MSG
Deductions’
e /]

Loading /casper/paper/2014/2014_m2m/bws_M2M.csp ..

[Fig. 2] Verification set—up and running

[ FDR 2.91 Academic teaching and research release EE=E

MA;;ER Process | Options Interrupt islems ﬂ

MEormalSy
Refinement | Deadlock | Livelock | Determinism | Evaluate |

Refinement:
Specification Model

rd| 3
Check Add ﬂl

=
+/ SECRET_M::SECRET_SPEC [T= SECRET_M:SYSTEM_S —

Implementation
Failures-divergence — ¢?| Eal

+’ SECRET_M::SEQ_SECRET_SPEC [T= SECRET_M::SYSTEM_S_SEQ
" AUTH{1_| ToINITIA’ Lk [T= AUTH1_I _
' AUTH2_} TOINITIA’ t_x [T= AUTH2_ 1_2 /
1
CHAOS(-} 5
DIRECT_MSG
Deductions’
o memn 7]
R I
Loading /casper/paper/2014/2014_m2m/bws_M2M.csp ...
[Fig. 3] Security verification results of the
protocol
[Fig. 3ol 37H4] Asd 37} glwm 2t A9 U

& vt 2ol EAEH

1) SECRET_M::SECRET_SPEC[T=SECRET_
M:SYSTEM._S
ZREFO HoMY ol RO WA ge] HaA
AAFAE A ZREFo] FAR A mEH A &
S-S Yehdith A58 Agentzt BA13 dlolE ik 2}
A7)9] BokAo] ok dhA] BHls)eit)

QL

-

O

2) SECRET_M::SEQ_SECRET_SPEC[T=SECRET
_M:: SYSTEM - S_SEQ

FLe TREgo] AsddN LT TeAsR

APeA) B Ao B RN A TRE

& ohe ZrAzz AYFE Belshel

o] 3}

3)AUTHI_M::AuthenticateRESPONDERToINITIAT
ORAgreement_k[T=AUTHI_M:SYSTEM._1
32 k, x 9 Responder®} Initiator7} A2 A3 Q15

4 QA Eelehs YRR oo HE 71 ekl

M2M2 USN 7|2 o= - Sl
ToF Ago] HaL ok ARSI A, 71, B, =

222 | Journal of Digital Convergence 2014 Sep; 12(9): 219-223



Inter—device Mutual authentication and Formal Verification in M2M Environment

W o® 5 L HS7E s AR E AL ek ey
M2M Al 2gle] £-4 2 Aojof] 9iLe] I A7 7Y |
o mobd o g A4S BAE dod 4= gk HoHE
A A7) PaA s zrES 5o kA kA
g FrsEE g A7 e dFAl 93 38
Foltk. & =l slAE, v, AA7IE o838t
of AA 9 Agstgion siae dikel waa I ¢
T 9 AA7E A8ste] 74 AAdnt BFE TE Gs
St ofge] dWédlolHE gudgor Zo U4F
o72H AE 284S =) o)1= Casper o= HA
3 & Aot Z2EFo] FDR Toole] HeHEAS w3}
A A5 ANk HEd ARTH, TR
2 71332, safety 1%, Deadlock# %, livelock
5 FDROIA Al gsls BE B2 el ZHA
Btk 2 Age AAR ko st Hits)
3 32 o] -&ale] M2M tiufo] 2ol 2-g3k =
P o2 Qbdetal, ARl ZREFS AT B
2 o8, AUE T A Z2EFZ AAE

23

i}

ol

1

S

n=h
b
oot

R

%0,
rir o

o
=LoofN [ IR o off o

REFERENCES

[1] J. S. Song, “M2M Standards and Technology
Trends,” TTA Journal, Vol.150, pp.84-89, 2013, 11.

[21 C. S Pyo, “M2M Techonolgy and Its
Standardization Trends, oneM2M 2013 Seoul
International Conference, 2013. 06

[3] G. Wu, S. TalwReader, K. Johnsson, N. Himayat,
and K D. Johnson, “M2M: from mobile to
embedded internet,” IEEE  Communications
Magazine, vol. 49, no. 4, pp. 36-43, 2011.

[4] Huy Hoang Ngo, XianpingWu, Phu Dung Le and
Bala Srinivasan, “An individual and group
authentication model  for
services,” JCIT:  Journal of Convergence
Information Technology, vol.5, no.1, pp.82-94, 2010.

[5] ETSI, “Machine to Machine Communications
(M2M); M2M functional architecture,” ETSI, TS
102 690, DEC, 2011.

wireless  network

[6] K Oh, T. Kim, and H Kim, “Implementation of
publickey-based key distribution in wireless sensor
network,” in Proc. KOSBE, , pp. 95-98, Seoul,
Korea, Feb. 2008

[7] R. Hummen, J. H. Ziegeldorf, H. Shafagh, S. Raza,
and K. Wehrle, “Towards viable certificate—based
authentication for the Internet of Things,” in Proc,
ACM HotWiSec ‘13, pp. 37-42, Budapest, Hungary,
Apr. 2013

[8] P. Kalyani and C. Chellappan, “Heterogeneous
wireless moobile sensor network mobile based
routing adapted to dynamic topology,” European
Journal of Scientific Research, vol. 50, no. 1,
pp.143-150, 2011.

[9] G. Lowe. " Casper: A compiler for the analysis of
security protocols.” User Manual and Tutorial.
Version 1.12 2009

[10] Oxford University Computing Laboratory. FDR2
User Manual, 19th October 2010

[11] oneM2M-TR-0003. “ Analysis of Security
Solutions for the oneM2M System.” Technical
Specification. 2014. 08

[12] CAR HoReadere. Communicating Sequential
Processes. Prentice-Hall. 1985

H] £ Xl(Bae, Woo Sik)

757 S8 I LS A

- gAJHok: RFID Heh 4 u]ES
3, 3% TREZ/I0E 48
A2

- E-Mail : bws@motor.ac.kr

Journal of Digital Convergence | 223



