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ABSTRACT

Recently, there are many researches on sharing group session key for members in a group. Among them,
Harn and Lin proposed a scheme based on the Shamir’s group session key and Liu, Cheng, Cao, and Jiang
improved it to reduce the specific weakness. Especially, these schemes are based on the finite integer ring to
protest the insider attack, in which a valid member can derived another member’s secret using known
information. In this paper, it is shown that the finite integer ring implies the failure of the reconstruction of
group session key depending on the adopted parameters. We fix this problem and propose new group session

key transfer scheme using the Shamir’s secret sharing.
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