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Estimating The Economic Value of Information Security Management
System (ISMS) Certification by CVM
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Abstract Since 2002, many domestic companies have been certified for ISMS. On the other hand, certification, such
as the need for ost-effectiveness evaluation, is not specifically enforced. Therefore, for more than 10 years, the ISMS
implementation and certification system has been used for performance and cost effective business management. In
this study, a model for analyzing the effect of certification organizations, ISMS development, and an analysis of the
effect of a standardized system for the study was prepared. To this end, the existing maintenance organizations ISMS
certification survey was conducted through an analysis of the economic effects. ISMS certification continues to expand
or maintain the policy for improvement. The survey data collected by the analysis mechanism for the economic effects
of CVM was analyzed.
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[Table 1] Survey Summary

Division Contents

Survey Period 2013 12. 1. ~ 12. 29.
Survey Object ISMS Certified companies (159)
Sample Survey respondents 116company
Method e-mail, interview
Questionnaire Cyber-related incident, Economic value
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[Fig. 1] Information Security and Data Loss Prevention
company whether or not to contribute
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[Fig. 2] The most serious damage caused by company
whether information disclosure
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[Fig. 3] Corporate expenses for the prevention of
information leakage items whether investment
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[Table 5] Cyber Incident and Corporate ISMS of

Information Disclosure contribution of

[Table 3] Cyber Incident and Damage the company's block
business enterprises around information o Nimivar of ]
. Division Ratio
disclosure Responses
. Number of . 20% Below 1 20%
Division Ratio
Responses 21 ~ 40% Below 2 20%
0% 6 75% 41 ~ 60% Delow 2 409
2% Below 1 125% 61 ~ 0% Below 0 0
5% Below 1 125% 80% ~ 100% 0 0%
10% Below 0 0%
0, 0,
10% Below 0 0% 4.7 1SMS Q152 Qs AR EXIE HIR
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[Table 4] Cyber Incident and Company Information
about available funds to pay for spill

prevention
Division NCinlizs @ Ratio
Responses

0% 0 0%

2% Below 3 60%

5% Below 2 40%

10% Below 0 0%

10% More than 0 0%
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[Table 6] ISMS Average annual investment costs for

certification
(Unit : One thousand won)
Division Average Ratio
Construction costs 21,400 12%
Operating, maintenance 20600 129
costs

Certification fee 4,125 2%
Operating Labor 131,107 74%

& A 177,232 100%
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