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The purpose of this research is to identify and develop technology protection plans for small and medium-sized enterprises
(SMEs) by analyzing past technology leakage patterns which were experienced by SMEs. We identified factors which affect
the technology leakage, and analyzed patterns of the influences using a data mining algorithms. A decision tree analysis showed
several significant factors which lead to technology leakage, so we conclude that preemptive actions must be put in place for prevention.
We expect that this research will contribute to determining the priority of activities necessary to prevent technology leakage
accidents in Korean SMEs. We expect that this research will help SMEs to determine the priority of preemptive actions necessary
to prevent technology leakage accidents within their respective companies.
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<Table 1> Variable Definition

Variable

Criteria

Management level such as level/
access of owned asset etc.

. Instruction for asset classification criteria is clear and is implemented according to the current instruction.
. Instruction is established, but is not being implemented.
. No instruction, no systematic administration

Operation level for security
department/managers

. Designate only security manager

. Designate only full-time security manager

. Designate only interlocking security manager

. No security department/managers

. Designate only full-time/interlocking security managers

Control level of
IN/OUT of IT devices

. Control IN/OUT of all IT devices into the company grounds,
. Control IN/OUT of part of IT devices into the company grounds,
. No control IN/OUT of IT devices

Whether there is separation between
Business and Internet network

. Seperation between internal and external network
. No Seperation between internal and external network

Management level of the
latest version of OS and Vaccine

. Managed
. Not managed

Regular security audit level

. Audit regularly
. Audit if needed(non-regularly)
. No audit

External professional membership of
security control service

Joined

. Not joined

Security pledge

. Conducted
. Not conducted

Get career/trend of leavers

. Get trend of all leavers
. Get trend of major leavers
. Not get trend of leavers

Security training for employees

. Regular security training for all employees at least once a year
. Regular security training for part of employees at least once a year
. Non-regular security training if needed

Level of archiving
important materials

. Regular back-up by itself
. Non-regular back-up by itself
. Back-up through external professional services

Not managed

Technology
information leakage
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<Figure 3> Variable Definition in SPSS
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<Figure 4> Result of Decision Tree Analysis 1 in SPSS
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it 7R s AE7HE A5t 9gAE gy B 2 oW R R $xF 0w ds HAFeof =R A
gholyet VRS E A% ot 9, BUEHY, A Adds "olA ouzt gtk
T 2 Y AAE M e Y A A Bodde ey e A4S AYa gJoerg dF
S Fojste] AFA QA A Fo] et eF sfof sl AE M= FoE VY vt Uk AA, 7
s HoFr)Ae] gt dES JALER sw F Y 3 719U AS g7l 5H e F
Q5 S AUAA B F deS FYA FHQd BAAAIE 13t e dAE At w[17],
of 3ttt B4, 7|E€HEE 9 WA A=A QA ste AAl I FA27190049 7ERE AF 2 98] 47
Aoty 7efrE: AE 8l T47Ide] AR e A AL B =M AFe Uy BAA] 93 fERU=
For VERiE A WA A 22 A3 (57.7%) AW A A drIdel &g Ve FE5] vl °
5 7P B2 7)de] Ags 2oz JERTH10]. E F 4 qluh gy B m=Rold 283 <2012 F47)
HAEAA FHES A AYALE AES) st B o 7|ERS IdF 2 FERAR AR E Ui Ve
g A3, =Y SAl, HbAL T EtdE/AEAA & fF WA 2F o]l wojA gtk wEh &5 At
Gl wel JQAE B Penalty 5 T3}t AAE F  AME 7E #F AMS FRPEH o2 AAE AEdA
Hope slojth A, E22Ql Betshd S S o 95 FAR 9% VEfE Au 2 At #3
AE gdista AL S Adste el FaVId Ayt Zesith A4, diolEulely 7Y F oAAA
A Q3 7] A R 20119 6,2889 9, 2012 Eg 7S d85lo] HolHE BAE ) % At
7,1509) €, 20131 78379 9 o R wjd SUEAY oM E FFE doly EAd @ 710l BARAS
ATHE]. 1 7[&REE st AYS 2013 559 & AN ste] EMAN NFHEE AFeohd B o] gl
OF &N A 07% FEol BAsith ATFAL & Aol AHeE Aotk A, A 719 NEREE
ALad giv] 7EFEHAE A Gt e vekst 98 Al o) glok A= AR A fArer AlaEl
As & 7 Ak A Bt E 9% DRM, ErtdS Ewcke] o3t ot @aks] [aEa QAR of 271
3 7)efrE WAE A MDM, 93 Y HAE A VeRE HriRddd @3 ds F-53 Aol ue}
el g IDS(RAPHA A28, AL AR 23t W A &5 AP 7eRs BYAA 2 7|85 Hr)
T2 BEste FE9s 37 Tol dEeor gtk e mdS Sydgd Qo)A A4 WS Sa ofw BE
ol EFAE VIS0l dobA Eddtal FARE A o S FFaok b Fae 2= FoljlA s}
Ak e vk s etk A 7 Aladd WY =9 §-88A AHEE ¢ AS Aotk
7v 247) gt A5 Al2"S S stuete A A
St Al e st v)8-8 Fesllof sk Zlo] d4o|tk.  References
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