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Abstract Recently, the various web service and applications are provided to the user. As to these service,
because of providing the service to the authenticated user, the user undergoes the inconvenience of performing
the authentication with the service especially every time. The OAuth(Open Authorization) protocol which
acquires the access privilege in which 3rd Party application is limited on the web service in order to resolve
this inconvenience appeared. This OAuth protocol provides the service which is convenient and flexible to the
user but has the security vulnerability about the authorization acquisition. Therefore, we propose the method
that analyze the security vulnerability which it can be generated in the OAuth 2.0 protocol and secure user
authority authentication method.
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(Table 1) OAuth 1.0a Protocol Definitions

Symbol Meaning
Service - A web application that allows access
Provider via OAuth.
- A website or application that uses
Consumer OAuth to access the Service Provider
on behalf of the User.
User - An individual who has an account
) with the Service Provider.
Request - A value used by the Consumer to
”I?Skeﬁ obtain authorization from the User,
and exchanged for an Access Token.
- A value used by the Consumer to gain
Access access to the Protected Resources on
Token behalf of the User, instead of using the
User’s Service Provider credentials.
Consumer - A value used by the Consumer to
Key identify itself to the Service Provider.
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(Table 2) OAuth 2.0 Protocol Definitions

Symbol Meaning
- An entity capable of granting access to
Resource a protected resource. When the resource
Owner owner is a person, it is referred to as an
end-user.
- An application making protected
. resource requests on behalf of the
Client . .
resource owner and  with its
authorization.
- The server hosting the protected
Resource resources, capable of accepting and
Server responding to protected resource requests
using access tokens.
— The server issuing access tokens to the
Authorization client after successfully authenticating
Server the resource owner and obtaining
authorization.
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[Fig. 1] OAuth 2.0 Protocol Flow
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