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Abstract
and user convenience with the evolution of auto industry. Yet, due to the nature of communication system,

Vehicular electronic communication system has continued to develop in favor of high performance

concerns over intruder attacks in transmission sections have been raised with a need for safe and secure
communication being valued. Any successful intruder attacks on vehicular operation and control systems as well
as on visual equipment could result in serious safety and privacy problems. Thus, research has focused on
hardware-based security and secure communication protocols. This paper proposed a safe and secure vehicular
used the formal verification tool, Casper/FDR to test the security of the proposed

and verified that the proposed protocol was secure and

communication protocol,
protocol against different types of intruder attacks,
ended without problems.
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pseudo code o2 7|&std o5 2.

© Step 1 : ALICE — BOB
Step 1 ALICE — BOB
Input Query
QOutput za%encl
Begin
Create a Nonce X;

1
2
3 Initialize (x);

4 Update a ALICE Key (x);
5:

6

7

Create a Session Key (al);
Compute the xa%encl;
: Send za%encl To BOB;
8. End;

[Fig. 2] Generation of data to be transmitted
from ALICE to BOB
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© Step 2 : BOB — S
Step 2 BOB — Server
Input za%encl
Output H(BOB)® (encl%xal,a2, ka2, PK(a))
1: Begin
2 Create a HashFunction BOB;
3 Initialize PK(a);
4: Create a Session Key al,a2;
5!
6!

Create a Nonce xk;
Compute the ;

7lako & AAsATh H(BOB)® (encl%azal, a2, ka2, PK(a));
- T Concatenation operation
= R 1
7159 Aol <Table 1> 2t H(BOB)® (enc1%zxal, a2, ka2, PK(a));
8 Send H(BOB)® (encl%zxal,a2, ka2, PK(a))
(Table 1) Symbols and definition To Database;
Symbols Definition 9:_End;
Aé‘é%E Agent [Fig. 3] Generation of data to be transmitted
- Agen from BOB to Server
S Server
H Hash Function
X,k Nonce ALICEN A AE3t za%encl 33 BOBe] Allsk
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© Step 3: S — BOB

Step 3 S — BOB

Input H(BOB)® (encl%xal,a2,ka2, PK(a))
Output (73, (k)(sk1)%m2)(sk2) & H(R)
1: Begin
2 Compute the
H(BOB)® (encl%axal, a2, ka2, PK(a));
3. Compute the ALICE,x,kal%enc2a2 & H(BOB), PK(b);
4 Send ALICE,x,kal%enc2a2 ® H(BOB), PK(b)
To BOB;

5. End;

[Fig. 4] Data first authenticated by the server
and then transmitted to BOB
BOB AlA 5%
H(BOB) ® (enc1%zal,a2,ka2, PK(a))
Aol A A ek g

o

ALICE,x,kal%enc2a2 ® H(BOB),PK(b) & ¢1%
o= AAsaL [Fig. 4]9F o] BOBolAl &gttt

© Step 4 : BOB — ALICE

Step 4 BOB — ALICE

Input (7, (k) (sk1)%m2)(sk2) & H(R)

Output m2%(k)(sk1), H((z)(k))

1. Begin

2 Create a enc2%kal,zk;

3 Compute the enc2%kal,zk ® H(BOB)

4 Send enc2%kal,xk ® H(BOB) To ALICE;
End;

5.

[Fig. 5] Data transmitted to the tag to authenticate BOB
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© Step 5 :ALICE — BOB

Step 5 ALICE — BOB

Input enc2%kal,zk® H(BOB)

Output H(ALICE) ®xk%PK(b)

1. Begin

2. ALICE receive enc2%kal,zk® H(BOB);

3 Compare a enc2%kal,zk® H(BOB) with;
enc2%kal,x;

4 Compute the H(ALICE) ®xk%PK(b);

5: Send H(ALICE) ®xk%PK(b) to BOB;

End,

[Fig. 6] Generation of hashed tag information
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compile| check| compile & check

Casper version 2.0

Parsing. ..
Type checking. ..

Consistency checking...

Compiling...

Writing output...

Output written to /casper/paper/2014/hanmsbws/hanmsbws. csp
Done

Starting FDR
Checking /casper/paper/2014/hanmsbws/hanmsbus . csp

Checking assertion SECRET_M::SECRET_SPEC [T= SECRET_M::SYSTEM_ S
No attack found

Checking assertion SECRET_M::SEQ_SECRET_SPEC [T=
SECRET_M: : SYSTEM_S_SEQ
No attack found

Checking assertion
(AUTHL_M: :AuthenticateRESPONDERTOINITIATORAgreement_k [T=
AUTHL_M: :SYSTEM_1

No attack found

Checking assertion

[AUTH2_M: :AuthenticateRESPONDERTOINITIATORAgreement_x [T=
[AUTH2_M: :SYSTEM 2

No attack found

Done J

’;HE hanmsbws
[Fig. 71 Security verification results of the
protocol
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Allocated a total of 5 pages of size 128K
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[Fig. 8] Post-verification status
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