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Abstract The use of mobile devices offers a variety of services to the individuals and companies. On the
other hand, security threats and new mobile security threats that exist in IT infrastructure to build the
environment for mobile services are present at the same time. Services such as mobile and vaccine
management services, such as MDM (Mobile Device Management) has attracted a great deal of interest in
order to minimize the threat of security in mobile environment. These solutions can not protect an application
that was developed for the mobile service from the threat of vulnerability of mobile application itself. Under
these circumstances, in this paper, we proposed mobile application security checklists based on application
security review items in order to prevent security accidents that can occur in a mobile service environment.
We collected and analyzed Android applications, we performed a total inspection of the applications for
verification of the effectiveness of the check items. And we checked that the check items through a survey of
experts suitability was verified.
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(Table 1) Mobile domain—specific security threats[4]

Domain Components Security Threats
Mobile Malware and Spam
application Application
contents vulnerabilities

Contents | Mobhile Authentication bypass and
advertisement leakage of personal
Application information
market DoS
Mobile Lost and stolen
Terminal Firmware / mobile OS

vulnerabilities

Terminal Authentication bypass and

leakage of personal
information
DoS
WiFi network | Abnormal traffic
VPN Rouge AP Installation
Network 3G network (In‘cluding tethering)
BS
Core network attack
MITM attack
Service Server OS vulnerahilities
System Server application

Server (Web, Mail, Vulnerabili'tie§ '

BBS) Content distribution of
Mobhile malware infections
middleware

Source : [4] H. S. Hwang's Security Threats Summary
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(Table 2) Status of major vulnerability for Android
and iOS operating systems [9]

Vulnerability Contents CVE
Buffer Rooting Libsysutils possible 2011-
A overflow vulnerability 3874
n g“’sl?caﬁm Any domain of any executable | 2011-
d ﬂpl.) . Java script code 2357
r | Scripting
? Integer value | Rooting void volume manager 2011~
1 | range check and code execution vulnerability | 1823
€ System space | An elevation of privilege by 2011-
access bypass | bypass the sandbox and Rooting | 1149
Improper Sandbox kernel vulnerability to | 2012~
system calls execute arbitrary code 0643
handling ay
| Integer The catalog file HFS, DoS and | 2012-
IO underflow arbitrary code execution 0642
S DoS and arbitrary code 2012
Overflow execution vulnerahility in 0635
WebKit -
Cross site Web script injection 2012~
scripting vulnerability in WebKit 0590

Source : [9] MITRE's Major Vulnerability Summary
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(Table 3) Mobile application vulnerabilities of ot HIFHES B3l <Table 4>9F 2o] Bl )&z
institutions and enterprises[14][15] Aol Zord AUFES wZahor)
[161[171[18]
= £ e = = (Table 4) Mobile application vulnerabilities
MOSPA | Google | Fortify KISA Veracode diagnostic items
Input data|Data Insecure |Undefined ACUY]ty. Diagnostic . Referen
! validation |storage Storage |function monitoring and i Explanation
slorag orag data retrieval 203 A — S €
CCess permissions an
Query Minimum Unauthorized Permission pn'vilegezeof other B3, ¢4
2 |API abuse|IPC use  |String . dialing, SMS, 1 .. D1, D2
L grant option management | applications such as data .
Injection and payments . El, E2
sharing and management
. . Unauthorized
3 D . Al, A2
3 Secgnty Permission A‘C(:ess Extemal( mPUt network Input data Validation of input data oo
attributes Control  |data validation .. 2 s B5, B6
connectivity validation through the users . D3
Privilege |Safe Important ] A3, Bl
4 Time and Network management. | Ul 3| file Safety check of important Cl, D4
status Managem |of sensitive  |Impersonation management files check ES
ent data External Important data encryption Al, B4
Dyvnamic Mobile 4 | data transfer | communicating with B8, D8
5 Error lovading Bad platform System management | external data E9
" |Handling Practices |security model|modification
code Jidati 5 Component Abuse check of the used A3, B2
vahdation “ | management | components C5
Language-bas . A4 A5
Code Input value ed security Logic or Time Security '
6 4 Data exposure and safety A6, A7
Quality | validation vulnerability | bomb 6 | program check in the program code D6. E6
check check E7 ’ E10
7 Encapsula |User data Sdfle;y o for Sensitive data Us<.e of person.al 1r?format1on
tion operation assurance 1o leakage Data use notices and violation of the | B7, C3
the module 7 | policy mobile platform, the D5, D8
Common Unsafe management | security model, and user E5
8 Encryption infrastructure |sensitive data authentication
security check |storage Safety The public availability of
Known Unsafe 8 management | the safety check for the D7
9 .. |sensitive data for the open | open module
vulnerabhilities .
transmission module
10 Hardcoded DB data Maintaining the safety of
password/keys 9 management the'('iatapase data A3, Bl
verification
Source : [14]-[18] Application vulnerabilities Summary
(MOSPA: Ministry of Security and Public Administration)
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Audit . . . - .
Domzin Check items (Table 6) Audit availability for security threats
Did you'install the system according to the plan - Threat security Audit N
and design of the system ? Applications .. X . . [o)
. vulnerability diagnosis availa
. . . security threats . . t
Verification  activities of  the  security item bility q
L1 requirements of security solutions ( security —
System level, features, etc.). Mah'c rous Encryption of the source
ST The installation of security solutions, security modification and | .
architect ‘ ; ; edistribution of code Impos |
ure and consistency of the security design. redistribution o External data transfer sible
the normal t
Did you verify the system components ? application managemen
19| Verification ~activities of the performance, Attacks Input data validation Partia
reliability , availability, and security of system exploiting Security program check lly 21
software architecture. application Permission management | availa '
permissions Component management ble
Did it implement the user access control and .
o Important file
security issues ?
Applicat management
ion | 21| Access control of application systems, control Important user DB data management Partia
program and audit functions. information Security program check 1y 2.1
Security issues related to the process of the leakage due to Permission management | availa | 3.1
application system and user requirements. carelessness Component management | ble
Data use policy
Did it implement the data access privileges and management
control ? thenticati
Dat il q trol ding & gu aeSr; 1;jr10n Input data validation
Database | 3.1| Data access privileges and control according to Vpass Component management | Impos
the design. applications that . R -
. . . Data use policy sible
Implementation of the important data and data require
. - management
encryption authentication
Source : [19] Information System Audit Checks V3.0 Summary DoS attacks Security program check Impos
against Safety management for sible -
1_ _ application the open module h
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(Table 7) Mobile application security audit
check items

Applicati Did v heck the s i
pplicati Common d you check the security
on program?

(2]

Applicati Did you manage the data
Common .
on management policies?

)

Applicati Common Did you check the safety for
on public inspection module ?

oo

Did you secure the data in the
database?

©

Database | Common

Total Check Items
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(Table 8) Permission management check items

Classificat

: Check Items
ion

1 Did it manage the permission management?

Domain (O8] Check items Summary Count
1 Applicati |Partial ~ |Did you manage the 3
on Common |permission? ’
9 Applicati Common Did you check the external 3
on data?
3 Applicati Common Did you manage the important 4
on data?
Applicati Did you manage the external
4 Common 3
on transfer data?
Did you manage the
_ | Applicati .. |components such as activity.
5 Android . 13
on o ContentProvider, Broadcast
receiver, Sercvice ?

Does it match the function description feature and

1-1 .
the actual app function?

Det

1 1-2 |Did it grant the only minimum required function?
ails

Did it not ask for permission to spare for future

13 versions of the function?
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[1411171[18].
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(Table 11) External transfer data check items

lassifi
© aASSHIC Check Items
ation
4 Did you manage the external transfer data ?
41 Did you use the secure encryption algorithm
D communicating with the outside via sockets ?
? 49 Did you recommend the 3G network instead of
a li wifi network sending important information ?
Is 43 Did you minimize the unnecessary information
“ | transmission ?
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(Table 12) Component management check items

Classifi

asstit Check Items
cation

5 Did you manage the components such as activity,

ContentProvider, Broadcast receiver, Sercvice ?

D| 5 Did you set random components can not be
e activated from outside ?
t . R R .
al 59 Did you avoid the sharing through sensitive data
i component ?
1
s | 5-3 | Did you use the Intent to secure components?
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(Table 13) Security program check items

lassifi
© ASSHIC Check Items
ation
6 Did you check the exposure and safety of the data
during program coding?
6-1 Did you check the error handling and important
information not included in the error message?
D 6-2 Did you process the data with the Public and
f Private array type?
? 6.3 Did you avoid the exposure of important
1 information for debugging code ?
S Didn't you code the hard-coding the important
6-4 | information, such as account information in the
source code?
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(Table 14) Data management policy check items

Cla§51f1c Check Items
ation

7 Did you manage the data management policies?
D
e . | Did you notice the application to the user for the

7-1 . .

t personal information?
a

Did you check the violation of the mobile platform
I 7-2 | security model to deal with the important
information from the application ?

Did you check the user authentication for access

3 to the application data through Query?
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(Table 15) Public module safety check items

Classific
ation

8

Check Items

Did you check the safety for public inspection
module ?
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Ic? 8-1 | Did you document the use of open modules?
a
% ) Did you conform the safety in use of the public
S module?
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(Table 16) Data security check items

lassif

p“.“ Check Items

ication

9 Did you secure the data in the database?

bl 91 Are there the permission to access the database

e files properly?

t Are there the unnecessary information, such as

al 92 . L. .

I personal and financial information?

ls 9.3 Did you perform encryption for the important
information stored in the terminal?
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(Table 17) Results of the application development

security audit

ifi Application
Clessid Check Items s
cation Al B| C| D
Did you remove inputs, including
2-92 |routine check for Null values and| x| x| ol x
special characters?
Did you use the secure encryption
31 algorithm about important information?| X | X| ©| ©
Did you store inside the application
3-3 |directory instead of external storage| o| o| x| o
device?
Did you use the secure encryption
4-1 |algorithm  communicating with the| o| -| o] x
outside via sockets?
Did you recommend the 3G network
4-2 linstead of wifi network sending| x| -| x| x
important information ?
- Did you use the Intent to secure
5-3 x| ol o| o
components?
Didn't you code the hard-coding the
6-4 |important information, such as account| x| o| o| o
information in the source code?
Did you check the violation of the
mobile platform security model to deal
72 with the important information from the| *| X| X| X
application ?
Did you check the user authentication
7-3 |for access to the application data| - | -| x| -
through Query?
Are there the unnecessary information,
9-2 |such as personal and financiall o| X| o| o
information?
Did you perform encryption for the
9-3 |important information stored in the| o| X| o| o
terminal?
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(Table 18) Results of detailed check item
verification

Suitability | Securi

Deve
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o dle |opriate s S

Permissi| 171 26 | 1| 0 | 47 |46 |41|44]|026

on 1-2| 27 0 0 47 | 46 | 42| 441|022
Manage
ment | 1-3| 22 5 0 42 | 37 39| 40]021

Suitability 9;6 Z/4 0.0% Appropriate
(] ()

put |21 2 [ 4] 0 46 | 41 | 47| 45]026
Validati | 22| 24 | 3| 0 43 | 46 | 46| 45]0.14
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