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[Abstract]

In the past, security on control system was guaranteed by isolation of control system networks from external networks. However as
devices of the control systems became more various and interaction between the devices became necessary, effective management system
for such network emerged and this triggered connection between control system networks and external system networks. This made
management of control system easier but also made control system exposed to various cyber attack threats, Therefore researches on
appending security measures on each protocols are in progress. This paper focused on DNP(distributed network protocol)3 protocol which
is used for communication between control center and substations. It describes characteristics of DNP3 protocol and research on adding
security elements to the protocol. It also analyzed known vulnerabilities of DNP3 protocol and proposed data mining methodology for

detecting such vulnerabilities.
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Table 2. DNP3 16 vulnerabilities exposed by Digital Bond.
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Table 3. Result of attack packet detection.
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