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Abstract The development of public-key-based technique that enables a variety of services(E-government, e-banking,
e-payment, etc.) evaluated as having complete safety. On the other hand, vulnerabilities(e.g, heartbleed bug, etc.) are
constantly being discovered. In this paper, a public key infrastructure to verify the safety and reliability, the collision
rate using OpenSSL key pair was analyzed. the experiment was performed using the following procedure. Openssl
was used to create five private certification agencies, and each of the private certificate authority certificates to create
2 million, generating a total of 10 million by the certificate of the key pair conflicts analysis. The results revealed
35,000 in 1 million, 0.35% chance of a public key, a private key conflict occurred. This is sufficient in various
fields(E-payment, Security Server, etc.). A future public-key-based technique to remove the threat of a random
number generator, large minority issues, in-depth study of selection will be needed.

Key Words : The public key based technique, RSA Cryptosystem, The key pair conflict analysis. The collision rate.

A7) 7L 71z A RISGHE S FF A 2 HEEdrh ol AIAR FER Kk i3 T2
Hl 25 7hs s shalom et /b S 7ML ATt Ao] Fxu 3 g vk 2esllM ARe Fehs
CBHAIRL 2 FAN7) VI el g TIE AR FU @ Rl FRAAFAE Bl F ok Alg

a 2. ofm gy,

B EES 20149 A At SadTulel o8 ATEHAE

“Corresponding Author : Kwang-Hyoung Lee(Seoil Univ.)

Tel: +82-2-490-7226 email: dreamace@seoil.ac.kr

Received July 22, 2014 Revised August 6, 2014 Accepted August 7, 2014

5294



OpenSSLZ 0|83 71(F77] - 7M7) S&& &4

olol=

gk 20144 49 SFEE U3
A8 sk wYse

7he]= morel=

11O
3}

=

2= W10l HOkQISA 7L &
. olE WelE AslofRE
A7t 17 Babd bt ol e
glo] ALgALEo] 912 YatolEe] FpulE
A @} olgld Abare] ojmt2A IR 2 F
FEuo] 242 FAH Fal7t WA 5 v
% RSA @3t L5 ol gsjel 3]
gtk Lefu 3707] 7Nk 71ES ol &
ZEgol= 7142 AAsks da A7
oF & 2o Aol we ZAE WAst
o5 AX|ut YutA o7 oA
Edjojoll A AREE= 4
TeH171.
2 71 R 7ol ARgske
N71e] SEAANE SnkEA

B
Rl
=
=

—4>

oo

a
= 7|
.

T 3

zéy_

ro
F 0, o[N X

:I:‘/

Dt

l~> o::

pi

lo o y2

o fo

o T
oox b Y

é

o

=
o,
&
o
o
(o}
rlr

ox ¥

o
N
4o
:?l:a'
to
rle
[>
o
l K

=
F>

o
Loz

2

[e}

)
o
i}

o, rlr

2,

ot
N

o
2

)

e
o

finj
2 E

b
)
52 b
[kt
ut

)

oH

4 o

oc%’ rld

3¢

fd
B
LU

re
ol
ol
£

M71 2 ARI7I FEol

Fbe] QA thEaAp 2o

b 247} 9)

“
T
o

m

n o o
o4

[}

rr

Wyt
A

N7

ol

g
0%
ol
N

2L

ol
o F
U o I
Sl
il
i
S P
ok
e

[
=

oo
N

N

)y

i)

> r

e

oy

h

w R
il

O

o
o

ofo
(oo

[

oo
N

=)

=2
=
o,
+— o\
R
N
>
N
s
ol
on
X
=

Mo off

o

—.~
it
X

e K

o
ol
o
B
rﬂ
=
N
)
=2,
=)
ox e
2

N

o
go

L)
g o & g
o
o\
o
—u
N

2
59
K
S
ok
le
2

%0,

N
O

4
3
=

rir
i

A7) A AN 3718 A7
& o183, 7190 FEES HsHg
57%0; FAsi0] glom, 71 g2 1)
© RSA 958 9nelZ 54
F92.31, A137doll A1+ OpenSSL

5 o3 g 2l

rlo
tlo oK

ot
ol
ol
rir
i
o

i
¢
flo

| 310
I
L o
o
é

.
i
re
-1
il
N
m{>
ol
&d

o M o
.

ofo off o

_O|L
o &

o

to o ob

>

Y

oZ
ox,
0¥

° o

o\
ol X

ol
-

i)
pacs

[>

kS i
o
Y

=
X

rir

o}, A4
tol Z717]

ot

m
9
ol

Eglo}E o

i 1o

ook o{)l'

42
o
in3
rfu
o
)

N

e

r

2.1 RSA 253}

2.1.1 RSA 7L

7V o] AMSEE FY] daElEo R Rivest,
S ARgSke] WHE RSA 9% Al

Shamir, Adleman®] °©]&

5295

Key® ARg-ght} o7]4
4= (Constant) 2 21|+
M7 daelEe] 37171(Public
g4 ey, mAAE ¢53}
(Encryption) gh=t] 22o]H, tsshel WAIA] = 71917
(Private Key)& 7H #AHike] &35 3K Decryption)ste] @
o] 4= itk e RSA daelEL olefdh Ak
flow 77|12 duslste] IR Rast &

L3N] LaEFEe Ty ofd “ﬂ’\]x]% Jﬁ
ﬁF 3t Aol 7hesith 18y Hoststo] &
= /\} 7Ho
HellA 7] dagEy
’\“ﬁﬁ«l

T

o] o

Ol

:d

2EL 20

o §3to] 7

TR 2

2.1.2 RSA 53t 7|9

RSA <tssl 71He Fdo
el ol AHg-Eth E5T9
22 n(7)5ke] #Reh & H}O
gt EEAbel2E logy(n) K

s

W e

C= M°modn 2 ¥, EIge
M= C'modn = (M°)* modn= M“‘modn & HejZ &
o}k $AR} FAIARE ME n g 2 gled, T

= {en} oM, BIE 7= {dn} o] €rh hast Wil

0101/\1 M modn 2] A4k wl-g- AT W= o 9
M )9 ofjlth mod AHE B3l 4 glo] B e

°l M kol € &= 07] wjiolti{12].
o dite] AER o]FE e 9k d7F mod ¢(n) oA B
< inverseZt EAEF7] witolt). oleldk A Q] At

9] o]#2(Discrete Logarithm Problem) wj&-ol 7] glo]
S-S dFstr|7t vl oJfHoh o Fig. 12 RSA



AR &ee =R A5Y AsE, 2014

dusl Arkel BEREE Ehdci56].
IF P = 4t mod n f:":;:':;' r‘
C=Pmodn :xm: :ﬂmﬁ P = fmod n
Insecure channel I
[Fig. 11 RSA computation complexity
21.3 RSA &} - 255t U 7|44
Ae} B7} Heto] HAE o] Q17 ke A4 v
WAIAE Faka Avkar 74 3193S o, B7F Addl Al v
AAE A7) fsiAe Aol T1717 Basith A
Fig. 29} 22 WS S8 371719 Q1715 A E
te [ oot ‘
SR SN SR
Public key Private Kiy
A © : Ciphestest 4
P— (=Pmodn t+ P = Cfmodn — P

Encryption in
R =< 2y bonn

Decrypticn in
k R =< Zu.t.¥x /

[Fig. 2] RSA encryption, decryption and key generation
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[Table 1] the RSA key generation functions

Function Description
(D RSA_generate_key()
(@ RAND_screen()

@ RSA_new()

@ RSA_check_key()

generate a key

generate a random seed value
create object for making key
verify key validation

(D RSA_generate_key &<+ 37171 2 7117]1& A
ket

* RSA_generate_key(int num, ussigned long e, void
(xcallback)(int, int, void *), void)

w7iAE nume 719 HolE D3, e public
exponent® 3, 17, 655372] 47} ARE-E ti7l& 38 A}
43174 ¥t} callback ¥4 7] AT g
feedback s A|&sh=dl AMEE & F4o|t)

@ RAND_screen(void) $H7 PRNG gkoll seedE &
wallEr
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* RSA_check_key() B e Sy
«int RSA check_key(RSA #rsa) o
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11 :openssl genrea —desd —outUserCer ey 2048
- openas genrua req —new —key LiserCert ey —xB09 —out UssrCart oo
12} UserCert.car Send
o ¥ UbeeCart ki Y8 385 4 UnavCavt car —out UsarCart oot
(@) CRT verity
Signihipublic key + crt ]}
CRT send
[6] ; Openss! X609 ~in UserCert ot —out UserCert der —outform DER
16} UsarCertcer Sand

(7] openssl X508 dn LisarCert der =out <nokeys ~pubout =LiserCart tr

(8} UsarCart.cer Sand

the main components description

Country Name Country

State or Province Name
Locality Name

City / State / Province

City / Town

Organization Name Company Name

Organizational Unit Name Server domain

Common Name
Email Address

Name
Email Address

HAJASAE BAdstaL 3718 FE8h=

A o

(@ User 7R217| & #747] 44, CSR 34 9F
@ User CSR Epg 44

@ User A5 M Y 449 23y
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Open S5L

[Fig. 91 The certification generation and the extraction
procedure of public key

5299

[Fig. 101 The protocol of the certification generation
and extraction public key

(1) openssl genrsa —des3 —out ~UserCert.key 2048

openssl genrsa req —-new —key UserCert.key —x509
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(7) openssl x509 -in UserCert.der —out —nokeys
—pubout —UserCert.txt
: A3 UserCert.der Q15 A TH71E F
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[Table 31 A public key collision probability of the
certification generated

Creating a certificate number Collision rate
1,000,000 2,000
2,000,000 3,000
3,000,000 6,000
4,000,000 9,000
5,000,000 14,000
6,000,000 18,000
7,000,000 24,000
8,000,000 30,000
9,000,000 32,000
10,000,000 35,000
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[Fig. 121 A public key collision probability of the
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