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ABSTRACT

In this paper, we study the LEA[1] block cipher system in UICC-16bit only. Also, we explain a key-schedule function and
encryption/decryption structures, propose an advanced modified key-scheduling, and perform LEA in UICC-16bit that we
proposed advanced modified key-scheduling. Also, we compare LEA with ARIA that proposed domestic standard block cipher,

and we evaluate the efficiency on the LEA algorithm.
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LEA(Lightweight Encryption Algorithm) &3
55 Abslgle. (1
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Table 1. Specification of LEA

Size of Key Number
LEA- K block length of rounds
LEA-128 128 128 24
LEA-192 128 192 28
LEA-256 128 256 32
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for i = 0 to 23:

{
X 4l0] — rorixhleas ] B (xhle g0
X, 1] < rorr(x\lerxl2])BxarE:]):
&, [2] < Rorr,(x[2erx4])BlxBRer[D):
X3 = x[n

}
Fig. 2. An encryption schedule
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Fig. 3. A decryption round function on #-round

fori=0to 23
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Fig. 4. A decryption schedule
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5[0] = 0zc3efe9db, 8[1] = 0244626502,
5[2] = 0x79e27c8a,  6[3] = 0x78df30ec,
0[4] =02715ea49e,  §[5] = 0xc785dala,
516] = 0xze0def22a,  8[7] = 0xe5c40957

olu},  LEA-128% §[0]~4[3], LEA-192+=
5l0] ~ 6[5], LEA-256< §[0] ~ 5[7} o] AbpE A
el mEZ QA F3te]l 5 AR F vreixl
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(LEA-128)

T4] < K

fori = 0 to 23;

{
70] — ROTL,(TI0]8 ROTL, (5limod4]));
T(1] « ROTL,(TL]®ROTL, ., (5[imod4]));
T12] « ROTL,(TR2]BROTL, . ,(8[imod4]));
T3] « ROTL, (TB]BROTL, . ,(6limod4]));
RK, — (Tl0], T[], 712, 0], 73], (1))

}

(LEA-192)

T6] < K

fori = 0 to 27;

{
700] « ROTL,(TI0]= ROTL,(§[imod 6]));
Tl1] « ROTL,(T[1]®ROTL, ., (6limod 6]));
T12] « ROTL( T12lmROTL, ,,([imod 6]));
T3] « ROTL, (T3]l ROTL, ,(5limod 6]));
TH4] « ROTL,(T4le ROTL, , ,(6[imod 6]));
715] « ROTL,(T5lm ROTL, , ;(§[limod 6]));
REK; — (T(0], T, T12], 713], (4], T15)):

}

(LEA-256)

T6] < K

fori = 0 to 31:

{

T{6imod8]

ROTL,(T6imod8]mROTL;(5[imod 6]));
T{6i+1mod8] «
ROTL,(Tl6i+1mod8]mROTL, . ,(6[imod 6]));
T6i+2mod8] «

ROTL(Tl6i +2mod8]BROTL, ,(6[imod 6]));
T16i+3mod8] «
ROTL,,(T[6i+3mod8]mROTL, . ,(5limod 6]));
T16i+4mod8]

ROTL,;(T(6i +4mod8]EROTL, . ,(S[imod 6]));
Tl6i+5mod8]
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ROTL,,(Tl6i+5mod8]BROTL,  ;(6[imod 6]));
RK, —

(716imod8], 716i+1mod8], 716i +2mod8],
T16i+3mod 8], 716i +4mod 8], 716i +5mod 8]);

}
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i=2 1 &[2],6;(2], 6,021, 65[2]

i=3 1 5[3],6,[3], 053], 64[3]

i=4 : §,[0],650], 0], 5,[0]

i=5 1 &1 6411, 6, (1], 6g[1]

1=k : 6k[imod4],5k+1[imod4],

S olimod4], 8,  ;limod4]
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Table 2. Code size of Pre-computed constants

LEA-k size of constant table

32%24%4=3072 bit=0.375 KB

LEA-128 (16bit - 16%24%8)

32%28%6=5376 bit=0.656 KB

LEA-192 (16bit - 16%28%12)

LEA-256 32%32%6=6144 bit=0.75 KB

(16bit - 16%32%12)
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Fig. 5. Development structure of UICC
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Table 3. Key-scheduling and Constants

Advanced modified Key-Scheduling algorithm and constants (32bits only)
Féfor LEA-128
static unsigned int CS[24][4] = {
Oxclefeddb, 0x87dfd3b7?, 0x0fbfa?6f, 0x1f7fdede,
Ox88c4d604, 0x118%9ac09, 0x23135812, 0x4626b024,
Oxe789F229, Oxcfl13e453, 0x9e27c8a?, Ox3ca4FO14f,
OxcGfI8763, 0x8df30ect. Ox1beG1d8F, Ox37cc3ble,
Ox3efeddbc, 0x7dfd3b78, Oxfbfa7Gf0, Oxf7fdedel,
0x8c4d6048, 0x180ac031, Dx31358122, OxB26b0244,
0x789f220e, 0Oxfi13ed453c, Oxe2T7cBaT9, Oxcdf314f3,
0x6f98763c, Oxdf30ec?8, OxbeB1dBfl1, Ox7cc3bles,
Oxefeddbcd, Oxdfd3b787, Dxbfa7BFOF, Ox7fiedelf,
Oxcd4d60488, 0x89ac0911, 0x13581223, O0x26b02446,
0x80F 22087, Ox13e4B3cF, Ox27cBa7le, Ox4f014f3c,
LEA-128 0xfO8763CE, OxF30ec7id, Oxe61d8fib, Owccibled?,
Oxfeddbcle, 0xfd3b787d, Oxfa7G6f0fb, Oxfdedelf?7.
0x4d60486c, 0x8ac09118, 0x35812231, 0xG6b024462,
. . . 0x9f 22078, Ox3e453cfl, Ox7c8a7de2, Oxfol4f3cs,
T3 — ROTI.-ulT_3_EE|CS_g' 3 0x96763CEF, Ox30ecTodf, OxG1dBfibe, Oxcdbled?c,
T Oxeddbcdef, Oxd3b787df, OxaT6FOFRF, Oxdedelf7f,
RE, < (70, 71, Ti2], 7{1], 7ial, 711 0xdB0488c4, OxacD91189, 0x58122313, 0xbOZ44626,
) 0xf229e789, 0Oxed453cf13, OxcBa?9el27, O0x914Ff3c4f,
} 0xB763cBFY, Ox0ec?BdF3, Dx1d8F1be, Ox3bled7cc,
Oxodbc3efe, Ox3b787dfd, Ox7EFOfbfa, Oxedelf7f4,
OxG0488cd4d, 0Oxc091189a, O0xE81223135, 0=0244626b,
0x229e789F, 0x463cfi13e. 0xBa79e27c, 0x14f3c4fq,
0x7E3ICEFOB, Oxec?8df30, Oxd3fibefi, Oxbled7ccd
IS
//fur LEA-192
static unsigned int C3[28][6] = {
Oxc3efeddb, Ox87dfd3b7, OxOFbfa7sf, OulF7fiede, Ox3efeddbec, Dx7dfd3b7a,
U¥BECAUE04, Dx1189ac00, Ox23136812, OK4EZ6024, ONSCU04E, D¥180ac0Ol,
T[6] < K Uxe789F220, Dwcf 132453, 0x0e27cBa?, Ox3c4FOI4f, 0x789F220e, Dxfldedsdc,
UXCBF9BTE3, 0xBAf30ec?, 0x1beBld8f, 0x37ccable, OxGF9BTEAC, Dxdf3lecta,

I = 5 0%15ea4887, 0s2bd493ce, 0x57a8278c, 0xaf524f38, DxGeadfe?l, Oxbd483ce,
for i =10 to 27; xFObb4158, Owel7682b1, Oxc2edi563, 0x85dalac?, OxObbd(68F, Dx17682ble,
{ OUxFbfatEFD, OxF7fedel, Oxefeddbcd, OxdFdSbTET, Oxbfa?6fOF, Dx7féedelf,

0x31368122, 0%B2Bb0244, Oxc4dBO4AS, 0xBOAcONIT, 0x13581223, Dx2B0O2446,
; 0%827c8a7S, OxcAF914F3, 0xB0F22087, Oxl3453cf, 0x2TcBa7ds, Dx4fdidfdc,
o] < ROTL (T[0]= ROTE, (5]i mod 6])); OxbeBId8FI, Ox7cc3bie3, OxFOS763CE, OxF30ec?8d, Oxefidsflb, Dxcelbled?,
) U¥749279C5, DHFS524738a, Oxeadde?ls, OxQ493ce2d, 0xa0279CHT, DNSZ4F3Saf,
1] < RoTr (TLZEROTE,  (limod 6])); 0x20d0563¢, D%5dalac?l, Oxbb416BFD, 0x7662blel, Oxed0S63c2, Dxdalactes,
Uxfeddbc3s, O%Fd3b767, OxFa?Bf0FD, Oxfdade!f?, Oxeddbcdef, Dxd3n?erdf,
LEA-192 2] < ROTL(TRIBROTL, ,(5limod 61)); DxddB04EBE, OxOacDOl 18, k35812251, Ox6D024452, Oxd50488c4, OxacOOiisn,
) 0xOF22074, DnBedB3cF1, Ox7c8a70e2, OnFOI4FScé, 0xf220e780, Oned53ctld,
3] — ROTED(ﬂﬂIROTﬂ, (6[i mod 6])); 0x98762c6f, 0x30ec78df, DxB1d9fibe, Oxcdbled7c, 0x87E3cEFY, Oxlec?Bdfa,
L Uxa4987156, 0x493ce2bd, 0x8279c57a, 0x24F38af5, 0x40s?iSen, Dx93ce2bdd,
— ; . 0xb4158F0b, 0%682b1a17, Oxd0S63c2s, OxaDacTi5d, 0x415Bf0bb, DxB2h1s!76,
4] ROTLB(TM]EROTL!'—JE[tmOd &D; 0xa76F0Fb, DxdedelF7F, OxOdbc3efe, 0x3b787dFd, Ox76FOFbfa, Oxedelf7fd,
. . Ux58122313, OxbO244626, OxB0488c4d, OxcDI1180a, 0xB1223135, DN0Z44526b,
5] < ROTL, (T5]B ROTL, ;(Elimods])); Uxc8aTUE27, DXO14f3c4F, 0x22007BUF, 0x453cfide, UxBa?0e2fc, Dx14f3cdfY,
. 0%108F 1beB, 0x3b1e37cc, 0x753cEFAB, OxectBOfan, OxdBfibedl, Dxbledfoca,
Rx, < (o], #1], 2], 73], 4], 750 0427065788, O44F38af52, 0x00716ead, Ox3ce2bddd, 0x70cH7a02, Dxf3Baf624,
UxDE63cZed, D¥0ac7S50a, OX15870DDY, Ox2D1el768, Ox563c2edd, D¥acTesdal,
} Uxdbcdefed, Dxb7BTAFd3, OxBFOFbfa?, Oudelf7fde, Oxbcdefedd, Dx787TdFG3b,
UxD488c4dE, 0x091180ac, 0x12231388, 0x244B26b0, 0x488c4dE0, Dx91189acO,
0%29e780F2, 0%53cf198d, 0xa79827c8, Ox4F3c4FQl, 0x9e789F22, Dx3cki3sds,
O¥B3c6IOBT, Onc78F30e, OxBFIbebid, Oxle7cclb, OxScOFOSTE, DxTadF3lec
b
J/far LEA-256
static unsigned int C8[22][6] = {
Oxcaefeddh, 0x87dfd3b7, OxOFbFa?6f, OxIf7fdede, Ox3efeddbe, Dx7dFd3n7s,
0x88c4d604, Ox1189ac08, Nx23135812, 0x4626h024, 0xBcddS048, Dx180ac081,
0%e789F220, OxcFi3e453, Nx3e27cBa?, 0x3c4fOlsf, 0x780F220e, DxFl3edhdc,
. OxcFOBTES, Ox8dF30ecT, DxlheGid8F, 0x37ccible, 0x6FOB7B3c, Dxdf30ecTs,
T[ﬁ] - h 0x16ea40e7, Ox2bd493ce, 0x6740270c, 0xafb24f3R, OxGeadde?!, Oxbd4d3ce2,

. . 0xfObb415E, Oxel7682b1, Nxc2ed0563, Ox86dalac?, 0xObb4158F, Dx17682b1e,

for i = 0 to 3L Ox13bcBabE, 0u27701670, Oxdef22ae0, OxdedS6eD, OxBbcBab8l, OXTTOIBTOZ,
0xe2048bf2, Owc4005766, Nx8812aFch, 0xI0265FQ7, 0x204abFle, Dx4085785c,

{ Oxefeadbcd, OwdFd3b787, Oxbfa76FOF, Ox7fdedelf, OxFeGdbcde, DxFd3h787d,
) . - R - 0xcAdBO4BE, OwB0ac0811, Dx18681223, 0x26bO2446, 0x4d60488c, Dx9Ac0T1S,
Thimods| — ROTL ( T6imod8|BCSE0]): Ov80F22087, Ox13e453cf, Ox27c8a70e, Ox4FO14FSc, OxOF2207S8, Oxdedbicil,
. : i . 0%f98763c6, OwF308c78d, OxeGidSFib, Oxcc3ble3?, 0xG8763cH, Dx30aciBdF,
7l6i +1mod8] +— ROTL,( Ti6i+1mod8] B C5 Oxead8a715, Dxd403ce2b, 0xad270cE7, 0¥524F38af, Oxadds?iBe, Ox403celhbd,
. N . . . 0xbb415F0, O7682blel, Nxed0563c2, Dxdadac7sh, Oxbd1BBFOb, DXEA2h1a17,
T6i +2mods] — 1-1'01'15 (7161 +2mod8] 8 CST2]): Dxhc8abB13, 0709167027, 0xf22as0de, Dxe455c00d, OxcBab313b, DxO1670277,
LEA-256 .. B . ) 0x04abf2e2, 0x0057ebcd, Ox12afch8, 0x256FA710, Oxdabf2e20, 0xO67ehc40,
Tl6i +3mod8| — ROTL,, (T(6i+3mod 8] B C5l ; Oxeddbcief, Dxd307870f, Oxa?GfOFbF, Oxdedelf7f, 0x9dbc3efe, Dx3b7a7dFd,
. . . 5 - OxdG04B8C4, OwacOD! 189, Nx5G122313, Oxb0244626, 0x60488cdd, DxcOAllEda,
T6i+4mod8| « ROTL;( T16i+4mod8]@CS]4]): 04F2206780, Oxed58cf13, OxcBa70827, 0x014F8c4f, 0x2208780F, Dx4G3ctide,

fa = . T, . R 0¥8763c6F0, Ou0ec78df3, Ox1daF1be, Ox3bled7ce, 0x763c6F98, Dxec?8di3D,
Tl6:+5mod8| — ROTL,( T(6i+5mod8]|BCSl 0x40e716ea, 0x03ce2bdd, Ox270c57ad, 0x4f38af62, 0x0e71Gead, Ox3cadhddd,
RE 0x4153F0bb, 082016176, Ox0GG3c2ed, DxDac7sbda, 0x158FObb4, Dx2hlel?68,

¢ 0x8aba13bc, Ow15702779, Nx2as048f2, 0x56cOOded, Oxab8i3bed, DXETN277G1,

s fa: 1 s 1 Oxabf28204, Ow576bc4Dd, Dxafch8812, Ox5FO7I02G, OxbF28204a, Dx7ebc40gs,
(T6imod3), Ti6i+1mod8), 7161 +2mod8. OndbcSefed, Dxb787dfdS, OwGFOFbFa7, Ondelf7f4e, Oxbc3sfeSd, Ox7S7dfdan,
Tl6i +3mod 8 716i +4mod 8); T16i+5mod 8)); 0x0488c4d6, 0w001189ac, 012231358, 0x244626b0, 0x488cddBO, DxA1188scD,

} 0x200780F2, OW53cf 364, Nxa70e27c8, Ox4F3c4fal, 0xGe780F22, Dx3cfl3ads,
O¥GACHFOBT, Owc780f308, Ox8F1hebid, Oxle37ce3h, 0x3c6FOB76, Dx78dFalec,

0xe716ea40, Oxce2bd493, 0x0ch7a027, 0x38af624F, 0x716ead4fe, Oxe2bdddic,

O¥ERFOBbAT, Oubie|7682, Nx63c2ed05, Oxc786dala, 0x8FObDAIG, Dxlel7682b,

Dxba130cBa, 070277915, OxeO4ef32a, Oxc0SdedBG, 0x813bcBab, DX02774157,

0xf20204ah, OweBcA0S57, OxchBB12af, 0xOTINZGEF, 0x28204abf, D¥G408578

b




590 UICC 16bit AellA¢] LEA 73 34 A+

16bitellA] Pt o Fael A% 34~E PCE
Intel Core(TM) 15-3230 cpu@2.60GHz °]x
el A|~®le 16-bit microcontroller unitel
PBS3CT9KWelr o&#e]el+= IM-500S5 A&
31132, Compiler= CalmSHINE16Pluselt}.
Fig.6.== UICC =Ad374S epdich 53 A3
PBS3CTIKWE Hlallt]ek(Big Endian)e]=2
#4] EndianChange #4-& 4331312 ARIAS}
9] A4 vale S2~EpcellA #8392 ECB,
CTR +9RXE ARgste] vlaslgich Fig.7.2
UICC-16bit A<ld CTREEE A8l LEA
59159 14 A3 shdoeln)

LEA 16bitPRI - CalmSHINET6Plus v2 - [main.c] - olEN
Ul programming Window_Help 2

&
- B e

Fig. 6. LEA_CTR mode on UICC-16bit
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Table 4. Compare code speed (16bits only)

stk 712 LEAE /MA1E 7] 2A1E8) S A3
=i #‘3&8 s|He]Fd b AXA ==t LEA
dae]FL 320 E w9 R QAbS Fsly] wlitel
168 E Wﬂoﬂ G| A Al 3o Felabe A
43 wuir} o2 =2 AT aEst A% A
o} sl A 3stEl ol v]&| 5ul] o]AFe] w9
v E44 9l 57t A= w3k ARTA®R] Bl
A= LEA-128°] ARIA-128%c} ok 1. 578 (7] 2~
A% 1.664, +53} 1.499), B353} 1.584), CTR
BT 7|FEoE oF 1520 (7]2A% 1.66M, st33)
1.45v), B33} 1.45v)) wE Zloz eyl
(Table 4. &=x)

Iv. 28

dut)= A ~8 (Embedded System)< -fH]#
B~ (Ubiquitous) 578 x]z\eﬂg] Aoz Ha
ol AHEE AL ol AR 171E2 Wi dHlvE A
288 whAlska glow (12) 23] 328 E &2 644
£ abepe] quels Azl wol At gl
o= 03] AaleF Iz 1601 Ak W
o] Algsly 9} B =R u& A AHY
& &3 LEA £3%35 UICC-16bitAdl
datedon 581 7] 2AEYL ol 8sho] AALE
oHIT| = Axglo] &7aHe £8H3l SHe] B3 o
A LEAS FRsa T EE BE9s
ARIA®IY] 284S UICC-16bitAdellA nlasksd
t} 7 A3} ARIA-128Hc} oF 1.5u) o] 48] &5
Heloh wEb &84¢l 168 E 7nke] LEA &%
HEE TEsker FH O EEA vl ZAdw
LEA®] 45 slssksict. =3 ﬁﬂ“z LEAS]
15 el E3t

Mode of Key round Encryption Decryption
operation (cycles/byte) (cycles/byte) (cycles/byte)
LEA-128
(32bits only ECB 145.88 80.03 79.16
refere?ff] code) CTR 145.88 90.38 90.31
ECB 165.06 171.69 172.06
ARIA-128
CTR 165.06 186.00 186.13
LEA-128 ECB 99.25 110.81 105.00
(Advanced code) CTR 99.25 119.50 119.69
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