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Spoofing Signal Detection Using Accelerometers in IMU and GPS Information
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Abstract - This paper considers a GPS anti-spoofing problem. Spoofing is an intentional interference that mislead the
GNSS receiver. The spoofing attack is very significant since the target receiver is not aware of being attacked from
spoofing. Accelerometers can be used to detect the spoofing signal by being compared with the acceleration obtained
from GPS information using Kalman filter. In this paper we propose an N by N-point average and M-point window
algorithm to detect GPS spoofing by using accelerometers and GPS outputs. The performance of the proposed algorithm
is analyzed using actual vehicle trajectory and spoofing trajectory generated from INS and GPS toolbox for simulation.

Key Words : GPS, Anti-spoofing, Accelerometer, Kalman filter

% TofellA & =3
GPS A1&E 20,200km “FFollA] HE=7] wiel] A delA
o] A7I7F -160dBW=Z w9 yvto} oy 7}A] Hi 7H4d 9
e Wy 4ok GPS 2E9 S wasie ox=Fel
7t o2 A (jamming)d 7] 9H(spoofing)e] Atl. AL

GPS 2z} T3 Fu¢ gide 42sE GPS AaHT
7Zs A712 HAAA GPS 21712 dte]lE GPS 41359

= = = o 2~ 2 5 2~ =] -
ABHE L 2L APHoE $AT 5+ YEF e B

Aolth, A AEE GPSHU 7 A5E Agsior 7]
o] @ Ak Sot wEs 3§ olHA W FHAR A
Ao tla dFE = £ Uk 719 GPS 94 Aze 2
S B E o] &3te] FAV|R Fog LEAE fFEIE W
Aotk 7l s E 2717 AAAA TS s RS
a7] Wl 7]k ool gigk dke] oH g o XEAHA
A#g 28 F Avk dA I FEG

B el digte] Wk 7lsol EFE e A
A 2A 92 g 71Hel did ATt
(1,2] 71%E Big-ell oig 712 [34]00 = o] St

71k 1 A wekA 2F, TF, LF 7IwHew B
& 4 don FF oY 7w ANz AHR AEE
7] oJE Tk GPS7INE HAFEFol didk A= ®ol AAT s
S=AE AFER 7)Y AEe Ui AFEnE o it o
g B =R GPS 479k AgE IMU 7H:EA
AME o] &35te] 7|WHNZE AEs e PSS Agksin o

¥ Corresponding Author : School of Electrical and
Electronics Engineering, Chung-Ang University, Korea.
E-mail ! dshim@cau.ac.kr
* School  of
Chung-Ang University, Korea.

Received : July 07, 2014; Accepted : August 19, 2014

Electrical and Electronics Engineering,

IMU ZFSZH MMt GPS HEE o|&%t 7|ehdls d&

sol msiA EAn A vt 4 5277 7w
o v AojE o
= EN

te] 7lRbadgel gk GPS dlolelE A 7t

GPS 7I5EZ~7tES A WML 2%t
a7 1 JtSE FEE o8 vEklE HE WY

Fig. 1 Spoofing signal detection method by using Acceleration

9 1Y AAE B sa gt FAvE

218 GPS AR ZRE At
[e)

— X

AA gLel 2ol 7}

A AEE go) AEEA ANET eAuE
Aol o A& ol g3H GPS

1273



Holetsl=g2X 63d 95 2014 92

AFste] WA EE A e d S ok

GPS AHARE ol&dr £EE Aslsts WHozE GPS
AR ERE paR FEe A& AzF vES o] &3
W vt ZEHY V)PS0l & AXHe SEHE A
Abets Wy, Whbnle] =Ee FR4E ol &M £RE
Aete I 94 A7 USRS ol A
At AHE Utk olFA 43} HEREE o]gsld
3 JtEE e IMU 7F52A AA %3 RMSE 942 A
Abste] @ abo] Fzhgkm FF HFE ol gskd rutds)
= ARl F Fe Aoyt FASA AAE HE o]&3)
o MekAss ZAds 3 5

3. GPS 7|2t s HEE st JIEEAH ALE TN

4E

©AE Agate] GPSe] 7wl
3 2

5 HEE 5 UAsA T
31 223 AN 3 IS AL GPSe £F @ Bl

A7l AMEY dfE 2 &7 60km/hr, BHAE 663.1m

True User Raute (NED)

Dimeter)

1500

E(meter) Nimeter)

(a) H=
(a) Trajectory

True User Velocity (NED)
< T T
-
ok gl
N
5L .\.\ . et L
2 Y /
2 i /
5 0 <
g N S
sl \\ " 1
S s
10+ \\ -// 4
i 1 i e Pl i
o0 05 1 15 2 25 3
time(D.01 second) w10*

() £

(b) Velocity

True User Acceleration (NED] by L-3C Differentiation
T

T T —= =
02t . T ’:’i“
. - &
01 S —Ad
s
< N
~ ~
01k S L B |
~ -
a2k S ! & B 4
N o
L | - Il Il L

0 05 1 15 2 8 3
time.01 second) x10*

meter/sec?

(© 7I& =
(c) Acceleration
J% 2 A9 AHH, & ¢ JtEE (B
Fig. 2 Trajectory, velocity and acceleration of circular
motion (True value)

1274

ol AFelth. dLeF FH=
(north-east-down) ¥ 7
0.01% vl Axrsdo 2
=, M e BoFa ok

g 29 AA dEfA AAHE GPS AR

)
i

) =
qgohel AHEA SEE ALEAL o %S AT vl
g AN 0¥ 38 AeF A dE sEwo)
AAZES EE, A83 A4S MEMSE A 7145
o1 5,000ug(¥hel o] ), 10,000ppm(AHA 52 7h)e] 072
pen,
S A |
v N
- < 7 / K
é:;,n 7 /

x0*

a8 3 JISEAH MAMEH
Fig. 3 Accelerometer sensor output

aY 4t AHT A2 AHG Ustel 2w &
AEE AW AT welF: ATk GPS Aush 2w

I

.
2 olgate] AAE Smgelt ext EgH i o
ARERHE 17 4-DAY AEE oAgel AXA Bt
Weld GPSY 28 HEge we vBAAE A48T 5

o O I~
Aees & F 9

(i 05 1 15 2 25 3
time(@.01 second) a

(@) GPsel =52

(@) Velocity output of GPS

0 5 1 1£ 25 3
1ire.01 secand)

x11°

(b) k& x A& 23 (No average)
(b) Acceleration result (No average)

8 4 GPS WEE 0o|8%t &5, JIxE A4 2o
Fig. 4 Calculation result of velocity, acceleration using GPS
information

32 MFuchel el A8 GPSS JISE 2% A

GPSel %EE @& v¥sel 7}
]

4-D)A"H gFFel Bol LAz AF3 1



f3lo] A4S N-point average d}o] AR-&3-t)
a9 5% AWEEANA AgtE SR O]% /‘17&‘3]%{?}
NEETE F 1\“4% AnEs HOE]TJ- ATt 5-(a)&
wa o
" ———’\/n_
Ve
Vd

meter/sec

time(D.01 second) ot

(@) &= A4 Z3 (100-point average)
(a) Velocity result (100-point average)

Calculated User jon (NED) by L-3C D jon using No velocity average + postprocessiong 100 paint
. .

meter/sec

15 2
time(0.01 second) ot

(b) 7F5 = Aldt Z3HIIE £ 100-point average)
(b) Acceleration result (100-point acceleration average)

Calculated User Acceleration (NED) by L-3C Differentiation after 100-point velocity average

meterisec?
o

0 05 1 15 2 % 3
time(0.01 second) x10°

() 7F& = AHXF HA2HE T 100-point average & T8t 71& )
(c) Acceleration result(Acceleration after 100-point velocity

average)

Calculated User Acceleration (NED) by L-3C Differantiation after 100-paint velocity average + pnslprncessmng 100 point
T

o
i

meter/sec?
5 o o
o= o o

15
time(0.01 second) PRty

(d) 7F& = AXF Az 100-point average & +8F 7+
£2| 100-point average)
(d) Acceleration result (100-point acceleration average after

100-point velocity average)

d% 5 GPS HEE 0|88t £ U JEE A FXHe
Z 3} (100 point average)

Fig. 5 Postprocessing result of velocity, acceleration by
using GPS information (100 point average)

4

fol
i

IMU ZHE 2 Mot GPS HEE ol &%t 7|2k

Trans. KIEE. Vol. 63, No. 9, SEP, 2014

@3t Ad SR AL BAR & ATk 39 5 dw
5

AE 9 &x AXgS A Bu e 14 A3E 100-point
averaged ZA¥lol1, 19 5-(c)E ZWIH &% ALt
< 100-point averagedt A5 o] g3l AJZtu]iEste]
g VMG AMEA T A B FAHEE A 22 1¥
~(b)Rth= L27F Bol AsIAT. 2y ddgs 27]9
Aol Fol des B 4 Ao a9 5-(de ZNEE

)

=
AAF7ES 100-point averaged Z IS o] &3}
Arrsta 1 A3gkS thA] 100-poin

B o
iy K1 oo

19 65 500-point average —ﬁr?ﬂ A7E HAFa 3l
=4, 100-pointe] ARt} G& Fgkel 7M7HAAE A
A = Ak 2 AR AREsH 7ol o (1 AR
Aol aFHT

Calculated User Velocity (NED) afler S00-paint average

2

15
time(0.01 secand) s

(@) &= A& Z3 (100-point average)
(a) Velocity result (100-point average)

Caleulated User Acceleration (NED) by L'3C Difrertiation afer S00-pain: average + postprocessiong 500 paint
T T

B ———An
P e R
02 = <
\ /// / \\\
4 - ~

N s
N
¥/ ’
f ~o ///
D204 ~~ /’\_/
! N
]
04k . ; : ‘
0 08 [ 15 2 & 2
time(0.01 second) o

o

d 7FSE AN AINS=E 7t
£ 2| 500-point average)
(d) Acceleration result (500-point acceleration average after

500-point velocity average)

500-point average & T+

1% 6 GPS MEE o|8% &5 2 ISR AM =X Z
2} (500 point average)

Fig. 6 Postprocessing result of velocity, acceleration by
using GPS information (500 point average)

3.3 ¥2= ™ol of st RMSE (Root Mean Square
Error) A&t Z 3t

GPS ARZHH AMA 5% gho FRAS FaAs
datel GRSl AR ASE @t AEEA Al
RMSE @& Attt ol Zuae el

a#ske] 102 olF o] Azke] HolE S AHgS
FAREOR 2 SR @ 10 point 7

Ad(b)ol] o RMSE e -Zri’ Tt RMSE A4k
01%vheh gH sela g-}akol A% ZrbekA R A2
Agss oARe gasts A

O o M o oo o N

1275



Holetsl=g2X 63d 95 2014 92

<10 sample data> Trend Curve of RMSE GPS Acceleration data + postprocessiong 10 point

RMSE

T Acceleration-N RMSE
- — — Acceleration-E RMSE

0 500 1000 1500 2000 2500 3000
seconds (0. 1xN sec)

(@) 10-point =X 2| 7I& = RMSE Z2H10 sample data)
(@) Acceleration RMSE result after 10-point acceleration
postprocessing(10 sample data)

<10 sample data> Trend Curve of RMSE GPS Acceleration data
using 100 point velocity average data + postprocessiong 10 point

0.025

0.02

HME/
0.01 B TR Rt B

0.005 ‘

RMSE

Acceleration-N RMSE
— — Acceleration£ RMSE

0 500 1000 2500 3000

1500
seconds (0.1xN sec)

(b) 10-point X2l HEats 0/E¢ct 10-point TX2| ItEE
RMSE Z 2}(10 sample data)

(b) Acceleration RMSE result after 10-point acceleration
postprocessing by using 10-point velocity postprocessing(10
sample data)

a8 7 d232 AHAo s RMSE Z 32k (10 sample data)
Fig. 7 RMSE value of circular motion trajectory
(10 sample data)

<10 sample data> Trend Curve of RMSE GPS Acceleration data + postprocessiong 100 point

0.04

003

RMSE

0.02

001 [f-mmzmaee == ‘

Acceleration-N RMSE
— — Acceleration-E RMSE

0 500 1000 1500 2000 2500 3000
seconds (0.1xN sec)

(a) 100-point X 2| 7I% = RMSE Z 1t
(@) Acceleration RMSE result after 100-point acceleration
postprocessing

<10 sample data> Trend Curve of RMSE GPS Acceleration data
using 100 point velocity average data + postprocessiong 100 point

0.016

0014

0012
0.01 /

i 0.008 o T
0.006

0.004

Acceleration-N RMSE
— — Acceleration-E RMSE

0.002 |

0 500 1000 2000 2500 3000

1501
secands (0.1xN sec)
(b) 100-point TXMel HE@S ol&8t 100-point X2l 7t
%5 RMSE Z1}
(b) Acceleration RMSE result after 100-point acceleration
postprocessing by using 100-point velocity postprocessing
d% 8 239 #HHol st RMSE Z =zt
Fig. 8 RMSE result of circular motion trajectory

1276

a9 88 &% 7FE%e thete] 100-point e ¥ 2
5 o] &% RMSE At AxE RolFi k. $AE
olf o] Al uwel Qagto] FolEl v W FHs)
= AS 2T+ A

9 Aol A H3H GPS FEERE AstE ThEEE
AR ox MY ool AA ThERE I fARE
gow FIAE AL FAAT 5 U TN FeA e S
2171e] GPSe] AR ERE FIAE 7hEEGS 7w AA

N by N-point average and M-point window 7| gt
M d&E g2 E

£ golAE MUY 7HSREAE ARSFE GPS9] 7RMIE

IMU 7b2 £ 7

ItEE
N-point average
Ace gps Acc
oo Jr A

B, =le) =1 Acegps(k) — Acep k)l

No (E,,,+ = 0, Spoof = OFF)

Yes (E, Eomt 1)

ount

No (Spoof = OM)

2
=

fol
TH

a8 9 IMU 7HESEA MME o|&8t GPS 7|2Hal
guzls

Fig. 9 GPS spoofing signal detection algorithm by using
IMU accelerometer sensor



Ao 1. GPSY
N®  average

averagedtil mE Fo
GPS N by N-point
average 7}$ %=

1% 9% GPS N by N-point average 7}
A AME olgste] 7wkal

EEEER

P
=~ x

R,

(b) k = 102, =< 1 point Ol =
(b) k = 102, sliding window by 1 point

a3 10 Ol&2%}t 2 oMo of

10 Calculation of discrimination value before error

o gt

A

=~ x

A

At
oX ek
o=

04, =% 0™ (

04, fix the window when £, > Th

E,.>Th & 0f

37 11 ol LY o[Fof o mHZ AL

11 Calculation of discrimination value after error occured

IMU ZHS A MM et GPS BEE o8

Trans. KIEE. Vol. 63, No. 9, SEP, 2014

#Hd dug 5SS BoFa glth
W2 GPS N by N-point average 7}&5=5 T3lal o]
T TtEEAY £99 A9 AVE EEa k. B9 A
o

AL & MY BEEBA 0,8 P8t 3ule Fe #AA
A gk (threshold) & & &t} 7} A BXoA 305 AL
FF(false alarm)7} 0.135% == gtolth. E7F a4 A3 2
o AW oS = Aolw o] Aol 10 AL whEs)
W 7R s s e A e

Y 1039 11 ] AEs WS AT BRPAR
2 a7 98 dold Bel AEel B Aotk oA
570 HAS] Aol a9 1088 REBA 0,2 Fohs
M-point 9E57F A% & 24 o B@ch ol FAES} B4
F Fol w4 Ao BRAAZE 2AAZY QAN 17
UAY EZA 0% Toht Q=SS ZAAAT o4
5 B4 Fol B7b @ Woltky RUAARS WA R

Al M-point =57 A& g k4 o] ke,

51 dE&d

INS ToolboxZ ©o]&3&to] AL&x 92 ARZES AAsIa
A& 60kme £EZ 99=3s Ady WwEFHEs =
AREE AAS LT d&s AAHN dig &=
=8& et olE ARAA AT Fgem AEIH.
AT =5 7IMAET BEolee Aew sAsI 7)ut
ANEE AAeEor AT ogA wEol Az U
g GPS AREHYH JtER g5 A ds 7tE=A A
Mgt FA 7S AEe ARSFY ol GPS A R=
AF e fIA Bl

2} GPS Toolbox® A/dst=u] Zwkd
= =8 ZYow AT GPSS HEEAE
A2 100HzoI vk AHE# 7hE A= MEMSE A+ 7F
EZA2 5000ug(¥he]o] ), 10,000ppm(EHHAlF 2 2h el 2

(il
>
oo
Q‘L
2
I
F
il
it
J

A A A e AdREEs st £ owe
90% WEWES sk AFClth 1™ 12% ZIvkA S]] A
gots WINES st Adwd fE A of Al
Ao ZhEEA A g Bl v

I 132 Iz R AR Al distel GPS AR
£ olgstel JtEmE e Ads BeFa vk A
F vV R SR FA AAE ol8ste] ThE
E=E Atsted FEel A AtEe e Sl
+ ATk

1277



Holetsl=g2X 63d 95 2014 92

User Route after being spoofed (NED)

Dimeter)

800

40

E(meter) M(mmeter)

(a) &2 A
(a) Trajectory of rectilineal movement,

IHEETH MM OHES (NED)

—— IMUAccN
—— IMUAccE

0 2000 4000 10000 12000 14000

600 8000
time(0.01 second)

(b) HMeSoll theh ThE A Az

(b) Accelerometer sensor value of rectilineal movement,

ag 12 7|2 s AN ME
Fig. 12 Trajectory information of spoofing signal

Calculated User

after 50-point average + postprocessiong 50
T T T

] T A
: As

{NED] by L-3C D
T

meterfsec?
=

i i | L I i
0 2000 4000 6000 5000 10000 12000
time(0.01 second)

a3 13 GPS 50 by 50-point average 7t&5 &%
Fig. 13 GPS 50 by 50-point average acceleration

hE 7SR we AlEsFrl Wil ols
F

43 RMSE A4t 235 HolFa gt GPS #H&E9
100 by 100-point averaged ZI=Z A  Z|RF Al F ol A
RMSE kel g43A AAE 23S &2 + vt RMSE
#e g 99 daugEolA dES A7) M=10S AF&-3t9]
T-gth. RMSE @<= REUHE 34 ol g 543 wse

1278

User Rate fte being speo'ed (NED)

T Use: Rovt (VD)

Efnee) HNite) Zimeter) Nreter

(@ &l 28 HAn 7ot HH

(a) Trajectory of normal movement and spoofed movement

True User Velacity (NED)

oF PR T T T T g
v
,,,,,,, y -
il /—\ [ j —
- |
o T
|

meter/sec

a 05 1 15 2 25 3
time(0.01 secand) "

b) = #Hs3}

(b) Velocity variation

107 True User Acceleration (NED) by L3C Diflerentiation
T

meter/sec’

o 05 1 15 2 28 3
time(0.01 second) 1ot

(c) 7k&= Hist

(c) Acceleration variation

I8 14 4 SxolM Jleruol thek GPSel W, &
=, s E ME

Fig. 14 Trajectory, velocity and acceleration information of
GPS on spoofed situation

<10 sample data> Trend Curve of RMSE GPS Acceleration data
using 100 point velocity average data + postprocessiong 100 point

Acceleration-N RMSE
11 — — Acceleration E RMSE {

RMSE

) ]
|

—

0 500 1000 1500 2000 2500 3000
seconds (0. 1xN sec)

a8 15 GPS £33 5£2| 100 by 100-point average2! RMSE
2z (M=10)

Fig. 15 100 by 100 point RMSE average result of GPS
velocity (M=10)



Accelration Error
03 T T T T

0.2 gt ] H , : H Acceleration-Error,

Acceleration-Errar,

mster/sec?

0 05 1 15 2 25
samples

100-sample 1-Sigma

; T-sigmay
0.08 H-4-7 - b4 )

1-sigma,

msterfsec?

ool ¥t Mot B TR I

0 05 1 15 2 25 :
sample 4

(a) 7t&E5E 2% 2 X9 1ot
(@) Acceleration error and 1o value of error

3-Sigma ratio

s 3-sigma ratio,,

3-sigma ratiog

‘ \
,

J \
I

sample N

(b) 2%t2| ool it vl E
(b) Ratio of 30 to error

a8 16 & 22S #HE g

Fig. 16 Error characteristics of normal circulation movement

X EM

3-Sigma ratio
20 T T
: : : : —— 3-sigma ratio,

W

—— Jsigma ratio

Ermor/3sigma

a8 17 7|2t ASof et 30 2% H|E

Fig. 17 Ratio of 30 to error on spoofed situation

o 97k WA Wit ALEE shel 107] A% A5
of J ol¥E Basdh 19 16 F4AA ALE
Aol g AEw oAt 1o g BelFn ek 19

o531 Utk o] gho] 1o]=W o] FA 5y

16 A 22k #A 1071 4ol tid 30 vl &S B
!
a9 178 71 s EA Azl tigk 30 Ak Ml Sk

IMU ZFSZH MMt GPS HEE ol &%t 7|ehdls d&

Trans. KIEE. Vol. 63, No. 9, SEP, 2014

& HoFa Qlvh 18 Wefrbe gRte] dEHom 10
o mbEEw VwEs AdsA s=dH o] AlF ol
15444 AE EJEE SHSUT 30 oA} vl &9 A3E
H 7IA A ol fol 4 Algke] A AF W&o A
sl s AT ¢ el ol AN ol #A

glolElel diste] 71EE Aohe WAom Q& Ar= w4
24 712 AE HolH 5 ol Vv fH o] %9 A
el wla ke viRk ojde] HEgoew diAste WA
ToE Wg shesit

4 £ETel AAVTE Dk e FFE VET

9l8l INS ToolboxE o] 43te] F 7}4] A3 o

GPS ARZ KAt o deolHE ZRtdEe 7
o

2
o

2
0,

Agste] gAY £ VSR s AMNE o
Aol diste] AAAE IMU 7FEEA AlA et va skl
GPS AuE 188 MR AL G

< N by N-point FAelste] A&
7}§E%k4 Frads gyl Ao
GPS HAHE o] &3 71& T Ay IMU 7HE=A A3k
S vmEn M*point Wmdow ZIRAE AE daEEs
Ab-&-3te] 7 ]
ol ARE 01%3}
GPS ARE F4ls}k
FatdeE AE #3a
window?] %=
gk A4} ol
L=

References

[1] Mi-young Shin, Sung-Lyong Cho, Jun-Oh Kim,
ki-Won Song, Sang-Jeong Lee, “Analysis of GPS
and Effects on GPS
Receiver”, The Korea Institute of Military Science
and Technology, vol. 13, no. 2, 2010. 4, pp. 296-303.
[2] SungLyong Cho MiYoung Shin, SangJeong Lee, Chansik
Park, "Performance Comparison of Anti-Spoofing

Spoofing  Characteristics

Methods using Pseudorange Measurements”, The Korea
Institute of Military Science and Technology, voll3, no

1279



M7|stE=2X 633 9% 20144 9

5, pp.793~800, 2010.10

[3] H. Wen, P. Y. Huang, J. Dyer, A. Archinal and
JFagan, “Countermeasures for GPS signal spoofing”,
Proc. of the 18th International Technical Meeting of
the Satellite Division of The Institute of Navigation,
pp. 1285~1290, 2005.

[4] SK Jeong, Taechee Kim, Cheon Sig Sin, Sanguk Lee,
"Technical Trends of Smart Jamming for GPS

Signal”, Electronics and Telecommunications Trends,
vol 27, no 6, 2012.12

&)

(=]=]

7138 B3
71 g e FaaL
A2 733

=13
=1

-z

Yz, SOCAA,

ol off ol
Lo o 1o
2o >
>
>

)

~
=

i

N e
-

o,

o 40’ s

198430 Aol Ao) 7 = 5okt 3okl
198610 Aol o] =35k} FoHA A}

19934 A WS
A

[u—
©
©
Q1

ot M Hr (L
o

e, ol
o> Lo

1280



