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Secret Sharing based on DCT using XOR
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Abstract In general, if a secret of company is owned by a person, the secret is the most vulnerable to attack of
hacking. Secret sharing is a solution to solve such a problem. To share the secret to many people not one, it is
possible to restore secret when the secret is being stolen by someone. That is, secret sharing, a strong method, was
proposed to keep secret information from the robbery. Until now, most secret sharing schemes were based on
spatial domain. The hidden data based on spatial domain is easily deleted since a transformation of digital formats
(i.e., jpeg to bmp or vise versa). In this paper, we proposed our scheme for complement to resist various attack of
cover image as distributing secrets based on DCT of JPEG using exclusive-or operation. The result of experiments
proved that the proposed scheme restore original secret.
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Fig. 4. Encoding procedure
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Function Encoding (cover image C1, C2, ....;
messages M)
Begin
Read (C1); Read(C2)
for i=1:8:xdim,
for j=1:8:ydim,
CALL Block1(Bit Mi, C1(8x8), C2(8><8))
Il 87 Blockl && (WAIAl, 551, £52)
End

a3 5 e1ag LneE
Fig. 5. computing procedure of (2,3) critical

system

Function Blockl (Bit B; C1, C2)

Begin
Q1 = DCT(C1); Il &5 C1¢] DCT W3t
Q2 = DCT(C2); /l &% C29] DCT W3

T1 = Q1(3,2)<Q1(4,1); // Q1] 1/0& T1ol HjA
T2 = Q2(3,2)<Q2(4,1); /I Q29 1/05 T2 wiA
M=T1@®T2; /l T1¥ T2¢] XOR AxE Mo wj4
IF (B = M) No Change;

ELSE SWAP(Q2(3,2), Q2(4,1));

C1 = IDCT(Q1); // Q1& <& <%=A3}

C2 = IDCT(Q2);
RETURN C1, C2
End
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Fig. 6. block—based encoding process

Function Decoding (cover image C1, C2, ....)

Begin
Read (C1); Read(C2)
for i=1:8:xdim,
for j=1:8:ydim,
CALL Block2(Bit Mi, C1(8x8), C2(8x8))
Il &4 Block2 % (551, £52)
End
ag 7. 24 YnzE
Fig. 7. decoding algorithm
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Function Block2 (Bit B; Block C1, C2, ...) o2 85 Qi) & =wolAE o)e BrtE B
Begin ApH o Zw3l7] $JaiA PSNR (Peak Signal to
Q1 = DCT(C1); // =% C1¢] DCT st Noise Ratio)[18]< AF8-3tc}.
Q2 = DCT(C2); /l &= C29] DCT W& )
T1 = Q1(3,2)<Q1(4,1); // Q1] 1/05 Tiol wj4 PSNR =10 X 1logy, (%) 6)

T2 = Q2(3,2)<Q2(4,1); /I Q2¢] 1/0& T20l HA

aB
= = X i $% o] A} g3 AAT
M=TL1®T2; // T13} T2¢] XOR A& Mol w4 =, FA6)91M MSE= € 974 19} 2~8|a 973 1

RETURN M; o] #Jo] gholl the 4 (NS H&33inh
End 1 M X ,
MSE=—=3 3311 ,— 1 1) )

a2 8. C|2YE st 2T X2
Fig. 8. block—based decoding process
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Fig. 10. 3 512x512 cover images and 1 secret
sharing image; (a)Lena, (b)Boat,
(c)Barbara and (d)text.
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XML is becoming a widely used standard for data
exchange. The format also provides plenty of
opportunities for data hiding. This is important for
verifying documents to see if they have been altered
and also for copyright reasons. You can embed a code
for example, which can be traced back to the source. A
method for hiding information in XML comes courtesy
of the University of Tokyo [11].

a2l 12, S¥st 8|23 ol
Fig. 12. restoring secret sharing data.
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Table 1. performance of the proposed scheme,

Images Size >y PSNR[dB]

(512x512) [byte] dlo]E

Lena 262,144 455839

Boat 262,144 390 byte 43.2971

Barbara 262,144 54.2331
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