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SNS disclosure of personal information in M2M environment
threats and countermeasures
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IT71%:9] A7) g} Lalelgola Q1A YESD FAS Lol 2aUE A A7t S48)
AU EY A 54 A AACNT} 7|4 R B MEES e T Q) FEe 7]dT B AlRtEo] AL
i 9 24 HED MHjas FAF BAS sha YAt Bekd 4o tsiNE dyEA A AZS

Stk M2MS] WHOZ ofe] Frhg AZYES] Pl WobAm AR, 1 AeRel ek 14 S
23 gl Ao] Adoleh ¥ ERANE AQYue il AR F 28 YEAD Ao U w9 8k
Sk M2MPgeA1e] SNSH& ek AR} thssrol tiste] e

o =] : AFEEA, AAVEY TN A, HIAR, Het

It appeared with the development of IT skills to help the social network SNS(Social Network
Service) on the online form. Many people around the world and in the business environment changes is
the emergence of social networks are bringing. And the rapid development of the idea, but are insignificant
for the security threats that are used by many people in many companies, and social network services. In
addition, although it is true that this connection is increased from the number of mobile machines to the
development of M2M, that is not recognized for that vulnerability. To evaluate and identify vulnerabilities
against security threats and countermeasures for the SNS access the social network on the M2M After
looking for privacy and in the present.
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[Table 1] SNS Registration State

SNS Start Restriation
o Cyworld | 1999.8. 25,000,000
eq(grc‘ Daum 19995. 31,000,000
) Naver 2003.10 27,000,000
FaceBook | 2003.1. 123,000,000
US | MySpace 2004, 280,000,000
SecondLife | 2003.6. 224,000
UK Bebo 2005.1. 1,900,000
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[Tabel 2] Security Threats in SNS

Threats Contents
- Personal profile collection
- 2th data collection
Privacy - Face
- contents based image search
- diffcult of prefect ID delection
Network * SN spam

- XSS, worm, virus

- phising using SNS

ID - information ouput using network
- deny profile using ID

- cyber stalking

- cyber bullying

- industrial spy
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[Fig. 1] SPAM Result Process
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