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Abstract Recently, Hospital information systems have the large databases by wide range offices for hospital
management, health care to improve the quality of care. However, hospital information systems for information
security measures are insufficient. Therefore, when we construct the hospital information system, we have to
audit the information security measures for them, and we have to manage the ISMS(Information Security
Management System) to maintain the information protection level through the risk managements.

In this paper, we suggested the hospital information security audit model for the protection of health information
privacy by the current hospital information systems, information security management system(ISMS), and hospital
information security requirements and threats. We derived the check items compared with ISO27799 reflected
the characteristics of the hospital. We classified the security domains as the physical, technical, administrative
domain, and derived the check items for information security. We also designed the check lists by mapping the
1SO27799 risk management process to improve the security and efficiency simultaneously. Our model by the
five-point scale survey of IT experts was verified the suitability with the average of 4.91 points.
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(Table 1) Classification of Hospital Information
System[6]

Target Tasks
- diagnosis and treatment
- disease history management, education,
inspection, treatment management, literature
search, and research management
- services to support the treatment
Medical - inspection services, pharmaceutical services,

Medical
Services
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. - claims for medical services
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storage services, medical records work
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(Table 5) Comparison of ISO 27799, KISA-ISMS,

Hospital
Information
Systems Audit

ISO 277991)

data security
controls

Education and training

Operations Management

Resource Management
Security Incident Management

Operating and

and HIS Audit
y Hospital Information
Steps| ISO 277991) KISA-ISMS2) Systems Audit
Pml:efsgft;:;ic Hospital Data
v Protection Planning
Plan
PLAT oM plan | Management | q o of hospital
N System Range data protection Range
Setting b e
Risk Risk management and
Management evaluation Plan
ISMS Selection and
DO | Implementation | Implementation implementation of
and Operation data security controls
CHE ISMS
CK Monitoring Post Management Opefatmg and
— maintenance
ACT ISMS
Maintenance
D[4 23]
ISO 27799:2008, KISA-ISMS 5 A X X & 72| A A 9

HAA L FEFE 2 vk B
2 Azl W} ARRE %Wlﬁ% LEtgith

(Table 6) Comparison of 1SO 27799 Risk Management
Process and HIS Audit

Hospital
Information
Systems Audit

ISO 277991)

Gap analysis Hospital Data

Protection Planning

Security Improvement Plan

Setting of hospital
data protection
Range

Selection of  compliance scope

Medical Information Security Forum
Establishment
Risk assessment of medical
information
Risk Management
Apply History
ISMS Documentation
Risk action planning
Assigment

PLA

Risk management
and evaluation Plan

Selection and
implementation of

Selection and implementation of

bo security controls

CHE| The need for ongoing assurance maintenance
CK Compliance assessment
ACT (ISMS Maintenance)
1) 4]
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(Table 7) Comparison of KISA-ISMS Risk
Management Process and HIS Audit

Hospital Information
Systems Audit
Hospital Data Protection
Planning

KISA-ISMS1)

Information Protection Policy
Plan

Man Management System
aireli“ Range Setting Setting of hospital data
Syst Identification of protection Range
em information assets
Risk management
strategy and planning Risk management and
Risk Risk analysis evaluation Plan
Man Risk evaluation
agem Selection of
ent Information Security Selection and
Information Security implementation of data
Plan security controls
Implementation
ating and
Post Management Opel.ﬁd ng an
maintenance
(3]
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(Table 9) Check Standard by Audit View[13]

éid‘;t Sfa};lzcal; q Related characteristics
Business management planning
Plan construction/management, evaluation of
Reasonability | suitability of establishing and following
procedures
Establishing development / management /
Proce maintenance procedure and reasonable
Process .
Ss Reasonability ‘ establlshrpent of
risk/schedule/quality/form/human
resources/change managements
Following plans and risk / schedule /
Compliance quality / form / human resources /
change management procedures fairly
Sufficiency, completeness, accuracy,
Functionality | interoperability, and connectivity of the
Functionality function
Integrity Data integrity and accuracy
Usability User con\fem'ence, manag'ement
convenience, and learning
Stability System stability, servic-e continuity, quick
restoration
Produ Security System  confidentialness and safety
ct Efficiency of using information resources
(human resources, server, etc), work
Efficiency efficiency, quick answers, system
extendability, technology development
compatibility
Compliance Following criteria / procedure / standard
/ methodology of the product
Consistency Analysis, a]terati'on, @Xist}ing, traceability,
maintainability
Satisfaction of work/technical
Sufficiency requirements, achieving performance
goals, sufficient task scope
Perfor o -Concreteness, feasﬁbility, efficiency of
Realizability investment, achieving the performance
manc -
o goals, system availahility
Speed and receptiveness of Agile,
. frequency of release and repetition, test
Productivity productivity, business accomplishment
and productivity
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(Table 10) Check Lists of Physical Domain

Check Lists 1SO 277991)
Did you select and implement all patient’s
data encryption policies ?
Did you select and implement the data
encryption measures like OCS, EMR, 7.4 Physical
PACS ? Environmental
Did you select and implement the security
identification and authentication measures
for remote medicine and wireless services
of internet hospital ?
77
Did you select and implement the access Communicatio
control measures like OCS, EMR, PACS ? ns and
Operations
Management
Did you select and implement the user & Persgnnel
C Security
authentication measures for doctors,
nurses, radiation technologists ? 78 Access
Control
1 [4]
) 71 9
7144 ool Aol gli= B A2 A B
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(Table 11) Check Lists of Technical Domain

Check Lists 1SO 277991)
Are there any managements for
unauthorized patient access ? 77
Are there any information protections | Communications
for specific patient’s records ? and Operations
Did you select and implement the Management
malicious code measures for hospital
programs ?
Dldiyou select an('i implement the 78 Access
requirements for medical access control
0 Control
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Did you encrypt all patient’s data?

79 Information

Did you select and implement the
backup measures like OCS, EMR, PACS
0

System

Introduction,
development,
maintenance,

Did you select and implement the audit
considerations for hospital information
system ?

7.12 Compliance

Did you select and implement the 7'7 .
L . Communications
medical information exchange measures .
0 and Operations
’ Management
D [4]
(3 #I4 49
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(Table 12) Check Lists of Administrative Domain

Check Lists

ISO 277991)

Do you have the internal management
plan for the medical institutes working

7.3 Information

another purpose except medical purpose
0

more than five people ? Protection
Can you check the contents for medical Organization
information except medical laws ? 7.4 Resource
Do you have a supervisor for managing Management
the

medical care, video, nursing record ?

Do you have any consents if you use 7.7

Communications
and Operations

Management
Do you have the medical information 7.10 Security
which has the retention period ? Incident
Management
D [4]
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(Table 13) Results of the Surveyors

IT Medical IT | Medical IT Total
Auditor Manager Employee

number 18 12 15 45

percent 40 26.7 33.3 100
el Ad g vk dE2 At Bl FAALE
e g T GAl9] A SollA MR we
T3 g dAste] vdstal 7 e vje-da
(63, 2944, B33, daglth2d), ¥ Hdagl
1) e=2 w7k 54 AEE A&st A5t

4.1 2|8 JAoAe| HHEE H4F At
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(Table 14) Results of Check Lists in Physical
Domain

Check Lists 54| 3 |271|Avg| SD

Did you select and implement

all patient’s data encryption | 45 | 0 0 |48 ] 029
policies ?

Did you select and implement
the data encryption measures | 43 | 2 0 | 480 | 043
like OCS, EMR, PACS ?
Did you select and implement
the identification and
authentication measures for | 45 | 0 0 |493] 023
remote medicine and wireless
services of internet hospital ?
Did you select and implement
the access control measures | 43 | 2 0 | 484 | 039
like OCS, EMR, PACS ?
Did you select and implement
the user authentication
measures for doctors, nurses,
radiation technologists ?

Total Average 9% | 4% | 0% | 489 | 0.27

45| 0| 0 500 000
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4.2 7|13 FYolAMe Hagd=s 42 Zdat
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(Table 15) Results of Check Lists in Technical
Domain
Check Lists 5~4| 3 |2~1|Avg| SD
Are ther-e any @anagements fo 51 0 o Isool 000
unauthorized patient access ?
Are there any information
protections for specific patient'] 45 | 0 0 |500| 0.00
records ?
Did you select and implement the
malicious code measures for] 44 | 1 0 | 489 032
hospital programs ?
Did you select and implement the
requirements for medical accesy 45| 0 0 1493 023
control ?
Did you encrypt all patient’s data? 45 | 0 0 |500| 0.00
Did you select and implement the
backup measures like OCS, EMR| 45 | 0 0 500 000
PACS ?
Did you select and implement the
audit considerations for hospital 43 | 2 0 |484] 0.39
information system ?
Did you select and implement the
medical information exchangd 45 | 0 0 149 0.19
measures ?
Total Average 97%| 3%| 0% | 493| 0.18
4.3 &e2|H JAoAMe HHe=s 4& At
B4 FGoll A AR v AE A= WS,
9, 15 71EQFE FEste AdA AT 78A
BE AEEY g0 BE §EE o §F A3 WEY 5
o] ofFollA Hit 5002 YEPgon BE H7EE)
o] 476 oA 50 o= AR oS vEhfjo] ZE
ol A vlSB e PEe HEo] 6% HAURe =
#ol 4L 1Y

(Table 16) Results of Check Lists in Administrative
Domain

Check Lists 5~4( 3 Avg| SD

Do you have the internal
management plan for the
medical institutes working
more than five people ?

43 2 0 | 48] 039

Can you check the contents
for medical information 42 3 0
except medical laws ?

476| 048

Do you have a supervisor
for managing the

medical care, video, nursing
record ?

0.00

Do you have any consents if
you use another purpose 45 0 0
except medical purpose ?

0.00

Do you have the medical
information which has the 45 0
retention period ?

o
N
<=}
—_

0.26

Total Average 9%5%| 5% | 0%

HAARA 2~ ARRF 748 Hh8E9 %
ool Ao 1878 A aerel g 53 A= dE A3 it
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(Table 17) Total Results of HIS Audit Model

Audit Nurber of| Total Ay
Domain Checklist | Average | [owest | Highest
Physical 5 4.89 4.80 5.00
Technical 8 493 4.78 5.00

Administrative 5 491 4.76 5.00

Total 18 491 4.76 5.00

5. 28 A &= AFux

2000 S0l WA g itote] FR3} £Tr) Hé
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