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Behavioural Analysis of Password Authentication and Countermeasure to
Phishing Attacks - from User Experience and HCI Perspectives
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ABSTRACT

User authentication based on ID and PW has been widely used. As the Intemet has become a growing part of people’ lives, inpuf
times of ID/PW have been increcsed for a variety of services. People have dlready learned enough to perform the authentication
procedure and have entered ID/PW while ones are unconscious. This is referred to as the adaptive unconscious, a set of mental
processes incoming information and producing judgements and behaviors without our conscious awareness and within a second.

Most people have joined up for various websites with a small number of IDs/PWs, because they relied on their memory for managing
IDs/PWs. Human memory decays with the passing of time and knowledges in human memory tend to interfere with each other. For
that reason, there is the potential for people fo enter an invalid ID/PW. Therefore, these characteristics above mentioned regarding
of user authentication with ID/PW can lead to human vulnerabilities: people use a few PWs for various websites, manage IDs/PWs
depending on their memory, and enter ID/PW unconsciously.

Based on the wulnerability of human factors, a variety of information leakage affacks such as phishing and pharming attacks have
been increasing exponentially. In the past, information leakage attacks exploited vulnerabilities of hardware, operating system, software
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and so on. However, most of current affacks tend to exploit the wvulnerabilities of the human factors. These attacks based on the
wvulnerability of the human factor are called social-engineering attacks. Recently, malicious social-engineering fechnique such as
phishing and pharming affacks is one of the biggest security problems. Phishing is an aftack of affempting fo obtain valuable
information such as ID/PW and pharming is an affack intended to steal personal data by redirecting a website’s traffic to a fraudulent

copy of a legitimate website.

Screens of fraudulent copies used for both phishing and pharming aftacks are almost idenfical fo those of legitimate welbsites, and
even the pharming can include the deceptive URL address. Therefore, without the supports of prevention and detection techniques
such as vaccines and reputation system, it is difficult for users fo determine intuitively whether the site is the phishing and pharming
sites or legitimate site. The previous researches in ferms of phishing and pharming affacks have mainly studied on technical solufions.
In this paper, we focus on human behaviour when users are confronfed by phishing and pharming affacks without knowing them. We
conducted an aftack experiment in order to find out how many IDs/PWs are leaked from pharming and phishing atftack.

We firstly configured the experimental seffings in the same condition of phishing and pharming affacks and build a phishing site
for the experiment. We then recruited 64 voluntary participants and asked them to log in our experimental site. For each participant,
we conducted a questionnaire survey with regard to the experiment. Through the affack experiment and survey, we observed whether
their password are leaked out when logging in the experimental phishing site, and how many different passwords are leaked among

the fotal number of passwords of each participant.

Consequently, we found out that most parficipants unconsciously logged in the site and the ID/PW management dependent on
human memory caused the leakage of multiple passwords. The user should actively utilize repudiation systems and the service provider
with online site should support prevention techniques that the user can intuitively defermined whether the site is phishing.

= keyword : Phishing, Pharming, Password, Authentication, Social Engineering, HCI
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(Table 3) Survey and experimental results
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Facebook Login

Incorrect Email/ Password Combination
The password and email address you entered don't match. Remember that Facebook passwords are case sensitive, so
chieck your CAPS lock key. You can also reset your passward here.,

Login as:
! 1 Hong Ryeol Ryu
ovonic@yonsei.ac.kr

Not Hong Ryeol?

Password:

Keep me logged in

R - son o or rcebook

Forgat your password?

(33 10) 7Helst o|o|x|7} MEE 2IF Aluf 5tH
(Figure 10) Facebook’s login failure screen

Facebook Login

Incorrect Email/ Password Combination
The password and emall address you entered don't match, Remember that Facebook passwords are case sensitive, so
check your CAPS lock key. You can also reset your password here,

Password:

Keep me logged in

EEE - svon us for racebook

Forgot your password?

(O 11) AEHE st TlAl Alo|ES] 0IF Alulf SH
(Figure 11) Login failure screen for
experiment
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(Figure 12) Text to indicate the
number of failed login
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(Figure 13) Countermeasures to phishing
and pharming in model
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