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In the Automation Environment of Factory and Production, the Implementation of
Security-enhanced Mobile Device Management System using Android-based Smart Phones
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ABSTRACT

Utilizing smart phones based on android applications in the field of FA(Factory Automation) or PA(Production Automation) is being deployed
actively. In general, MDM(Mobile Device Management) is a crucial infra-structure to build such a FA or PA environment. In this paper, we
suggest an open mobile device management platform and implement its prototype. The developed prototype consists of three modules such as
DMS(Device Management Server), FUMO(Firmware Update Management Object) and SCOMO(Software Component Management Object). In
addition, we suggest a security module based on the concept of the EAP (Extensible Authentication Protocol) and the AES (Advanced
Encryption Standard). The suggested security module’s prototype is applied to guarantee the data integrity in the process of communicating
among DMS, FUMO and SCOMO for the purpose of utilizing smart phones based on android applications in a FA field. We also evaluate the
performance of the implemented security prototype. According to our simulation results, the implemented prototype has a good performance in a
FA environment and can be utilized in the other FA, PA or OA(Office Automation) environment with guaranteeing the security.
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Table 5. Performance comparison for the proposed
security module

Lgacy Proposed
Risk of incident | Security modules | security modules
MD5 | HMAC EAP AES
Power Interception| © O ) ©)
Noise @) 0
Jamming O )
Sniffing @)
Modification 0 @)
Hijacking @) )
Fabrication @) O @) O
Spoofing @) )
AP camouflage @) @) O
Device replication O O O
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Table 6. Performance evaluation of the proposed

security module

) o Proposed security modules
Risk of incident
EAP AES
Power Interception 100% 100%
Noise 100% 100%
Jamming 100%
Sniffing 100%
Moadification 100% 100%
Hijacking 100% 100%
Fabrication 100% 100%
Spoofing 100%
AP camouflage 100%
Device replication 100%
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