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Abstract According to increasing of payment and settlements like smart banking, internet shopping and
contactless transaction in smart device, the security issues are on the rise, such as the vulnerability of the
mobile OS and certificates abuse problem, we need a secure user authentication. We apply the OTP using
biometrics and PKI as user authentication way for dealing with this situation. Biometrics is less risk of loss
and steal than other authentication that, in addition, the security can be enhanced more when using the
biometric with OTP. In this paper, we propose a user authentication using biometrics and OTP in the mobile

device.
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Authentication

Mobile
Server

(User)

| PC (User)

_@ User Login(Certification)

® Dec_S(Enc_S(OPW))

@ Enc_U(Sign_S(SRN))

® Dec_U(Enc_U(Sign_S(SRN)))
= Veri_S(sign_S(SRN)
= SRN

® OTP( BIO @ SRN )

=oTPS

T
@ User Login(Certification)
—————————————— [~-—————=—=-=-3
Enc_U(Sign_S(MRN))
® Dec_U(Enc_U(Sign_S(MRN)))
= Veri_S(sign_S(MRN)
= MRN
® Compare (MRN = SRN)
@ Input(OPW)
® OTP( OPW @ MRN )
® Enc_S(Sign_U(OTP_S))
,,,,,,,,,,,,,,,,,,,,,,,,,,, >]
Dec_S(Enc_S(Sign_U(OTP_M)))
=>Veri_U(Sign_U(OTP_M))
=>0TP_M
® OTP_M = OTP_S
=> OTP Authentication
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